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3 Technical analysis 

3.1 Key takeaways from analysis 
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3.2 Installation, execution and persistence. 
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3.3 Execution flow 
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3.4 Payload Architecture: client.dll 
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3.5 Silent vs. Visible Mode 

3.6 Host Fingerprinting 
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4 Microsoft Store publication process and security checks 

4.1 Command and Control Protocol 

4.1.1 Phase 1: Registration 
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4.1.2 Phase 2: Polling 

4.1.3 Phase 3: Relay Assignment 

4.1.4 Phase 4: Proxying 
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4.2 Network Architecture 

 

4.3 Scope Limitations 
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5 Security Tooling Bypassing and Detection Methodology 

5.1 Absence of MS Defender for Endpoint Alerts 
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5.2 Malware successfully bypassing AV engines 

 

Detection count over time graph
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Table of detection count over time
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Screenshot of Windows Defender for Endpoint telemetry

5.3 How the Campaign Was Detected 
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5.4 Detection Opportunities 
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6 Conclusions 
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