
Be wary of 
phishing scams: 

Always enable 
multi-factor 
authentication 
(MFA): 

Create a unique 
password for 
every account: 

Use a password 
manager: 

Use long, 
memorable 
passphrases: 

Don't enter your 
password on sites 
you don't trust.

Embrace 
passwordless 
solutions: 
Use biometrics or other 
passwordless logins 
where available.

Change passwords 
only when a breach 
is suspected: 
This prevents you 
from choosing weak, 
predictable 
replacements.

Never write down 
passwords: 
Don't store or share 
them in plain text.

It's a secure vault 
for all your unique 
passwords.

Longer is stronger 
and easier to 
remember than 
random characters.

A breach in one 
account won't 
compromise the 
others.

It provides an 
essential extra layer 
of protection.

Don't share 
passwords

Unlock stronger security: Nine 
essential password tips


