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Dear Reader, 
 
For many years, cryptovision has contributed to the VAULT Magazine and the 
Silicon Trust Partner Program. So naturally, we were delighted to be given the 
opportunity to share some insights with you on the latest developments since 
cryptovision was acquired by Atos in August 2021.

So what can you expect from this special issue? Customers and partners remain at 
the heart of our strategy and we were happy to get hold of AdvanIDe's old and new 
CEO Holger Roessner, it's not easy but we managed - a very busy man who had an 
equally exciting year 2021.

Ben Drisch answers the core questions on where the Atos Digital ID Unit is heading 
in the eID segment, now that cryptovision is part of the team. Beyond the topic of 
consolidating, we are putting the spotlight on the importance of middleware in the 
eID lifecycle - a key component and often overlooked. 

Klaus Schmeh, a regular contributor to the VAULT Magazine, looks at different 
angles of what will matter in the future: From securing the Metaverse to FIDO 
interoperability. 

Last but not least, Adam Ross, cryptovision's in-house beer enthusiast and 
evangelist, has discovered a link between his two favourite subjects: digital identity 
and brewing. Who would have thought? 

We hope you enjoy this VAULT-takeover and that we will see many of you in the 
coming months at shows and events. 

 
 
Let's stay in touch!

Veronica von Preysing 
Senior Vice President Marketing

Infineon 

NPX 

Veridos
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All ABOARD at 
AdvanIDe

An interview with Holger Roessner, CEO at AdvanIDe Holdings and  
Managing Partner/Founder at IDentivest Partners.

 Congratulations are in order, Holger. After 5 
years, the management and staff of AdvanIDe 
(Advanced ID Electronics) are majority 
shareholders. How are you feeling now? 

First, I must thank RISA ASIA Partners – our former private 
equity shareholder, who exited early this year, for their support 
since 2017 and everyone who participated in making this 
transaction a success. We are looking forward to strengthening 
our relationships with our partners and clients on the basis 
that our employees are highly invested in AdvanIDe and that 
our management team has majority ownership. 

Over the last 25 years, has your vision for 
AdvanIDe changed much?

AdvanIDe’s DNA originates from ACG – which was a chip 
broker headquartered in Germany, founded in 1995. ACG 
matched demand and supply between manufacturers of 
smart cards and semiconductor providers and in-principle 
we still do this today. Our vision has always been to be the 
leader in this niche market and with technology ever evolving, 
this is a moving target. We have great support from leading 
semiconductor manufacturers and our strong connections 
to our clients are the foundation of our ongoing success. So 

today, we are happy to state, that we are the leading provider 
of silicon and value-added products and services for RFID 
technology and chip card applications.

With the company now owned by employees 
and management, how is the strategy going to 
evolve?

The AdvanIDe brand was established in 2007 and even though 
we were a subsidiary of ASSA ABLOY and organizationally 
part of HID Global, we remained independent in the 
marketplace and the success of our clients has always 
been our top priority. Our strategy is to provide support 
and value-add by offering our silicon partners the leading 
platform and organization to improve their position in 
each market segment of their identification & chip card 
business. Our objective is to extend our market presence; 
develop new vertical markets, applications, and use cases 
via innovative products and services. Being a company with 
no own production and dependent on partners for all what 
we do and supply, our network of relationships is becoming 
ever increasingly important. Having nearly all employees on 
board as shareholders assures, that the team will be there for 
the long term with an even higher level of commitment and 
motivation.

That sounds like a clever, forward-
looking strategy. Where is 
AdvanIDe at right now in 
terms of growth and market 
position? 

T imes have been t urbu-
lent to say the least. First, 
our suppliers and clients 
including ourselves had to 
m it igate  t h r oug h t he 
challenges and oppor-
tunities that COVID-19 
i mp o s e d  o n  u s  a n d 
then later, supply chain 
d i s r u p t i o n s  a n d  t h e 
increasing demand for 
semiconductors and in- 
f lation imposed new obsta-
cles. As CEO, I am happy that 
our digitalization strategy that 
we embarked on in 2017 has been 
bearing fruit in this regard. We have 
a nimble organization, which is highly 
transparent and based on a decision matrix 
and hence, we can act fast on any changes that 

markets go through. We saw profitable growth, an 
increase in market share, innovation in the 

value-added products we offer and a posi-
tive development of shareholder value 

over the last couple of years.

The last year has been 
exciting for you and your 
team. What are your 
personal goals for the 
next 12 months? 

I am look ing for ward to 
spending more t ime w ith 
the team and our partners to 
define our strategy to capture 

new oppor t u n it ie s  i n  t he 
market. While it was essential to 

be part of the process of acquiring 
the majority ownership from our 

investors over the last 18 months, I am 
excited to be back in our core business 

operations to drive our company forward to 
greater heights together with my amazing team 

at AdvanIDe. 

“We are looking forward to even 

more engaging relationships with our partners  

and clients on the basis, that our staff is now highly 
invested in AdvanIDe and that our management has 

majority ownership.”
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From hidden CHAMPION 
to GLOBAL player 

For over a decade, the Gelsenkirchen-based security software specialist 
cryptovision was regarded by many in the government ID space as a hidden 

champion, developing and delivering key components to the eID lifecycle. 2021 
turned out to be year that would have a lasting impact. The VAULT caught up 
with Ben Drisch, a Senior Vice President of the Government ID business field 

within Atos Digital ID to find out more about the status quo of his segment since 
the cryptovision acquisition by Atos in August 2021. 

Ben Drisch leads the Government ID business field at Atos Cybersecurity

 Now that cryptovision is part of the Atos 
family, how does this affect your Government 
ID business?

BD: It’s a huge chance and we are very happy to be part of Atos. 
I am very much looking forward to a much bigger reach with 
our 8.000 new colleagues in BDS (Big Data and Cyber Security) 
and presences all around the globe. Atos has a specialized team 
of consultants for project delivery, installation, configuration, 
deployment, support, and maintenance that will be of great 
help. We also now have a much more complete portfolio to 
better meet our customers’ demands.

Let’s focus on the extended portfolio: what is 
new and where is the benefit?

BD: Atos adds a lot of interesting solution components, for 
example:

IDnomic PKI for both eID documents and end user certificate 
management, as well as additional components for digital 
signatures and time stamping. CardOS as a native OS and 
application solution for ePassports and eID cards as a 
complement to our Java Card based ePasslet Suite. Trustway 

Hardware Security Modules (HSMs) to secure Certificate 
Authorities and perform secure key generation as well as 
signature operations.

Plus, there are adjacent offerings, for example for Inspection 
systems and eGates. This all fits into a more complete solution 
offering that greatly extends the flexibility and useability of 
electronic ID systems for our customers.

Combining these offerings seems beneficial 
but also challenging. Are there any direct 
synergies arising from this joint portfolio?

BD: Sure, there are. Making best use of synergies is the focus 
of integrating cryptovision into the Atos family. Just to name 
some examples:

PKI convergence to create the best of two worlds with elements 
from both IDnomic’s and cryptovision’s solutions. Tighter 
CardOS integration into SCinterface middleware and also our 
personalization solution.  In fact, CardOS was even supported 
by SCinterface well before cryptovision’s acquisition by Atos 
Naturally, there will be additional synergies as the unification 
of our Government ID portfolio progresses.

What current trends do you see in eID 
Government projects?

BD: There are a lot of trends we observe, but two of them are 
standing out:

Digital sovereignty

Since eID programs are a major investment, issuing authorities 
want to be in control of a solution and be sure that it’s future 
proof. There are different ways to achieve this: open source 
initiatives like MOSIP and open standard frameworks like 
OSIA. Atos is a strong supporter of both of these initiatives and 
is already providing large-scale projects, like the MOSIP-based 
program in Morocco. And, of course, there are solutions based 
on open platforms, like Java Card, and other international 
standards. This is a path cryptovision and Atos have followed 
for many years and we will maintain our approach and refrain 
from proprietary solutions with so called “vendor locks”.

Versatility and multi-application eID solutions

A lot of customers and eID issuers finally acknowledge how 
many use cases can be realized based on a single electronic 
ID document as a trusted source of identification delivering 
enhanced electronic services. Adding credentials for 
authentication and electronic signatures, as well as including 
additional applications at the initial eID issuance or even post-
issuance, opens up the full potential of eIDs. This increases 
the ROI for the issuer and provides numerous benefits for the 
citizens. Furthermore, a lot of projects now include credentials 
stored on mobile devices, often complementary to the eID 
document itself. The EU eIDAS 2.0 Digital Identity Wallet 

initiative will further advance mobile solutions by continuing 
the self-sovereignty trend and putting control of personal 
data in the hand of the citizen. In a related trend, ICAO is now 
offering guidance for digital travel credentials.

Another reason for this success is the increasing acceptance of 
electronic ID solutions by users. Here, COVID-19 vaccination 
and test certificates stored on mobile phones as barcodes which 
contain signed data, proved to be a very effective accelerator for 
the prevalence of these solutions.

We see a lot of movement with new applications and use cases 
being introduced regularly.

Your eGovernment business was always 
involving a lot of partners. How do you go 
about partnerships as part of Atos?

BD: We still very much rely on our partners, including 
technology specialists, regional or national champions, system 
integrators, and of course our ePasslet Suite platform partners. 
Now, as part of Atos, we can offer a more complete solution 
and better support to those partners. That we care about our 
valued partner network is also reflected in our club cv partner 
program, that will soon be extended to become the Atos “club 
cyber” program.

I believe that there are exciting times ahead of us with 
interesting Government ID programs being implemented and 
we strive to support customers with a more comprehensive 
offering and strong and reliable partners. 
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WHY do eID card projects 
NEED middleware 

SOLUTIONS?

National identity projects frequently pair chip based eID documents with citizen 
digital credentials. By combining both physical and digital credentials, governments 

can significantly increase both the scope of services offered to citizens and the  
convenience in which they are accessed.

 Why is a middleware required for these 
deployments?

One of the prevailing market trends is for governments to issue 
multipurpose eID documents that combine aspects of citizen 
identification with authentication, and electronic signature. To 
enable this functionality, specialized cryptographic interface 
software, smart card middleware, is required to access the 
digital certificate and key material on the eID. In addition, in 
order to access the citizen demographic information secured on 
the chip, developers can access the chip via the relevant card 
access mechanisms by means of different types of middleware.

Given the variety of technical equipment 
in public and private organizations, is it 
important to have a multi-platform support 
or is it sufficient to cover only the most 
frequent one? 

Unlike corporate environments where hardware and software 
can be regulated and enforced for employees, it is totally 
impossible for governments to have the same expectations for 
their citizens. As such, having the broadest platform of support 

is highly desirable for any eID project to ensure adoption by the 
majority of citizens. By enabling platform support for Microsoft 
Windows, Apple macOS, and Linux distributions, a government 
can enable practically anyone to use their eID regardless of 
their personal operating system preference. 

There are several smart card manufacturers 
worldwide; everyone needs a specific 
middleware support. How is it possible to 
manage this variety in case of a migration?

In order to provide for maximum interoperability, most card 
manufacturers strive to implement card profiles that conform to 
the relevant Public Key Cryptography Standards (PKCS) which 
are quite mature from having initially been released in the early 
1990’s. By using a standard conformant profile, card issuers 
can instantly add support of any PKI enabled application and 
realize a myriad of different use cases. To maximize this relative 
conformity, some middleware vendors, such as cryptovision, 
develop a sort of universal middleware. While this approach 
does not support every card and chip OS, it currently offers 
support for over 100 different platforms. With such broad 
support, it makes it very attractive for card issuers to choose a 
middleware that supports such a spectrum of 3rd party profiles.

What happens when an eID card has been 
deployed and some years later different 
cards are chosen? Must all issued ones be 
replaced?

Card replacement does not necessarily mean that all legacy 
cards must be replaced all at once. Often card issuers wish 
to continue to recognize a return on their investment in the 
previous generation cards, while also moving forward with 
a new generation. In some cases, these cards come from 
different manufacturers than the legacy cards. By selecting a 
card middleware that supports both the legacy cards and the 
current cards, a single software can be used. This means that 
cards that are already in-field can continue to be used until 
the end of their operational life, while new cards can be issued 
and only one middleware needs to be used and supported. As 
ID cards become more sophisticated and produced from more 
durable card bodies such as polycarbonate, cards can frequently 
have validity periods of five to ten years. This means that there 
could be lengthy periods of time where older cards and newer 
generation cards must simultaneously be supported.

Atos is not a smart card manufacturer, 
nonetheless they have developed a 
middleware solution. Why?

Atos actually has several middleware components, some of 
which were born out of necessity such as the CardOS API 
designed to specifically support Atos CardOS smart cards 
which are used both as corporate employee badges, but also 
used for some eID card projects. Others, such as cryptovision’s 
SCinterface are included as complement intended to deliver 
the broadest support possible for PKI applications for eID card 
projects. Cryptovision also offers SCalibur, which is an eID 
card middleware SDK so that websites and apps can make use 
of all capabilities of the eID.

Are there any specific interface protocols that 
need to be implemented for applications that 
use smart cards?

Unlike traditional devices, the integrated circuits inside eID 
cards do not have a device driver that is installed when the eID is 
connected. Because of this, smart card middleware needs to be 
installed to connect the eID card to the OS and other PKI enabled 
applications. Each operating system offers specific cryptographic 
interfaces. For Windows platforms, these include a Cryptographic 
Service Provider (CSP) for older versions and a newer 
cryptography API, which features a base CSP and key storage 
provider along with a component know as a “card minidriver.” 
For Apple, smart cards are integrated via the CryptoTokenKit. 
For Linux distributions, a platform independent API based 
on PKCS#11 library is used. This Cryptokit API component is 
also utilized by a wide array of software and devices including 
specialized Hardware Security Modules. 

Is it easy to integrate smart card support 
to certificate aware applications? What can 
facilitate this process?

Once a middleware is installed and an eID card connected, most 
PKI enabled applications do not require any more configuration 
that the selecting the appropriate digital certificate on the eID 
card. To facilitate this process, some middleware solutions 
offer a registration utility or wizard to assist first time users 
of the eID. Once a certificate is successfully registered in the 
appropriate certificate store, it can be used by any PKI enabled 
application. It is quite common for eID projects to start 
with a single use case, such as two-factor authentication to 
a government website with the eID card, and then add more 
advanced uses such as digital signatures later. By leveraging the 
same PKI for both, this process is quite simple and does not 
require much additional effort.  

By Benjamin Drisch and Adam Ross, Atos Cybersecurity Products
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Cybercriminals 
CONQUER the Metaverse 

– Secure IDENTITIES 
can STOP them

By Adam Ross and Klaus Schmeh, Atos Cybersecurity Products

 The American actor Seth Green recently faced a serious 
problem. Green, who played Dr. Evil’s son in the Austin Powers 
movie series, was planning to develop a TV show “White House 
Tavern” around a number of NFTs he had purchased for a sum 
of hundreds of thousands of dollars. However, these plans were 
derailed when a hacker stole the key NFTs from him via using a 
phishing technique and then sold them to clueless new owners. 
The theft included Bored Ape #8398 of the Bored Ape Yacht Club 
from Yuga Labs. This theft represented a significant setback for 
Green, as this NFT was the main character of the animated 
series in development; giving rise to the question if Green still 
had the rights to use this NFT art as the basis for his TV project.

Many were hoping Green would go to court and get a ruling 

over whether or not he was still the owner of the tokens, as 
they represented stolen art. As creators of the NFTs, Yuga Labs 
retain ownership of the brand copyright, but the company gives 
the owner of the individual NFTs a broad license to use the 
image they own. This includes unlimited, worldwide license to 
use, copy, and display the purchased art. But how is ownership 
verified? Does possession of the NFT in a wallet convey these 
usage rights if the NFT was nefariously obtained? A high-profile 
lawsuit might have clarified several legal questions around 
digital assets ownership and established some legal precedent. 
Rather than going to court, Green, chose a pragmatic solution 
by repurchasing the NFT from the new owner, paying a price of 
$300,000. Industry observers were disappointed about Green’s 
discouraged reaction of paying this virtual ransom.

The Metaverse is booming. While this attracts gamers, shoppers, and art lovers, it also 
arouses the interest of individuals from the dark side of the law. Specifically, Non-Fungible 

Tokens (NFTs) have become attractive targets for cybercriminals. Some of these tokens have 
high values, while their owners are lacking cybersecurity experience. To protect Metaverse 
users from attacks of this kind, appropriate identity and authentication technology must be 

established. This development is still in its infancy.

CYBERCRIMINALS CONQUER THE METAVERSE – SECURE IDENTITIES CAN STOP THEM
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CYBERCRIMINALS CONQUER THE METAVERSE – SECURE IDENTITIES CAN STOP THEM

The Metaverse as a crime scene

The story about Seth Green’s stolen TV show character 
illustrates that NFTs have become an alluring target for 
cybercriminals. While some NFTs have reached high values 
and are held by wealthy individuals, these owners may not 
have a high degree of digital literacy and often know little 
about cybersecurity. This dangerous combination, combined 
with rather lax persecution of cybercrime, has created an 
enormous potential for crime and fraud. Another example 
of NFT-related crime, the NFT-based game “Evolved Apes”, 
is worth mentioning. The developer promised a rich gaming 
ecosystem of battling NFTs which initially sold out a collection 
of 10,000 pieces. But within one week of launching, the project 
suddenly disappeared with total digital assets of over $2.7 
million. Currently, this case remains unsolved.

In many respects, NFT-related crime resembles the hacks that 
have been witnessed for years in the cryptocurrency world, 
with many of these scams evolving from real world fraud. 
The aforementioned “Evolved Apes” scam can be categorized 
as a “rug pull” – a case where the operator simply takes the 
money and runs. The history of cryptocurrency is littered with 
swindles of this kind. Another attack vector for digital assets 
includes stealing secret keys or recovery phrases which can 
empty entire wallets of their owners. This phishing happened 
in the Seth Green case and unfortunately to many other wallet 
holders.

Cryptocurrencies and NFTs are important building blocks 
of the Metaverse, a completely digital world based on virtual 
reality. The Metaverse is currently booming, with Microsoft 
and other companies investing billions in this new technology. 
Facebook’s parent company even rebranded as “Meta” to 
emphasise their claim to be a leading player in this market. 
Attacks on cryptocurrency and NFTs need to be seen as crimes 
that threaten not only the Metaverse, but are in fact ‘real world 
crimes’.

Cryptocurrencies and NFTs can be regarded as one of the 
Metaverse’s ways to cope with a well-known problem: that 
digital data can be copied easily and perfectly. The identical 
copy trait is not desirable when it comes to digital money and 
valuables. As both cryptocurrencies and NFTs are based on 

blockchain technology, one can expect that blockchains will 
become another indispensable part of the Metaverse.

One positive aspect is that the cryptography used in the 
Metaverse appears to be secure. To date there have been 
no significant successful attacks on the ciphers, signature 
algorithms, and hashing functions involved in NFTs, 
cryptocurrency, or other blockchain systems. This is largely 
due to the fact that the core cryptography for these systems 
is mature and well-known from more conventional crypto 
applications, such as email encryption, code signing, and 
file protection. While there have been attacks on these 
components, the cryptography they are based on has never 
been the weak point.

While many of the aforementioned attacks work on both NFTs 
and cryptocurrency systems, some hacking methods can only 
be employed on the latter. This is because NFTs are unique 
and cannot be swapped atomically, while Bitcoin or Ether are 
fungible assets that can be easily sent from address to address. 
To address this challenge many NFTs and sales and trading 
platforms rely on some smart contract to enable transfer of 
NFT assets. There is always a risk that untrusted sites use this 
malicious code to perform actions that are not intended when 
transacting for NFT purchase or sale. Criminals can not only 
use such a weakness to steal the NFTs themselves, but also 
other digital assets held in the wallet of the owner.

Technology from secure identities is 
key

“While crime in the Metaverse, just like the Metaverse itself, 
is a new phenomenon, the methods to prevent it are not”, says 
Dan Butnaru, Senior Marketing Manager Digital Identity, 
Atos. “The core task to fight cryptocurrency and NFT offenses 
is to implement robust security which can be replicated 
from the technology used to secure identity documents.” If 
an avatar in the Metaverse can be identified in a secure way 
and ownership can be validated, then identity theft becomes 
infeasible.

To establish secure identities in the Metaverse, advanced 
multifactor authentication techniques need to be established. 

Passwords are not sufficient for this task. For instance, the 
phishing attack on Seth Green targeted the knowledge-based 
authentication he used to access his NFT wallet. If traditional 
protection techniques such as a hardware based secure 
elements were used, such as a smart card or an embedded 
SIM card, the hacker would not have been successful. By 
using custodial wallets that allow the holder to retain control 
over their private key and recovery phrases, it becomes nearly 
impossible for remote attackers to exploit such vulnerabilities, 
as they need to be in physical possession of such a wallet.

Because of the transparent nature of the blockchain, it is well 
suited for creating reliable identities and secure authentication 
schemes that can be verified by anyone. As blockchain is the 
major underlying technology present in the Metaverse, a major 
task will be determining how to use it for authentication across 
different blockchains. Current initiatives like the European 
Blockchain Services Infrastructure (EBSI) and the European 
Self-Sovereign Identity Framework (ESSIF), are attempting to 
solve this problem in the real world. In a self-sovereign-identity 
environment, every citizen can decide with whom their name, 
age, academic credentials, or purchase data is shared on an 
individual basis. This allows for citizens to have a far greater 
degree of control over their personally identifiable information. 

Dan Butnaru states: “Self-sovereign identities are well suited for 
the Metaverse and might become another important building 
block of it.”

Finally, future eID-document-based digital identities may 
serve as solutions to protect the Metaverse. Many current eID 
documents are based on Java Card platforms that could allow 
for additional applications to be stored on the eID card. By 
loading an additional applet, a digital asset wallet could be 
paired with the eID card and benefit from the secure element 
as a keystore. Such a solution is considerably more secure 
and more user-friendly than a password alone and this would 
also serve as a means to address challenges of linking crypto-
wallets with their owners to discourage money laundering or 
other financial crime.

“It appears that we are heading for a Metaverse, in which 
cryptocurrencies and NFTs are used to implement money 
and valuables, while trusted digital identities, blockchains 
and eID documents serve as technology enablers”, concludes 
Dan Butnaru. This development is still in an early stage, but 
it is justified to say: while the Metaverse may be attractive for 
criminals, there are already powerful tools to fight them. 

While crime in the Metaverse is a

new phenomenon, the methods to prevent it 

are not. The core task is to create 
reliable identities. 

– Dan Butnaru,  

Senior Marketing Manager Digital Identity, Atos
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Enhancing eID 
DOCUMENTS with FIDO 

AUTHENTICATION

FIDO tokens and electronic identity documents can both be used for authentication 
on the internet. Though the two technologies follow different approaches, combining 

them is possible and makes sense.

 The FIDO Alliance was founded to establish interoperable, 
token-based authentication in the online world. For this 
purpose, the FIDO Alliance have created a challenge-response 
authentication protocol as well as an authentication device 
specification, known as “FIDO token”. Meanwhile, numerous 
governments and enterprises around the world are deploying 
the FIDO scheme, making it a de-facto standard for advanced 
online authentication.

The FIDO approach to authentication is based on asymmetric 
cryptography. A user can securely authenticate to online 
services (“relying parties”) that support the standard. For 
every relying party, a different private/public key pair is 
generated, which grants that a user has different identities at 
different servers with no possibility to match these. 

Most eID documents can be used for online authentication, 
too. Most systems are based on a Public Key Infrastructure 
(PKI). While a FIDO token and an eID card both implement 
authentication based on asymmetric cryptography, the concepts 
underlying them are different. FIDO authentication is targeted 
for a client authenticating against a server, whereas eID 
documents support more general peer-to-peer scenarios. While 
it is an important goal of the FIDO specifications to establish a 
different anonymous identity for every service, an eID document 
is generally designed for representing one identity. 

Nevertheless, there are interesting approaches to combine 
FIDO and eID technology. Especially, an eID card can be 

used as a FIDO authenticator, which means that the standard 
identification functions of an eID card are complemented with 
an authentication feature. Several initiatives aiming to achieve 
such an integration have been started. “However, using an 
eID card as a FIDO token is far from a no-brainer”, explains 
cryptovision’s Ben Drisch. “This is because FIDO keys are 
created separately and anonymously for each server, while 
eIDs use one authentication key for all purposes.”

Some schemes implement FIDO and eID functions on the 
same eID document, but with separate infrastructures. In 
more advanced systems, enrolment and other processes are 
synchronized. A more pragmatic approach is to use the eID 
and its infrastructure to register a user at the relying party 
– a procedure that is, of course, much more secure than a 
confirmation link sent by email.

Activities aiming to integrate FIDO and eID systems are still 
at an early stage. The urge for secure and standardized online-
authentication will certainly further push the use of the FIDO 
standard, while the need for secure initial registration at a 
relying party might bring eID documents into play. On the 
other hand, support of FIDO registration 
makes eID documents more attractive by 
adding functionality that is relevant in the 
online world. In any case, it can be said: 
FIDO represents a natural enhancement to 
eID documents that supports their multi-
purpose use in online environments. 

by Klaus Schmeh, Atos Marketing, Cybersecurity Products

Decentralized  
IDENTITY in  

the Metaverse? 
HOLD my BEER.

 There has been quite a lot of discussion 
about how emerging technologies will 
continue to blur the lines between our 
physical reality and a connected digital 
reality. Rapid innovation in technologies 
t h a t  i n c l u d e  d e c e n t r a l i z a t i o n , 
tokenization, and blockchain which are 
referred to as Web3, are creating new 
ways of interacting that challenge our 
traditional ways of working.

One fascinating project blurring the 
lines between the analog and digital 
Decentralize Autonomous Organization 
(DAO) that ponders the question “what 
if by drinking beer, you could change 
the world?” This is not the ruminations 
of a drunken philosopher, but rather 
a fundamental tenant of Copernicus 
Beer. Unlike traditional breweries which 
have dedicated brewing facilities or a 
professional brew master, the Copernicus 
Beer DAO is a pseudo-anonymous 
organization where decisions like when 
and where to brew, how much to brew and 
of what type of beer are all determined by 
governance based on democratic voting. 
While business decisions being made by 
management board is nothing new, the 
manner which the Copernicus board is 
convened and operates is. This is because 
there is no board executive, in fact there 

By Adam Ross, Beer Evangelist

are no set board members! Instead, all 
governance topics are made via poll with 
any Copernicus Non-Fungible Tokens 
(NFT) holders being allowed to vote. 
The premise is simple one vote equal to 
the number of governance NFTs owned. 
In total, 24 Copernicus Beer NFT were 
minted and offered for sale at the cost of 
.25 Ether. 

Bottled Copernicus IPA and QR codes of the 24 Coper-

nicus Beer NFTs

One governance token was donated to the 
Is It Copernicus art project. This concept 
art piece further blends the lines between 
the concrete and abstract. Like Nicolaus 
Copernicus himself, the Renaissance 
mathematician and astronomer, the 
Is it Copernicus art project challenges 
current paradigms. To technically realize 

this idea, a sealed glass artwork was 
created with a treasury wallet address 
which accumulates value. The private 
key to the treasury is sealed within the 
glass orb accessed by destroying the art 
itself. This paradox between value and 
utility poses intriguing philosophical 
questions like: Can there be fractional 
ownership of an idea? Can we put faith in 
others whom we have never met if there 
are shared ideals? Can Web3 technology 
that is still in infancy be used to settle 
such matters?

Mov ing away f rom phi losophic a l 
musings and back to the more tangible, 
and decidedly tastier, is the actual 
output of the Copernicus Beer. Based 
on the collaboration of the NFT holders, 
the DAO began contract brewing in the 
second quarter of 2022. The first beer 
brewed is an India Pale Ale with an ABV 
of 5.5% which is light in color, with slight 
bitterness and floral nose. 

Is it Copernicus art object photographed in Amsterdam.

If you would like to quench your thirst 
for decentralized beer, Copernicus Beer 
is available online for order and pickup 
in Amsterdam and can in some case also 
be shipped internationally. Copernicus 
Beer NFTs are available on OpenSea. 

DECENTRALIZED IDENTITY IN THE METAVERSE? HOLD MY BEER.

Atos FIDO Offering
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