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The use of effective Citizen Digital IDs is the foundation of a well-
functioning digital society. They create a frictionless and inclusive 
way for citizens to access public and private services. And they 
offer a more effective and efficient means to help governments 
keep citizens and nation states safe and secure. Yet for a host of 
reasons, it has proved too complicated for many governments to 
implement or adopt a uniform digital identification strategy.

With learning from around the world, this paper explores why 
countries need an interoperable, scalable citizen-centric system 
of identification that makes living in a digital world easier and safer. 
It shows how developing a modular, open and secure Citizen 
Digital ID platform and ecosystem now makes this possible. 

Atos is committed to working with our customers, their 
stakeholders and partners to help accelerate the shift to a trusted 
digital society and secure a better, more sustainable future for all.

At a critical time for UK government departments and citizens, this paper explores how 
taking the right approach to Citizen Digital IDs will contribute to maintaining national 
security while building trust in digital services. 

Today’s digital 
landscapes

Large numbers of people who need to transact with 
government departments still do so with paper-based identity 
information.

In the UK, fraud prevention service Cifas revealed the highest-
ever number of cases recorded to the National Fraud Database 
(NFD) in 2020-21. Statistics show that identity fraud volumes have 
reached over 226,000 cases and account for 63% of all NFD 
cases – up 22%, with more spikes forecast.1

For government employee identity management, there is a need 
to industrialise identity data and segment access by different 
user communities, taking a balanced approach that considers 
user experience and is appropriate according to the necessary 
security clearances and permissions.

The UK Government’s 2025 UK Border Strategy2 is to transform 
UK borders, using digital innovation to increase security, improve 
customer experience and enable frictionless legitimate flow 
of people and goods. Building on this, the Home Office has set 
out its plans for piloting a secure contactless digital border that 
leverages technologies to enable some passengers to enter 
the UK and undergo automated border screening without going 
through an eGate or speaking to a Border Force officer. These 
passengers would instead undergo pre-screening and be 
identified at the border using the latest ‘biometric contactless 

Despite the mass shift of public services 
online, accelerated during the pandemic, 
citizens and organisations lack trusted 
forms of securing digital transactions.

corridor’ technology – ensuring the security of the border and 
the UK public.3

A plethora of identity verification/authentication solutions across 
both the public and private sectors would be better served 
by the adoption of a universal citizen-centric identity platform. 
This would enable standardisation, greater accuracy of identity 
information and better value for money. In short, across the 
UK Government, there is huge potential in linking citizen ID 
biometrics to citizen biographical information and standardising 
citizen ID verification data.

1 Fraudscape 2022 - Cifas
2 2025 UK Border Strategy
3 New Plan for Immigration: legal migration and border control strategy

https://www.fraudscape.co.uk/
https://www.gov.uk/government/publications/2025-uk-border-strategy
https://www.gov.uk/government/publications/new-plan-for-immigration-legal-migration-and-border-control-strategy
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Citizen Digital IDs must be as intuitive and user-friendly 
as social media and democratised across gender, ethnic, 
education, and age groups. They should be easy and cost-
effective for different service providers to connect to a digital 
identity scheme, with little or no impact on their operations.

However, as governments around the world have 
discovered, there are challenges to overcome.

Building trust in the system is the first, and maybe toughest, 
obstacle. In the digital world, collectively, we need to learn 
to trust online transactions. Governments and public service 
providers must ensure that citizens and consumers are 
safe. Identity providers and service providers, from banks to 
mobile operators and retailers, need to have confidence in 
systems that combat fraud. 

In June 2022, the Department for Digital, Culture, Media 
& Sport published the ‘UK digital identity and attributes 
trust framework - beta version’.4 This advances a national 
approach to citizen-centric digital identity solutions, enabling 
people to prove who they are, together with the definition 
and use of attributes about themselves, in a manner that is 
easy and secure. The UK Government has said that these 
solutions will unlock improved user experience, tighten 
security and boost economic growth.

Why every government needs to build 
trust in Citizen Digital IDs

The critical importance to all departments 
and agencies of a joined-up national 
Citizen Digital ID ecosystem

Most Citizen Digital IDs and verification systems are still in 
their infancy; they tend to be technologically immature, 
disparate or developed in silos. Often, they simply digitalise 
versions of document-based systems or adopt use cases 
from the world of smart cards instead of creating a new 
digitalised experience.

Globally, there are many different approaches to 
standardising the creation of digital identities; systems may 
be at the financial services level, international, or between 
states and regions within a country. They are often created 
with a specific use case in mind, such as driving licences, 
pensions, banking or benefits systems.

Many wider initiatives fail because they remain siloed from 
the initial use case or because wider requirements are not 
factored in. For example, a system created for a digital 
driving licence may not be interoperable with other public 
systems, such as health or tax. Often there is no ecosystem 
approach that can easily bring in partners from across public 
and private services. For example, a Citizen Digital ID used 
for a driving licence may not be recognised for an online 
bank loan application, and vice versa.

Without a unified set of standards, adoption of effective 
digital identification systems is unlikely to become 
widespread. What’s more, the pressure on governments 
to implement systems at pace – or to react swiftly to a 
particular change or challenge – actively thwarts later 
attempts to open systems up to partners and add advanced 
use cases such as cloud authentication, e-signatures or 
electronic payments. This in turn leads to costly siloed 
solutions with little value outside the individual use case, low 
uptakes and subsequent disillusion amongst individuals and 
organisations alike. On the flip side, this is exactly where 
departments such as the Home Office, Defra and HMRC 
can pave the way, and lead by example.

4 UK digital identity and attributes trust framework - beta version – UK.GOV

https://www.gov.uk/government/publications/uk-digital-identity-and-attributes-trust-framework-beta-version/uk-digital-identity-and-attributes-trust-framework-beta-version
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Vision for Citizen Digital ID

The six principles published by the UK Government Digital Service for digital identity are 
privacy, transparency, inclusivity, interoperability, proportionality and good governance.

The use of a single secure Citizen Digital ID that traverses public 
and private sectors can enable simple, seamless and frictionless 
access to services.

Imagine having just one Citizen Digital ID that you can use as a 
mobile key to access your home and office, provide your digital 
signature, pay or even vote online, receive pensions and benefits, 
access healthcare, maintain your personal data, and prove your 
identity to police, customs or your bank.

Trust, confidence and security are all paramount. A trusted 
Citizen Digital ID must meet robust security requirements and be 
integrated with different organisations’ applications and services. It 
must offer different methods of authentication, applicable to each 
use case. These can use biometrics, such as face, eye, vein or 
fingerprint recognition, or a digital certificate issued from a Public 
Key Infrastructure (PKI) – a technology that can use transaction or 
document authentication and a signature.

Citizen Digital ID – the foundation of the UK’s digital society

Trusted digital identity: a critical enabler for everyday life

Prove identity
(police, customs, bank…)

Maintain personal data
(electronic health record,
official data…)

Communicate securely
(messaging, mail…)

Access services
(education, health…)

Mobile key
(mobility, offices…)

Digitally sign
(contract, taxes…)

Transact online
(pay, vote…)

Receive entitlements
(pensions, benefits…)
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The following two digital journeys show how Citizen Digital IDs, as part of a truly joined-up 
national UK identity ecosystem, can transform user experiences, both for the individual and 
for the organisations serving citizens via digital services.
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Building a Citizen Digital ID ecosystem
Citizen Digital ID is the cornerstone of trusted digital services from the UK Government. These 
services will change and evolve, so Citizen Digital IDs should be built on a scalable, trusted, 
sovereign cloud platform that can be leveraged for future use cases, where departments can 
adapt and flex in line with regulatory, operational or citizen requirement changes.

A Citizen Digital ID system that is scalable yet designed to be 
secure with biometrics, PKI authentication or blockchain can be 
tailored for multiple public or private use cases.

By establishing an open technical ecosystem, the UK Government 
can promote public service efficiency, build agile communities, 
and ensure sustainable growth, safety and data sovereignty. This 
can all be supported with cloud and application services, and 
delivered through a bridge to meet a wider range of customer 
requirements via private or public cloud, sovereign cloud, or IoT/
Edge 5G.

A Citizen Digital ID ecosystem should be multi-layered. The 
central ID system is the mechanism by which Digital Citizen IDs are 
checked via a gateway, linking use cases with the central checks 
system. The central ID scheme and ecosystem should comply 
with the same rules and laws to define the Citizen Digital ID. These 
rules include who is mandated to store it, where and in what 
format, who is allowed to check the ID with or without consent, 
and in what form that consent is given.

Cloud security will be crucial to establishing trust. This could 
be in the form of data geofencing and state-class encryption 
and authentication. Whilst the security of the core platform(s) is 
critical, this extends out to the end-to-end security of the service, 
including the user devices and the network. If any elements of this 
are compromised, then the service may come into disrepute.

Citizen Digital IDs, and the data they hold, are a sovereign matter. 
It is entirely sensible that UK citizen data should be produced 
and stored in the UK, even if some use cases may involve data 
processing in other countries. Data governance and compliance 
must be maintained, in accordance with GDPR and Digital Travel 
Credentials for data that is federated or shared on a global basis.

While the Government is responsible for the system, it should 
also be externally audited by industry-recognised entities. Identity 
providers are part of the ecosystem that underpins delivery of the 
service; these include credit agencies and financial institutions. 
All new providers should undergo a formal certification process 
to ensure the necessary security, operational and management 
capabilities. This will help assure citizens that the service they use 
is trustworthy.

Citizen Digital ID - the cornerstone of trusted digital services from UK Government

Trusted digital identity: a critical enabler for everyday life

Provide 24x7
services to

Citizens 
Enterprises

Civil Servants

Research, Innovation,
Education

Smart Territories
& Cities

Employment
Services & Agencies

Economy
& Finances

Police,
Armed Forces,
Security Services

Justice

Agriculture,
Health

DEVELOP the economy
•Connected regions
•Smart mobility
•Remote education

SERVE citizens
•Connected departments,
  agencies and public bodies
•Digitised shared services
•Mobile solutions for civil servants

BUILD a sustainable future
•Urban ecology 
•Decarbonisation
•Circular economy
•Quality of life

PROTECT society
•National security
•MoD Digital Backbone
•UK cyber security
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Opening the Citizen Digital ID ecosystem up 
for innovation and monetisation

A digital-native, sovereign and citizen-centric Citizen Digital 
ID strategy can extend across almost any national use case. 
Designing an open ecosystem will encourage other partners 
to join whereas before they may not have had the funds to 
invest in their own scheme. It can also extend Citizen Digital IDs 
across borders.

Governments are increasingly seeing the opportunity to 
monetise their Citizen Digital ID ecosystems, for example, 
charging private sector organisations such as banks, telcos and 
bars when they use the Citizen Digital ID system. This serves 
to improve end user experience, reduce operational costs, and 
act as a new source of income.

Digital-native, multi biometrics-based Citizen Digital IDs can 
help develop future economies through connected territories 
and cities, smart mobility, and remote education. A uniform, 
future-proofed and modular Citizen Digital ID system can 
support the circular economy, improve living standards, and 
build a more sustainable future.

Pamela Cook, CEO of Infoshare, stresses the importance of accuracy for any Citizen Digital ID.

“Citizen trust is critical for the success of any Digital ID initiative. However, that trust can be eroded if interactions and 
services are negatively affected because the Digital ID relies on inaccurate information. The Covid-19 pandemic has 
accelerated the rate of customer data decay, which is now roughly 37.5% per year.5 This is ongoing problem for both 
private and public sector organisations; however, if this data is feeding a Digital ID that will inform decision-making and 
power automated services, it becomes a front and centre issue.

Any Digital ID will need to keep the citizen data as accurate and up to date as possible. This will help citizen support, 
interventions and services to run smoothly and successfully, proving benefit to citizens and encouraging trust in the 
initiative. This is incredibly important when it comes to providing appropriate and timely support to vulnerable citizens. 
In these cases, errors or delays in service may have a serious consequence as opposed to an annoying inconvenience. 

Addressing the issue of data decay and the importance of accuracy should therefore be built into the Digital ID from 
the very beginning.” 

A perspective from Infoshare, an Atos SME Horizons partner

5 Beware the rate of data decay, ITProPortal, April 2021

https://atos.net/en/portfolio/build-the-trusted-citizen-id-foundations-for-e-government-and-private-services
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Citizen Digital ID and Atos

We believe Citizen Digital ID ecosystems are the only way 
forward. Using modular building blocks and open architecture, 
early investments do not go to waste when needs change.

Atos Citizen Digital ID is the first fully digitally-native, modular 
identity platform. Our integrated approach covers each 
element of a Citizen Digital ID ecosystem. We combine end-
to-end digital and systems integration expertise with our 
global ecosystem of partners and our experience as a digital 
ecosystem orchestrator.6

A global leader in cyber security, Atos develops and 
manufactures sovereign and secure digital solutions for open 
systems. These include our comprehensive trusted Digital ID 
suite, including IDnomic, our leading Public Key Infrastructure 
(PKI) solution, and Atos Biometrics enrolment solutions. Our 
modular approach means that state-of-the-art security can be 
included from the start and updated as cyber fraud becomes 
more complex.

Atos brings experience of best-in-class Citizen Digital ID 
systems around the world:

- In Morocco, we implemented a unified Citizen Digital ID 
platform for its 36 million citizens, and we created a unique 
Digital ID with a multi-biometric database for the Federation 
of National IDs

- In the Czech Republic, we provided the system for enrolment 
and central data management of National eID documents (ID 
Card) and biometric data travel documents (ePassport)

- In France, we are co-delivering the national Digital ID system, 
including live face recognition via ID-card reading 
and verification.

- In Denmark, we created an enrolment client and gateway 
for second generation ePassports; this contains biometric 
identification elements for compliance with EU regulations

- For the Olympic Games, we built from scratch an 
accreditation and access control system with facial recognition 
for optimal security; this includes a physical badge with security 
features and controlled online verification

Exploring a wide range of use cases

Once an open modular Citizen Digital ID system is live, it can be flexed to meet each use case, with authorised parties having 
restricted access to only the information they need.

Some uses are as straightforward as checking the age of 
someone buying an alcoholic drink. The main information 
needed by a bar, retailer or website is whether the person 
is over the legal age. Ex-biker John is the example again. 
He is in a bar and wants to order a cocktail. He presents a 
QR code. The bartender simply asks the system whether 
John is over 18. This is the only information about John 
that the premises will ever have access to and is therefore 
proportionate in providing identity verification data.

Simple example: Ordering a drink

Some use cases are more complicated. This time Jane is 
buying a new home. She applies for a mortgage and while 
creating the online mortgage account, she authenticates 
herself online via her Citizen Digital ID. The bank automatically 
creates her account and checks Jane’s financial background 
and eligibility for the mortgage. She receives pre-approval 
within minutes.

Jane finds an interesting offer and engages with her lawyer 
and other relevant parties online. She signs all the documents 
with her Citizen Digital ID, pays her taxes, and receives the 
property title online too. For this scenario to prove as seamless 
as it looks, the bank, law firm and land registry will need to be 
members of a single trusted Citizen Digital ID scheme so that 
they have access to the information they need to progress 
Jane’s purchase.

Complex example: Purchasing a property

That’s Transformation for Good.

6 Build the trusted Citizen ID foundations for e-Government and private services

https://atos.net/en/portfolio/build-the-trusted-citizen-id-foundations-for-e-government-and-private-services
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