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Qualys HealthCare Case-studies



American Specialty Health
BUSINESS:  ASH provides complementary health benefits, 

fitness, and health improvement programs for 13 mil members 

across USA.

PROBLEM TO SOLVE:  Cost-effectively achieve ongoing IT 

security and regulatory compliance risk mitigation for its own 

network and new company acquisitions.

OPERATIONAL CHALLENGE:  ASH doesn’t have a staff 

dedicated to IT security; as a result, its IT director and system 

administration team need the most automated way to keep its 

systems secure and compliant.

WHY THEY CHOSE QUALYS: Qualys provides ability to 

centrally manage the cyber-security risks associated with all of 

ICT assets, and quickly identify and remedy those that are out of 

policy, misconfigured, or otherwise vulnerable.

QUALYS PRODUCTS: VMDR+PM+PCI-DSS, scope +1000 ICT
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Catholic Health System
BUSINESS: Health care services provider in New York

PROBLEM TO SOLVE: Identify, secure and maintain more than 

6,000 ICT assets to meet internal and regulatory policy compliance.

OPERATIONAL CHALLENGE: It’s challenging to keep the 

infrastructure secured at 20+ locations. In past, the IT team wasn’t 

always certain what devices and systems were in use, both from a 

personal computing perspective and because many clinical devices 

are attached to its network. “In addition to desktops and laptops, 

there’s also the concern of the security posture of all of the 

smartphones, tablets, and other devices entering our locations and 

seeking network access. 

WHY THEY CHOSE QUALYS: no software or hardware to install 

and maintain. Because Qualys is centrally managed, all of its 

vulnerability data and system updates are made in real time and 

summarized & prioritized on 1 dashboard for fast actions.

QUALYS PRODUCTS: AV+VMDR+POL, scope +6000 ICT
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The University of Chicago Medical Centers
BUSINESS:  The University of Chicago Medical Centers (UCMC) is 

a nonprofit corporation providing medical care to residents of the 

Chicago metropolitan area and beyond. 9.500+ employees.

PROBLEM TO SOLVE: Consolidate multiple vulnerability 

management solutions, across multiple locations, and to provide 

security and IT operation teams, as well as business managers, with 

centralized ICT risk and regulatory compliance reports.

OPERATIONAL CHALLENGE: UCMC's IT infrastructure supporting 

4 separated IT teams consists of a +5000 thousand servers and 

about 11,000 individual networked devices

WHY THEY CHOSE QUALYS: The Qualys Platform automates and 

unites vulnerability management and policy compliance across 

multiple locations in organization. Achieved continuous vulnerability 

management with high accuracy rate. Streamlined workflow with 

integrated remediation ticketing system improving overall security 

and HIPAA compliance.

QUALYS PRODUCTS: AV+VMDR+POL, scope +16.000 ICT
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Children’s Mercy Hospitals
BUSINESS: Leading pediatric centers in the USA, children travel 

from 46 states and 17 countries to Children's Mercy Kansas City. 

The organization’s 8,200 employees include 786 pediatric 

specialists, who consult on +19,200 surgical cases each year.

PROBLEM TO SOLVE:  The company needed to achieve clearer 

visibility of cyber-security exposure of +40.000 ICT assets and more 

actionable prioritization of remediation steps. 

OPERATIONAL CHALLENGE: Heterogeneous infrastructure with 

mix od Windows, Linux and MacOS as well as various active 

network devices. Periodic monthly network scans could not coop 

with scope and dynamics of attack surface and threat landscape. 

WHY THEY CHOSE QUALYS: Offers real-time vulnerability data on 

thousands of endpoints using Qualys Cloud Agents. Enables 

effective prioritization for remediation work, cutting the total number 

of vulnerabilities by 85% within 18 months. Provides easy-to-digest 

reports, helping to boost engagement in security activities

QUALYS PRODUCTS: AV+VMDR+CAP+WAS, scope +40.000 ICT
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UK&EU  Healtcare / Hospitals references

The Hillingdon Hospitals NHS, UK, customer since 2021, 15.000 ICT assets

Guy's and St Thomas' NHS Trust, UK, customer since 2020, 2.000 ICT assets

Ninewells Hospital & Medical School, UK, customer since 2020, 2.000 ICT assets

Klinikum Stuttgart, DE, customer since 2019, 2.000 ICT assets

ASISA Madrid, Spain, customer since 2021, 2.000 ICT assets

KETTERING General Hospital NHS, customer since 2016, 1.000 ICT assets

Jessa Hospital, Hasselt, Belgium, customer since 2016, 1.000 ICT assets

Hôpital de Brive, France, customer since 2021, 200 ICT assets

Universitätsklinikum Erlangen, DE, customer since 2019, 100 ICT assets
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