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Nenechte se svazovat technologiemi,
technologie musi slouzit vam



Standardni pojeti bezpecnosti

» Perimeter

» DUvéra v interni siti

» Externi uzivatel x interni

» Technologie

— Neumoznuji videt

— Neumoznuji granularné nastavit pravidla
— Lidsky faktor

— Nechrani pred novymi typy hrozeb
— Atd...
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Prekvapiva uspésnost necilenych utoku

» Necilene automatizované utoky
— EMOTET-TRICKBOT-RYUK Znate??
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Kdo muze za udalost
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Zero Trust pojeti bezpecnosti

» Neexistuje zadna referencni =
architektura

» Pristup zevnitr ven
» Mikroperimetry
» Jedna se o metodiku

» Doporuceni
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» Neni to pouze o technologiich | Surface
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Hierarchie potreb v kyberbezpecnosti

Can you collaborate with trusted partners to disrupt adversary campaigns?

» Maslovova pyramida potreb pro
cybersecurity

Can you deploy proven countermeasures to evict and recover?

During an intrusion, can you observe adversary activity in real time?

» Paretovo pravidlo 8o/20

HUNT Can you detect an adversary that is already embedded?
4 e =N

) /;' BE! NMOR: f Can you detect adversary activity within your environment?

_Who are your adversaries? What are their capabilities?

Can you accurately classify detection results?

' ), Can you detect unauthorized activity?
Do you have visibility across your assets?

Can you name the assets you are defending?
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Jak se branit

» Vyhodnoceni bezpecnosti — INVENTORY, TELEMETRY, DETECTION
» Sledovat aktualni trendy a nejit slepé za efektivnim vyuzivanim IT!!!
» Minimalizovat plochu pro Utok

» Mérit a zlepsovat
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Koncepce bezpecnosti

Resources Gap >
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Nedostatek personalu

» Outsourcing Too Busy for
?
» Spravny vybér dodavatele Improvemg!e‘sstmﬁ;

» Spravny vyber technologie L/

» Machine learning

» Umela inteligence

» Automatizace
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Technologie

» One size fit to all?

— Rozhodné neplati

» Cena technologie vcetné ROI, TCO
» Spravny vybeér technologie

» Pozor na zachovani propojitelnosti

» Pozor na spolupraci
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fyzické

kyber hezpecnostni identifikace [ nastaveni Tipemeriacs hodnoceni
'!"—> —> —> vz > | ochranych —> P
lidské cile prvki vizika priorit prograr:fi efektivity
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kortinualni zlepSovani bezpecnosti
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CoTech Data nabizi

» PomuUzeme vam s auditem *  Nezavisly navrh ZD pro VR, Dotaéni
bezpecnosti program, agentury
— Viditelnost, Dokumentace, Nalez e Testovani
— Penetracni testy * PoC
* Skoleni

» Navrh koncepce bezpecnosti | o,
* Financovani

e Uzka spoluprace s Atos

* Nejsme pouze dodavatel jedné
— Analyza rizika technologie, spolupracujeme se
— Identifikace prvkd stovkami dodavatelU

— Definice aktiv

— Klicove systemy
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Dotazy?

Petr Zahalka
Security Team Leadg@r
Tech Data AS Czecls:ro:



