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Today’s businesses innovation continues to undergo deep digital 
transformation. Consequently, corporate networks, infrastructures, 
applications and data are moving quickly beyond traditional  
on-premise profiles (e.g. to the cloud, Edge, mobile devices, value-chain 
partners, etc.). 

Through this transformation, the workforce ramps toward previously unachieved flexibility, agility, and business cooperation with third 
party partners. 

The enterprise needs to additionally offer a flexible and agile work environment to their workforce, enabling employees to work from 
anywhere they want, at any time maintaining control over its security. This opportunity provides numerous benefits including productivity, 
“bring-your-own-device” (BYOD), tools and solutions for customization/individualization, and the opportunity for greater work/life balance.

The profile of business processes, supported 
by Information Technology (IT) and 
Operational Technology (OT), has already 
(and necessarily) extended beyond internal 
footprints; in fact integration not only goes to 
third party systems, but extends into the use 
of connected objects through any available 
network (e.g., the Internet of Things, or IoT), 
blurring the IT/OT frontier.

The effort to establish boundaries separating 
internal and external business technology 
elements1  has complexified over time and 
is extremely difficult to achieve without 
excessive effort and cost.

The traditional “fortress” approach is 
therefore ineffective considering the 
above circumstances and these business 
realities portend that enterprises should 
even consider accepting the “breach” 
by embracing the omnipresence of IT’s 
processes and data flow. 

1 For ease of read, we will use the term Business Technology 
Elements for all elements (IT/OT/IoT) of the digital business: 
networks, infrastructures, applications, data, users, devices, IoT 
and OT systems.

Enterprises should no longer assume2  that 
everything inside the internal private network 
perimeter is trusted by default and that  
no internal business technology element is 
sitting outside of it. Enterprises relying on this 
assumption are at risk! 

Several technologies and security 
frameworks have been developed to address 
those challenges over time, but only a 
complete change of paradigm would provide 
an efficient and long-term solution.

Indeed, the fortress approach is heavily 
relying on network perimeter security 
controls and whitelisted subnetworks as 
proof of trust and such an approach brings 
some key challenges: 
 
 
 
 
 

2 Editor’s note: Arguably, default internal trust was always 
a poor assumption, and had already been identified as a 
weakness by many prominent access control frameworks 
and studies.

It impedes a distributed profile for data, 
using public cloud, mobile or edge 
technologies;
 
It doesn’t provide visibility into or prevent 
insider threat;
 
Maintaining data sharing access with 
partners and third parties is costly, time 
consuming and prone to errors;
 
It enables an attacker to use a 
compromised business technology 
element to reach the whole information 
system;
 
It doesn’t allow for dynamic and fine-
grained change of provided access;
 
Isolating an attack is complex.

 

04

The traditional “fortress” approach 
is ineffective



A new set of principles must therefore be 
defined when designing our information 
systems and, consequently, their security 
controls, in order to maximize the enterprise 
overall security posture and reduce risks. 

As the National Institute of Standards 
and Technology (NIST) defines it in their 
Special Publication 800-2073  “Zero trust 
(ZT) provides a collection of concepts and 
ideas designed to minimize uncertainty in 
enforcing accurate, least privilege per-request 
access decisions in information systems and 
services in the face of a network viewed as 
compromised” and ”Zero trust architecture 
(ZTA) is an enterprise’s cybersecurity 
plan that utilizes zero trust concepts and 
encompasses component relationships, 
workflow planning, and access policies. 
Therefore, a zero trust enterprise is the 
network infrastructure (physical and virtual) 

and operational policies that are in place for 
an enterprise as a product of a zero trust 
architecture plan”.

Zero trust network access (ZTNA), which is 
the application of zero trust concept and 
ideas to the network access to applications 
and their data, accepts that users, 
applications, and data will not reside on a 
common trusted network. The approach 
consists in an efficient evaluation of the 
overall situation and context of the user,  
his device, the requested resource and  
the overall enterprise security risk posture. 
The consequence of this validation will 
trigger enforcement of a policy to either 
challenge the user further and/or restrict  
the possibilities.

In short, zero trust can be summarized as: 
“Never Trust, Always Verify”.
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Figure 1 : The traditional “fortress” approach
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Zero trust is a philosophy, not a product!

3 https://csrc.nist.gov/publications/detail/sp/800-207/final
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Those principles are not new concepts. The need for well-designed 
and implemented access enforcement and monitoring guidelines have 
been well documented through authoritative standards4 , even if these 
guidelines were not called “zero trust”.  

Furthermore, zero trust was originally 
coined as a set of ideas and principle 
more than a decade ago5 , but, until the 
last few years, ZTA was often still felt to be 
“too radical” to be practical, or “too big a 
change” to plan an organization’s security 
approach around; so what has changed? 

Atos sees the answer to this in the 
convergence of three primary drivers:

 

In the ever-greater adoption of cloud or 
SaaS services and the consequent shift 
of an increasing amount of organizations’ 
sensitive data “outside of the perimeter”. This 
long-term trend towards more data stored 
and accessed “outside of the perimeter”, in 
combination with the increase in remote 
working and BYOD over the last year has 
dramatically changed the threat landscape. 

 

 
In the evolution of the technology solutions 
that enable the development and delivery 
of zero trust as a security approach without 
significantly disrupting business processes. 
Whether you are an organization that relies 
on Microsoft, AWS or GCP, and whatever 
your on premise network and data centers 
are controlled through, there are now 
well established patterns of solutions that 
can work together to provide ZTA across 
your enterprise. The solutions have been 
developed to the point where the design & 
administration of controls such as Conditional 
Access or Device Management Policies 
are possible to manage without heavy 
customization or reliance on expensive 
developers. Particularly, solutions like Secure 
Access Service Edge (SASE) are maturing and 
offer several interesting features to customers 
(we go more on details in the “FUTURE 
PERSPECTIVES” chapter).

 
The virtuous spiral and group effect of wider 
adoption of ZTA as a Security approach. 
As it becomes “the norm” it will be simpler 
to assess security controls against a ZTA 
Maturity Model, for example NIST or National 
Cybersecurity Center (NCSC) guidance 

frameworks. This in turn will reduce the 
overhead and cost of adoption of ZTA as it 
becomes the de facto practice in Information 
Security. 
 
Instead of asking “why zero trust, why now”, 
Atos’ believes that within the next two years, 
CISOs and CIOs  will be asked by boards, 
customers, and auditors: “why not zero trust” 
and “why isn’t there a clear roadmap to ZTA, 
as compared to our peers”?

While multiplying opportunities, 
cloud computing has also 
deeply modified the security 
risk posture. Its adoption has 
led to a new breed of security 
vulnerabilities and amplified the 
existing ones. 

The changing threat landscape, the adoption 
of agile and cloud-based solutions, the 
nomadism of users and data as well as the 
increasing cost associated with a data breach, 
have slowly but surely become convincing 
arguments for adoption of ZTA.

Mostly, the recent discussions over zero trust 
have been focusing on zero trust network 
access rather than on other use cases 
which could also bring benefits to customer 
enterprises. 

Indeed, one of the key findings of the Gartner 
in their June 2020 Market Guide for zero 
trust network access6, is that “ZTNA provides 
adaptive, identity-aware, precision access. 
Removing network location as a position of 
advantage eliminates excessive implicit trust, 
replacing it with explicit identity-based trust.”

The zero trust adoption 
report 20197, conducted by 
Cybersecurity Insiders, reveals 
that 15% of companies have 
already adopted ZTNA and more 
than half (59%) plan to do so in 
the next 12 months.  

The process of adopting ZTNA has strongly 
accelerated over 2019 and 2020 and is most 
likely to continue over the next couple of 
years. In the same report,  Gartner adds that 
the explosion of remote working, due mostly 
to the Covid-19 “has accelerated the adoption 
of ZTNA to address limitations of traditional 
VPN access”.
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4 Examples are United States Department of Defense, FISMA, 
and NIST Risk Management Framework (RMF)  
5 Kindervag, John. “Build Security Into Your Network’s DNA: 
The Zero Trust Network Architecture”. Forrester, November 5, 
2010. http://www.virtualstarmedia.com/downloads/Forrester_
zero_trust_DNA.pdf. Accessed August 29, 2020 
6 https://www.gartner.com/en/documents/3986053 
7 https://www.cybersecurity-insiders.com/portfolio/2019-zero-
trust-adoption-report/
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Zero trust is a cybersecurity paradigm focused on resource protection  
(e.g. services and data) and the premise that trust is never granted 
implicitly but must be continually evaluated. 

Contrary to some technology vendor claims, 
zero trust is not a technology product and 
cannot be achieved solely by implementing 
one or more products. It is a fundamental 
change in philosophy and approach that will 
drive which technologies are implemented, 
how they are implemented, and the 
overarching policies. 

The fundamental goal of zero trust is to 
prevent and detect unauthorized access 
to resources. This is achieved through the 
implementation of the Principle of Least 
Privilege at all layers, including the network, 
to restrict access to resources and to 
restrict the potential for lateral movement. 
According to Gartner, “ZTNA starts with a 
default deny posture of zero trust. It grants 
access based on the identity of the humans 
and their devices, plus other attributes and 
context (such as time/date, geolocation and 
device posture), and adaptively offers the 
appropriate trust required at the time.” 

The basic tenets to adopt when applying a 
zero-trust approach are: 

All data sources and computing services 
are considered resources. 
 
All communication is secured regardless  
of network location.  
 
No resource, network, or device is implicitly 
trusted.
 
Access to individual enterprise resources  
is granted on a per-session basis.
 
Access to resources is determined by 
dynamic policy, including the observable 
state of client identity, application/service, 
and the requesting asset—and should 
include other behavioral and  
environmental attributes.

The enterprise monitors and measures the 
integrity and security posture of all owned 
and associated assets.

All resource authentication and 
authorization are dynamic and strictly 
enforced before access is allowed.

The enterprise collects as much 
information as possible about the 
current state of assets, identities, network 
infrastructure and communications and 
uses it to improve its security posture.

Access is continuously re-evaluated against 
these dynamic policies based on the real-
time risk associated with the access.

Most regulations today do not mandate the implementation of zero trust. In fact, many of 
these regulations need to evolve to encourage organizations into further adoption of zero 
trust approach and stop treating the internal network as trusted. An example of this is NYDFS 
Cybersecurity Regulation (23 NYCRR 500), which only requires multi-factor authentication 
when access originates outside of the corporate network and requires access to a resource 
inside the network. 

Regulations will evolve, but that will take time if it happens at all. Compliance with regulatory 
requirements does not equate to appropriate and adequate security for specific risk posture 
for your individual organization. Adopting a zero trust approach is essential to mitigating risks 
in the constantly evolving threat landscape that exists today.
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Atos is a global cybersecurity leader and has privileged position to help its 
customers in their adoption of zero trust.

• Atos is a global leader in digital 
transformation with 110,000 employees in 
73 countries worldwide

• European number one in Cloud, 
Cybersecurity and High-Performance 
Computing, the Group provides end-
to-end Orchestrated Hybrid Cloud, Big 
Data, Business Applications and Digital 
Workplace solutions. The group is a global 
leader in Cloud, Digital Workplace and 
number 3 in Cybersecurity worldwide.

• Atos holds 30+ years delivering 
Cybersecurity products and services, 
through more than 6,000 cybersecurity 
experts globally.

• Atos investment in Cybersecurity through 
acquisitions (e.g., IDnomic, Paladion, digital.
security) 

• Atos participates in industry organizations 
(e.g., Identity Defined Security Alliance, 
Charter of Trust co-founder), and works on 
groups developing standards.

 
Atos strongly invest in innovation at scale 
with circa €1 billion R&D spend over 4 years - 
4,500 innovation patents. 

Atos has recognized 
cybersecurity expertise: Atos Leadership in zero trust 

Atos introduced the zero trust approach in 
its Journey Thought Leadership publication 
researched and developed by that Atos 
Scientific Community8 years ago and 
significantly leveraged it in patents like Data 
Ridden Security9, which has been further 
developed within Atos R&D labs. 

Proven outcomes can be found in Atos 
existing services and products portfolio,  
such as:

• Atos zero trust network access service 

• Atos Managed Detection and Response 
(MDR) which uses the zero trust collection 
of concepts and ideas 

• Zero Trust threat detection  
and response powered by Atos AIsaac 
Artifical Intelligence

• Atos commercial products featuring zero 
trust Intellectual Property:

Identity and Access Management(IAM) 
software suite. 

Public Key Infrastructure, Certificates 
Management and electronic signature suite, .

Hardware Cryptography 

Digital partner in the evolution 
of trust  

Given its leadership in cybersecurity and 
pioneering efforts, Atos by its thought 
leadership encourages zero trust approach 
adoption and is extensively qualified, and 
experienced to help its customers adopt 
such an approach. Atos recognizes this 
framework as a foundation  
for enabling technology users - customers, 
employees, collaborators, and members of 
societies at large - to live, work, and develop 
sustainably and confidently in the new 
information technology space. 

8 https://atos.net/en/insights-and-innovation/thought-
leadership 
9 Atos coined the term Data Ridden Security (DRS) as a new 
paradigm which assumes every component handling data 
(storage, networks, APIs,…) has enough strong security controls 
to protect any kind of data they need to manage and it is the 
data itself which is telling the component how to deal with it, 
according to its data classification.

08

Why Atos ?

EvidianEvidian

IDnomicIDnomic

TrustwayTrustway

https://atos.net/en/insights-and-innovation/thought-leadership 
https://atos.net/en/insights-and-innovation/thought-leadership 


Application of zero trust

Zero trust can be implemented by protecting 
the entrance to sensitive information and 
resources by segregating access with the 
principle of least privilege. The context of 
each access request will be validated against 
a set of pre-defined policies and risk appetite 
before explicit access is granted. Many 
potential zero trust usage scenarios could be 
applied within an enterprise to safeguard the 
reputation of a business, including :

• Providing application-specific access 
for IT contractors and remote or mobile 
employees as an alternative to VPN-based 
access.

• Enabling specific cloud based applications 
to interact with the on-premise enterprise 
applications with least privilege access 
granted so that the processing liability is 
managed.

• Cloaking systems on hostile networks, such 
as systems that would otherwise face the 
public internet, used for collaboration.

• Permitting users to have controlled access 
to application and data where they might 
be locating within a hostile region of the 
world. Their identity, end-point device and 
the context of the access request will be 
examined dynamically before minimal 
access is granted.

• Authenticating users on personal devices 
and simplify bring your own device 
(BYOD) programs by reducing full device 
management requirements and enabling 
secured direct application access.

• Creating secured enclaves of IoT devices or 
a virtual-appliance-based connector on the 
IoT network segment for connection.

requests to the protected information and 
assets. When security incident occurs, the 
lateral movement of the attackers can be 
contained by segmentation. When zero 
trust network access is deployed, it enables 
on-premise digital ecosystems to function 
without exposing services directly to the 
Internet, the risk of distributed denial of 
service attacks will be reduced. Isolating 
high-value enterprise applications within 
the network or cloud will help reducing 
insider threats and enforcing separation 
of duties for administrative access. The 
granting of least privilege access is made 
based on the pre-defined level of risk 
appetite and advanced treat intelligence. 
This capability not only provides an 
objective and auditable assessment, but 
also pragmatic and flexible access control 
method to mitigate operational risks.  

• In terms of improving business operation 
efficiency, zero trust network access 

• From a business strategy perspective, 
the zero trust approach increases the 
visibility of how data is being accessed 
by users, workloads, and devices. The 
entire access history can be logged in 
real-time and can be viewed as an audit 
trail. External regulators and auditors will 
be able to examine the audit trail and 
compliance evidence. When a business is 
able to demonstrate their system access 
is actively managed, it will increase the 
level of trust from customers, partners and 
other stakeholders alike when interacting 
or collaborating with the enterprise. The 
improvement of this trusting relationship 
will help an organization to establish and 
enhance their reputation as being a leader 
in its industry. 
From a cybersecurity points of view, zero 
trust approach can reduce the attack 
surface of system breaches by continuous 
monitoring and assessing all the access 

eliminates the distinction between being 
on and off the corporate network. Users 
will be able to work anywhere and anytime 
using their preferred devices to access 
corporate application and information 
relevant to their role and responsibilities. 
As the cloud adoption and home working 
are gaining popularity, the zero trust 
approach will enable the roll out of new 
ways of working. Atos has rich experience 
and proven transformation capabilities 
when implementing technology for 
businesses. Atos would like to become your 
companion and trusted advisor in your 
zero trust journey.
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Challenges

As organizations implement zero trust, they 
realize the benefits of systematic verification 
and simplified IT security. However, despite 
the benefits, organizations also experience 
new complications and new challenges. Zero 
trust approach require that IT professionals 
(not only the Cybersecurity teams) reframe 
IT architecture, including components 
integration, interaction, and, even how 
foundational network components are built.

 

Organizations must consider how 
implementation time and level of effort 
impact the zero trust journey and the 
organization’s operations. For example, 
a significant concern is ensuring business 
continuity, with minimal disruption, during 
the migration. In some cases, building an 
entirely new environment aligned with zero 
trust represent less risk to operations (i.e., 
build from scratch and then migrate the 
infrastructure to this environment, stepwise). 
That said, IT professionals should consider 
tradeoffs, especially those related to cost and 
time. Given the risk management challenge 
for the zero trust migration, professionals 
must pay particular attention to planning 
deep and deliberate integration between all 
Cybersecurity domains: access management, 
identity governance, user and entity behavior 
analysis, device integrity management, threat 
intelligence, security information and event 
management, etc. Further adding to the 
migration challenge is considering how the 
organization adapts applications to zero trust. 
At the application layer, organizations may 
experience additional complexity involved 
with align users’ needs, entitlements, and 
rights, in the context of the application and 
the associated business cases. It is likely that 
architects will need to consult threat models 
to validate expected behavior and detect 
risky ones, with well-defined responses. 
So, while a smooth transition is desired, 
organizations’ embarking on the zero trust 
journey must be aware of potential migration 
roadblocks. 

Organizations must prepare for zero trust 
through adherence to the fundamentals of 
Identity Governance and Administration 
(IGA). Most organizations need to 
recognize that their IT users are not limited 
to employees but include customers, 
partners and third-party suppliers. Failure 
to understand all users in the organization’s 
IT model amplifies complexities associated 
with management of this users’ base, not 

Figure 2 (Staffhost Europe): the Parkerian Hexad
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to mention the ability to achieve zero trust. 
Practicing IGA during planning, deployment, 
and operation means understanding a wide 
variety of access points, business cases, and 
specific policies for each type of users group. 
However, despite the overall benefits to zero 
trust, IGA can potentially be a demanding 
process; therefore, organizations should use 
modeling, analysis, and deployment tools to 
support the IGA lifecycle. 
 
 

The explosion in the number and 
heterogeneity of devices (mobile, Bring 
Your Own Device (BYOD), Internet of 
Things…) connecting to the network further 
drives the case for robust processes and 
tools. The management of user status and 
integrity of devices will be difficult, if not 
possible to control if not tooled.

Last, but not least, a sound zero trust 
architecture requires the Enterprise to 
better understand its data and dynamically 
focus its Cybersecurity controls according 
to the level of sensitivity of this data, on 
several dimensions, as per the Parkerian 
Hexad10: confidentiality, possession, integrity, 
authenticity, availability and utility.

Implementing a Data Classification Program, 
if not already done, is necessary to achieve 
a mature zero trust approach to data access. 
It is not mandatory to initiate the zero trust 
journey but it enables the organization to 
understand and map its data circulation 
within the other Business Technology 
Elements of the Organization, regardless of 

logical context (e.g., on premises, in the cloud 
or at the edge). It enables better leverage of 
Data Loss Prevention (DLP) solutions, should 
those be deployed by the Organization or 
leveraged from Cloud Service Providers 
(IaaS, PaaS or SaaS) through APIs. It is also 
necessary for correctly aligning cloud 
encryption options: full cloud encryption, 
bring your own key or bring your own 
encryption.
 
10 https://www.staffhosteurope.com/blog/2019/03/
cybersecurity-and-the-parkerian-hexad
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The following were primarily used for reference material.

• NIST SP 800-207 Zero Trust Architecture, August 2020

• Market Guide for Zero Trust Network Access, Gartner, 8 June 2020, ID G00726817

• The Path to Zero Trust Starts with Identity, IDSA 2019

• Forrester & Gartner studies to be listed

• Palo Alto blogposts

• Staffhost Europe note about the Parkerian Hexad

• Cybersecurity Insiders zero trust adoption report

• Google BeyondCorp…
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Dual mode VPN and Software Defined 
Perimeter Solution.

Secure access service edge (SASE), 
converging several technologies together, 
into a single, cloud-delivered service 
model, as described by Neil MacDonald, 
Gartner Research Vice President11:

Must have capabilities:

Software-defined wide area network, 
Secure Web Gateway, 
Cloud Access Security Broker, 
Firewall as a Service (including 
intrusion prevention), 
Zero Trust Network Access.

Recommended capabilities:

Web Application Protection and API 
protection (Web Application Firewall, 
Remote browser isolation, Network 
sandboxing, recursive DNS)

Optional capabilities:

Network privacy as a service,  
Obfuscation as a service,  
Local wifi protection.

Development and use of zero trust-
informed processes

Future perpectives

The search for reaching absolute zero trust is 
a long road. With further technology maturity, 
new possibilities will arise to positively resolve 
the triangle: security, usability, cost.

We foresee several new or future 
technologies that will enhance further “zero 
trust” architectures:

Privacy preserving computing 
technologies are emerging and will 
mature enhancing confidentiality for “data 
in use”, like “Secure enclave”, “Functional 
Encryption”, “Fully Homomorphic 
encryption” or “Secure Multi-Party 
Computing”. The objective is to allow 
a provider to perform operations on 
customer data and provide a result 
without exposing the data itself. This will 
allow organizations to use third party 
providers computing solutions (Cloud, 
5G, Edge, etc.) without having to trust that 
provider, relying on mathematical proofs 
that the information itself is not exposed.

The availability of mature solutions that 
could serve as an interface between 
remote users and internal applications 
with an architecture not designed with 
the zero-trust model. This has been 
accelerated recently, due to COVID-19 
pandemic, and some companies have 
proposed Cloud based solutions to 
address that evolution. Those solutions 
allow customers to implement part of 
the zero trust model, mainly for remote 
access to internal web apps for a specific 
set of users and within few days, provided 
they trust the providers of those solutions 
as the customer internal traffic is handled, 
and processed to some extent, by 
these providers on their own network. 
Those solutions are, nonetheless, an 
easy shortcut for some customers to 
resolve an existing concern without fully 
migrating their architecture to a zero 
trust model. Drawbacks and limitations 
are present, like the abandon of internal 
sovereignty, as we’ll show in a dedicated 
paper on zero trust network access.
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