IoT in Manufacturing:
The Game Changing Potential
From pilot, to production to scale.
Insight into the end-to-end IoT challenges
over 500 manufacturers are facing.

A Forrester Consulting Opportunity Snapshot
Commissioned by Atos, March 2020
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Overview
Overview

IoT In Manufacturing: Opportunity Awaits

Situation
Approach

Manufacturers can no longer rely on their traditional business models
centered on producing high-quality physical products. Lower-cost
competition, increasingly complex multistakeholder ecosystems,
and customer expectations for personalized products and services
render traditional approaches insufficient.1 Internet of things (IoT)
provides significant opportunities for manufacturers to differentiate
products and services, transform processes, and enhance customer
relationships. They are already acting on this opportunity: Forrester
data indicates that 42% of manufacturers globally have implemented
IoT, and a further 27% plan to implement within the next 12 months.2

Opportunity
Conclusion

In November 2019, Atos commissioned Forrester Consulting to
conduct a survey of IT, operations, and line-of-business decision
makers at manufacturing firms to explore the current state of IoT.
We found that firms must rethink their IoT strategy to scale up their
initiatives and achieve business value.
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Key Findings
Manufacturers are investing in several use
cases for industrial IoT and IoT-enabled products.
Priority drivers of investment vary between
IT, operations, product development, and
production leaders.
Most manufacturers have yet to deliver business
value from IoT, and ROI is difficult to achieve
and prove. Various challenges keep firms from
scaling up IoT initiatives and reaping benefits.

The benefits of IoT, including production
efficiencies and new revenue sources, build the
case for manufacturers to mature IoT practices.
Most are engaging with a partner/vendor to
tackle challenges.
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Overview

IT, Operations, And Product Developers
Pursue Different Priorities With IoT

Situation
Situation
Approach

Manufacturers are already acting to harness IoT and surmount the
pressures on their business models. Our study revealed that the
top critical drivers for investment in IoT were the pursuit of cost
reduction, efficiency, and sustainability in production. Along with the
impact on production and operations, companies also recognize the
opportunity to develop new revenue streams by enhancing customer
engagement through IoT-enabled products and services.

Opportunity
Conclusion

Line-of-business and IT leaders have slightly different agendas for
IoT. While IT leaders identify sustainability (58%) as their top critical
priority driver, production/plant operations professionals focus
more on cost reduction and efficiency in production (59%). Product
development/R&D leaders see IoT as a way to sustainably (48%)
create new revenue streams from differentiated products/services
(44%) — their top two critical drivers of IoT investment.

“How much of a priority were/are the following drivers
in your organization’s decision to invest in IoT?”
(Showing “Critical priority” results)

51%

Need to drive cost reduction and efficiency
in production processes
48%

Need to drive sustainability in operations and reduce
environmental impact of production processes
44%

Develop new revenue streams from IoT-enabled product
and service propositions
42%

Need to change operating model
41%

Gather diagnostics and usage data from our products in the
field
41%

Mandate from our C-level executives
37%

Accelerate our broader shift to digital business
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Base: 524 business, IT, and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Use Cases
Vary Across
The Sector
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Situation
Situation

Use cases for IoT in manufacturing vary as much as drivers of investment. Our study targeted manufacturers
interested in, if not planning to or already pursuing, either industrial IoT (connected production), or the
development/production of IoT-enabled products and services (connected products). Of the 524 respondents,
462 say their firms are already implementing either connected production (81), connected products (80) or, in
most cases, both (301).

Approach

Firms use industrial IoT to manage supply chains, industrial assets, and inventory. Firms developing connected
products are focused on monetizing IoT-enabled physical products and optimizing customer-facing channels.
A common use case is track and trace: IoT enables greater visibility and management of everything from the
factory floor to customer orders, offering value across the entire supply chain.3

“Which of the following use cases are you exploring or currently implementing for IoT?” (Showing top results)

Opportunity

CONNECTED PRODUCTION USE CASES (N=382)

CONNECTED PRODUCTS USE CASES (N=381)

Conclusion

Supply chain management

48%

Design and produce connected
physical products

65%

Industrial asset management

48%

Track and trace, i.e., customer
order and delivery tracking

61%

Inventory management

46%

Operate customer environments,
i.e., customer-facing channels

57%

Track and trace for our
internal process optimization

45%

New IoT-enabled revenue streams

52%
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Base: Variable business, IT, and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Most Manufactuers Have Not Yet Delivered
Business Value From IoT

Situation
Situation
Approach

Despite enthusiasm across the sector for IoT use cases, levels of
implementation are mixed, and business impact has proved elusive
so far. Around one in six firms (14%) is still at the pilot stage, either
having launched a pilot or still evaluating one. Those that are further
along with implementation are either struggling with ongoing
execution (21%) or still awaiting business value despite establishing
a reliable process for execution (31%).

Opportunity

Benelux firms are further behind than businesses in the US, the UK,
France, and Germany. Only 18% of respondents in Benelux say they
have a reliable process for executing IoT projects, compared to 32%
of US and UK decision makers.
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“Which of the following statements best describes
the status of your organization’s IoT projects?”
Reliable process for executing
IoT projects but yet to deliver
business value

31%

Some attempts to execute IoT
projects with limited success
and some clear failures

21%

Evaluating pilot/launched pilot

14%

Conclusion
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Base: 524 business, IT, and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019

Unlock The Game-Changing Potential Of IoT In Manufacturing

Overview
Situation

Product
Development
Is Seeing ROI
Faster Than
Production
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Only 12% of respondents have achieved ROI on all IoT projects and initiatives. Product development and R&D
leaders are much more likely to report that they have achieved ROI on initiatives (20%) than leaders in ops (8%)
or production (8%). This suggests firms realize the benefits of IoT-enabled products faster than those related to
transformation of manufacturing processes.
The ability to measure ROI is an underlying problem: Forrester found that only 39% of manufacturing firms have
determined how to measure ROI for IoT.4 Several organizational, data, and technology challenges keep firms
from moving from pilot projects to successful execution and consistent, measurable ROI.

Approach
Approach

Industrial IoT complexity impacts the ROI timeline: 42% of those implementing connected production find it
more complex than estimated.

Opportunity

“On what timescale
does your organization
expect to see ROI on
your IoT projects and
initiatives?”

We have achieved ROI on all
of our IoT projects and initiatives

on other initiatives soon

Conclusion

IT/technology

Production/plant operations

We expect to start achieving
ROI in the near future (six to 24
76%
months)
66%

57%

57%

30%

Operations
Product development/R&D

We have achieved ROI on
some of our IoT initiatives
and expect to achieve ROI

21%

20%
11%

8%

8%
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19%

15%

Base: 524 business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019

Unlock The Game-Changing Potential Of IoT In Manufacturing

Overview

Firms Lack The Skills And Leadership
Support To Scale Up And Manage IoT

Situation
Approach
Approach
Opportunity

Manufacturers are not yet seeing the desired ROI from their IoT
projects and initiatives, partially due to struggles with execution:
Operating IoT infrastructure and scaling pilot projects and initiatives
are the top challenges. One of the internal barriers causing this is
the lack of necessary skills and expertise (41%). In fact, only 13%
of manufacturers globally claim to have adequate in-house staff
dedicated to IoT initiatives.5 Many also underestimate the cultural
shifts and changes in management structure required to take
advantage of IoT: Business, culture, and people issues typically rank
at the top of why pilot initiatives fail to scale.6

Conclusion

To scale and deliver demonstrable ROI, IoT projects must be aligned
to business priorities with clear executive sponsorship: IoT pilots
typically focus on localized, short-term operational challenges,
making it harder to secure buy-in to invest across the business.
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“What are your top organizational challenges
with your IoT initiatives?” (Showing top results)
Operating/managing our IoT infrastructure
44%

Scaling up IoT projects and initiatives
42%

Lack of technology skills or expertise
41%

Regulatory issues
39%

Coordinating with our IT teams to ensure end-to-end,
scalable, IoT deployment
35%

Lack of executive buy-in
33%

Not seeing the ROI of our IoT investments quickly enough
31%
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Base: 524 business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019

Situation

Organizational challenges are not the only barriers to advancing IoT.
Nearly all respondents (98%) in our study report data and technology
challenges with IoT. The most common are:

Approach
Approach

• Ensuring security. Securing data, devices, and the full IoT
architecture are some of the top challenges noted by firms with
regard to firms’ IoT initiatives.

Opportunity

• Managing complexity. Manufacturers grapple with the complexity
of a fragmented data landscape, a range of devices and sensors,
and disparate connectivity protocols.
As IoT deployments grow in complexity and importance, they must
be governed alongside other key systems and services. Security is,
understandably, a concern: Strategic partnerships with a strong focus
on IoT security can mitigate this.

ENSURING SECURITY

Overview

Security And Complexity Hinder Mastery
Of IoT Data And Technology

Conclusion
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“What are your top data and technological challenges
with your IoT initiatives?” (Showing top results)
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MANAGING COMPLEXITY
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Ensuring data privacy/security

34%

Securing devices

27%

Securing the full IoT
architecture/value chain

26%

Data collection, management,
and/or governance

34%

Managing a fragmented data landscape

30%

Managing connectivity between
a wide variety of IoT devices

27%

Scaling up IoT due to the complexity
of the IoT architecture/network

26%

Ownership and usage rights
over data generated by IoT devices

25%

Managing a broad range of connectivity
protocols

24%

Managing numerous sensors
and devices

24%

Base: 524 business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Situation

IoT Transforms
Operations
And Creates
New Revenue

9

Despite elusive ROI and the roadblocks challenging progress, manufacturers are determined to move ahead
with IoT because they see the benefits to their business.
Decision makers recognize that connected production can reduce costs, increase efficiency, improve visibility
on operations, and improve their firms’ ability to detect and prevent problems. Connected products bring new
revenue by increasing product and service innovation, improving customer experience, increasing agility, and
reducing time-to-market.

Approach
Approach

Stakeholders, benefits, and tactics vary between production and product. Be sure which your deployment
relates to, and implement accordingly.

TOP BENEFITS OF CONNECTED PRODUCTION (N=382)

TOP BENEFITS OF CONNECTED PRODUCTS (N=381)

Opportunity
Conclusion

Reduced operational costs

52%

Increased business agility

42%

Better visibility and control over
manufacturing operations

51%

Improved customer experience

42%

49%

Faster time-to-market with new
offerings

41%

48%

Increased product and service innovation

41%

46%

Ability to create new revenue streams

41%

Improved ability to detect and prevent
problems
Increased efficiency of inventory and
supply chain management as a result
of automation
Increased speed of production runs
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Base: Variable business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Firms Engage
Partners To
Secure Value
From IoT
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Forrester reports that 66% of global manufacturers believe their IT organizations need assistance from thirdparty partners to fill in skill sets necessary to successfully implement IoT.7 Respondents in our study reinforce
this view: Half the decision makers in our study say their firms are currently engaging a partner for IoT, and a
further 37% plan to within the next 12 months.
Companies pursing both connected products and connected production, or just connected products, are much
more likely to be engaging a partner than others: 58% of the former and 48% of the latter are already working
with a partner, compared to just 35% of firms pursuing connected production only.

Approach

Firms that have already engaged a partner or vendor are more likely to state that they have delivered
business value from IoT (46% vs. 20%).

Opportunity
Opportunity

“Have you engaged
with a partner or
vendor to help deploy
your IoT solutions?”

Connected products only (N=80)

Connected production only (N=81)

Both (N=301)

Yes
Conclusion

Plan to in 12 months

48%

43%
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35%

44%

58%

30%

Base: 524 business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Overview

Partners Help Tackle Top Challenges
Manufacturers are turning to partners and vendors to support them
with the challenges they face with implementing IoT, notably:

Situation

• Security. This is the most important requirement for firms when
considering an IoT partner or vendor.

Approach

• Connectivity. Managing connectivity protocols and connecting
a range of IoT devices are top challenges for firms, which
explains why 82% look to partners for support.

Opportunity
Opportunity

• Managing IoT infrastructure. The ability to scale IoT operations
and manage initiatives from strategy to implementation
and operation is important or critical requirements for 80% of
respondents.

Conclusion

While mostly aligned on priority capabilities, departments vary
in their other requirements in a partner: IT and plant operations
leaders are more likely to prioritize managed solutions from a
partner/vendor than operations or product development decision
makers.

Most important features/capabilities when
considering an investment in an IoT partner or vendor
(Showing top results)
Important requirement

Critical requirement
48%

35%

83%

Security
38%

44%

82%

Connectivity
38%

43%

81%

IoT device expertise
37%

44%

81%

Real-time capabilities
38%

42%

80%

Scalability of IoT operations
35%

45%

80%

Ability to handle the whole spectrum from strategy
to implementation to operation
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Base: 524 business, IT and operations decision makers at manufacturing firms who are responsible for
development of IoT-enabled products and industrial IoT strategy and decisions within their organizations
Source: A commissioned study conducted by Forrester Consulting on behalf of Atos, December 2019
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Overview

Conclusion
The business case for IoT in manufacturing is clear. To tackle the
challenges, mature IoT practices, and capture benefits, firms must:

Situation
Approach

• Align vision for IoT across departments. Aligning IT, operations,
production, and product development on a common vision
and strategy is critical, and this must go hand-in-hand with
a wider cultural shift and change management across the
organization.

Opportunity

• Build a business case. Measuring and reporting on the ROI of
pilot projects and initiatives will help garner support from senior
executives and build the business case to surpass roadblocks
and scale up IoT.

Conclusion
Conclusion

• Work with partners to mature IoT implementation. Partners
can bridge the skills gap at manufacturers for IoT, help tackle
the challenges of managing a complex infrastructure and help
secure data, devices, and network.
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Overview

Methodology

Situation

This Opportunity Snapshot was commissioned by Atos. To create this
profile, Forrester Consulting supplemented this research with custom survey
questions asked of 524 business, IT, and operations decisions makers in
manufacturing and industrial firms in the US and Europe. The custom survey
began in November 2019 and was completed in December 2019.

Demographics
GEOGRAPHY

INDUSTRY

US: N=260

Manufacturing: 41%

ENDNOTES

UK: N=92

CPG/manufacturing: 23%

Source: “From Grease to Code: Industrial Giants Must Bet Their Futures on Software,” Forrester Research, Inc., April 24,
2019.

France: N=61

Agriculture/F&B: 14%

Germany: N=55

Transport/Logistics: 12%

Benelux: N=56

Chemicals/metals: 11%

1

Approach

2

Source: Forrester Analytics Business Technographics® Global Networks And Telecommunications Survey, 2019.

Source: “Forrester Infographic: The Internet of Things Delivers Value Throughout The Supply Chain,” Forrester Research,
Inc., October 18, 2019.

3

Opportunity

4

Source: Forrester Analytics Business Technographics Global Networks And Telecommunications Survey, 2019.

5

Source: Forrester Analytics Business Technographics Global Networks And Telecommunications Survey, 2019.

6

Source: “Bridge The IT/OT Divide To Win With Smart Manufacturing,” Forrester Research, Inc., July 24, 2019.

7

Source: Forrester Analytics Business Technographics Global Networks And Telecommunications Survey, 2019.

Conclusion
Conclusion

ABOUT FORRESTER CONSULTING
Forrester Consulting provides independent and objective research-based consulting to help leaders succeed in their
organizations. Ranging in scope from a short strategy session to custom projects, Forrester’s Consulting services
connect you directly with research analysts who apply expert insight to your specific business challenges. For more
information, visit forrester.com/consulting.
© 2020, Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly prohibited. Information
is based on best available resources. Opinions reflect judgment at the time and are subject to change. Forrester®,
Technographics®, Forrester Wave, RoleView, TechRadar, and Total Economic Impact are trademarks of Forrester
Research, Inc. All other trademarks are the property of their respective companies. For additional information, go to
forrester.com. [E-45859]
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COMPANY SIZE
(NO. OF EMPLOYEES)

RESPONDENT DEPARTMENT

1,000 to 4,999: 43%

IT: 26%

5,999 to 19,999: 40%

Production/plant operations: 26%

20,000 or more: 17%

Operations: 25%
Product development/R&D: 23%

Note: Percentages may not total 100 because of rounding.
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About Atos
At Atos, our mission is to be the trusted digital partner
and leader in secure, low carbon digital solutions.
Our services and expertise, delivered by a diverse
workforce, support the advance of knowledge,
education and science and contribute to the
development of scientific and technological excellence.
Across the world, we enable our customers, employees
and as many people as possible to live, work and
develop sustainably and confidently in the information
technology space.
Explore more at atos.net

