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Infrastructure Penetration Test

A real life example and our results

Mission
Compromise the infrastructure of the client

Time frame
100 hours

Condition
We were given access to the premises and an ethernet connection to their
internal network, but NO user credentials or privileges

Process
Throw a wide net to cover as much ground as possible
Find low-hanging fruits

Happenings
On the first day we raised a critical incident, as we found a machine that was
already compromised. That server was pulled offline immediately

Results

» Taking over the server hosting the CCTV system

» Acquiring several administrator passwords for critical services
running

» Getting access to several workstations

» Pulling salary and customer data from their servers
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Do you want to know more?
Contact us:

Giulia Vacca :
giulia.vaccaro net \\ /
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