e-State 2020
Journey to a digital government

Executive
summary
Now is the time for governments to reinvent and
redesign digital services for citizens.
As technological progress continues to accelerate, governments everywhere
are under pressure to adapt. At the same time, public institutions face tough
economic conditions and the challenges of rapid political and social change.
To meet these complex and often competing demands, governments
across the globe are on the journey to becoming digital. This journey is not
just about implementing new technology: the reality is that governments
and public services must transform their thinking and ways of working to
stay relevant.
Today’s citizens increasingly expect to access the public services and
information they need instantly online whenever and wherever they
need them. The challenge – and the great opportunity – is how to
shift away from merely digitizing existing services and processes,
many of which have existed for decades. Now the imperative
for governments is to deliver faster, better, easier citizen-centric
services and evolve into a modern e-State.
This paper explores the concept of an e-State that is now being
shaped by today’s global megatrends and technological
advances. It explains the urgency for governments to
change and looks at the key digital enablers on the journey
to digital government.
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Digital
First
We are living in times of seismic political, social
and technological change and governments
everywhere are working hard to keep up.
However, at the heart of government is a
purpose that remains unchanged: to deliver
‘Good Government’ for and on behalf of citizens.
This means:
• Implementing policy, to keep citizens safe and secure, provide and maintain the framework
of law, order and justice, address society’s challenges, generate and maintain prosperity
• Meeting the needs and improving the lives of all citizens including taxpayers, families,
students, entrepreneurs, travelers, patients, investors, home owners, parents, children and
vulnerable citizens.
To deliver Good Government in today’s fast-changing world requires governments to develop
their own digital strategies to transform the way they operate. This is because in every walk
of life, digital technologies are transforming the way people connect. New digital native
companies, such as FinTechs, HealthTechs and others, are revolutionizing their markets and
raising the bar. These companies did not succeed by just transferring existing businesses
online – they completely re-invented operating models.
In the public sector, institutions have become used to designing and implementing policies in
silos and expecting citizens to comply with processes and regulations accordingly. But things
are changing. For governments to be efficient and effective today, simply automating existing
silos and bureaucracy (red tape) and updating the same technology and processes will not
work. Instead, data needs to be integrated in order to deliver more joined-up and efficient
public services, with personal data already securely stored so that citizens don’t need to fill in
their name and address every time they approach a public service online.

“New thinking and new ways
of working are now essential
if governments are to stay
relevant and Digital First must
now be a key priority.”
Kay Hooghoudt
Global Government Advisor on “e-State 2020”
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What is
an e-State?
An e-State is a modern, digitally enabled government operating in a
globalized economy, for its citizens.
One the one hand, an e-Sate must GOVERN: to implement policy,
keep citizens safe and secure, provide and maintain the framework
of law, order and justice, address society’s challenges, and generate
and maintain prosperity. It does this in an integrated agile efficient
way that keeps the country safe, stable and resilient.

It also must deliver citizen-centric SERVICES to meet the needs
and improve the lives of all citizens (taxpayers, families, students,
entrepreneurs, travelers, patients, investors, home owners, parents,
children, vulnerable citizens). It does this in a cost-efficient way that is
data-driven, with services that are quick and easy to access and use.

What e-States do
Cutting RED tape/
Austerity

Fraud & Crimeprevention, Compliancy

Cheaper, better,
faster services

To
Govern
Government
Administration
Raise Security
Residence
Policy Making
Grow Economy
Austerity
Migration
Identify
Democracy
Nationality

Improve, Grow &
Innovate (Digital) Society

Better Democracy &
Environment

To Deliver
Citizen-Services
Paying Tax
Student
Citizen
Pregnant
Entrepreneur
Traveller
Patient
Investor
House-Owner
Parent
Child
Dog owner

Global megatrends
The vision of becoming an e-Sate is being driven and shaped by
worldwide shifts and changes that include four global megatrends.
Good Government
Delivering digital services in ways that are faster, cheaper and easier
for citizens.
World citizenship
This is about enabling citizens to choose and use new digital services
from multiple countries as e-Residents, supporting global citizen mobility
and aspiration. Many younger or more digitally-savvy citizens may well
be more mobile on a global scale – for travel, or study, or internship, or
even as entrepreneurs. By embracing this megatrend, countries make
themselves more attractive as modern ‘connected’ locations.

Country as a Service
In a globalized world, countries deliver services beyond their own
territories and populations to attract new entrepreneurs, citizens and
investment. While this concept was invented by Estonia, more and
more countries are interested in evolving this model to promote and
grow their economies.
Digital commons
In a world of political devolution, this is about harnessing new digital
enablers to support and enable new forms of communities and
governance at local level.

Measuring digital maturity
Today, becoming an e-State is a journey of evolution that governments
all over the world have embarked on. To plot their progress, indexes such
as the European Commission’s Digital Economy and Society Index and
the global Digital Evolution Index measure digital evolution in different
countries, pinpointing the countries whose digital economies are moving
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fast and those whose might be in trouble. Examples of today’s frontrunners include New Zealand, Estonia, Singapore, UAE and Israel. Each of
those countries has much to teach others about how to accelerate the
journey to digital maturity.

e-State example: Estonia

e-State example: China

Estonia is a world leader in digital evolution and becoming 		
an e-State.

While it is important to point out that in China the issue of ‘privacy’
does not exist as it does in other countries, China’s example is still
informative.

The country’s powerful neighbor and long geo-political history are
key reasons for Estonia’s emergence as a pioneering e-State. In the
early 90s, following the end of the Soviet Union, Estonia started to
build a digital infrastructure from scratch in a greenfield environment.
Not hindered by any old legacy systems – precisely what these
days many other governments struggle with – a new digital
society could be designed by default. The absence of a proper
paper bureaucracy in the wake of independence made the
choice of a digital infrastructure cheaper than old-fashioned red
tape. There were other reasons. A new digital backbone was a
strategic security and defense mechanism in the new world order.
It was also a way of giving opportunities for the new Estonian
generations – and a means of achieving global visibility.
As well as building e-Estonia as a modern e-State for its own
citizens, the vision was extended to expatriate Estonian citizens
living abroad. And as the latest e-State-services became available
for an Estonian living and working in the US or Australia, then
why not make those same e-services – such as registration, legal
and financial transactions, trade, education, voting, and so on – all
available to non-Estonian citizens by making them ‘e-Estonian
Residents’ and achieve visibility as a digital pioneer, in turn
attracting new visitors, entrepreneurs and students?
Estonia’s strategy of building data backups in ‘data embassies’
outside Estonia but within Estonian embassies (thus still keeping
its data secure on Estonian territory and therefore safeguarding
data sovereignty) is a clear example of the digitally-savvy Estonia
earning its place as a frontrunner ‘e-State’.
Today Estonia is making joint agreements of understanding with
other larger governments (UK, Singapore, France and so on) to act
as a showcase so that others can learn ‘How to become an e-State’.

China is now becoming a digital world leader. In recent years, two
tech giants have radically changed the lives of ordinary Chinese
citizens: Alibaba (which most of us know as the Chinese Amazon)
provides Alipay; TenCents (recently outstripping Facebook) delivers
WeChat, the app that is most used in daily life and now has almost
a billion users. These two apps encompass much of citizens’ lives:
meaning every move, every transaction, every moment of leisure,
travel, medical treatment and so on is handled via those apps. And
as privacy is not an issue, all that data is shared and used by the
Chinese State in an algorithm to ‘measure’ the individual.
With digital identity already covered by Alipay, what is now called
‘Sesame Credit’ will in 2020 be implemented by law as a social
credit system that will be obligatory for every Chinese citizen. Under
Sesame Credit, citizens receive credits based on their daily behaviors
and consumption, allowing them to get travel, apply for mortgages
and so on. In turn, data and algorithms can be used to make
e-services to Chinese citizens cheaper, better, faster and more timely.
Under this system, the Tech Giants earn more revenue and the
Chinese Government has more control of Chinese citizens’ data
– because if so-called ‘non-State-friendly’ activities appear in the
algorithm (wrong writers, wrong website, wrong game and so on), an
individual’s scoring decreases and, ultimately, could put them on a
black-list, disconnecting them from booking train tickets, applying for
a visa, getting the best medical treatment and so on.
While these kinds of algorithms and tracking would never be
accepted in the western world, the integration of public services in
massively-used apps gives a notion of how digital societies could
look in a few years’ time. Some even say Sesame Credit is just
catching up with scoring systems used by banks for decades in
Europe or the US and that China is just taking it to the next level.
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Digital transformation
journey for governments
So, how do governments embrace fast-changing technology on their
journey to digital government while delivering business as usual?
Firstly, by recognizing that digital is essential to deliver faster,
efficient government services; and also by finding digital transformation
partners to shape their digital strategy and guide, facilitate and enable
them along their digital transformation journey to:
• Improve the experiences of citizens and deliver better, joined-up
services
• Re-invent new business models and service to get a step change
in performance

• Ensure and maintain operational excellence across the whole
enterprise
• Win and maintain high levels of cyber security and trust.
To create a high-performing, data-driven ‘e-State’ depends on
governments’ ability to deliver joined-up digital services, together
with data analytics and machine learning about citizen behavior to
personalize and continuously improve provision of services.

Digital enablers
Governments now have the great opportunity to reinvent and redesign the way their services can be delivered – to optimize technology, stay relevant
and put citizens at the heart of delivery. For government, this means harnessing digital enablers in order to be:
• Lean and agile so that they’re ready for whatever technology or change is needed – and are operating efficiently and flexibly
• Data-driven so that they can harness internal and external data sources to gain new insights to meet whatever challenges they face – while
remaining sovereign over their country’s data
• Cyber secure so that they win and maintain public trust and meet all regulatory requirements.

Digital enabler:
journey to cloud
Controlling data and adopting hybrid cloud is a key enabler for any
digital vision. Without doubt, cloud adoption is now on the critical
path. Cloud is the technology ‘engine’ that organizations need to
power smooth, efficient, effective, resilient digital public services.
For any public agency under budget pressure, ‘doing much more for
less’ is a major benefit of cloud. And there are other benefits: more
freedom to innovate and change while knowing that IT does not have
to play catch-up.
Cloud gives provides the platform for embracing whatever
technologies they need, now and in the future, while retaining control
over the nation’s data. To make the move to the right hybrid cloud
solution, governments need third party support – not just giving data
away in exchange for free services from the tech giants. This is about
partnership: government leaders need to understand digital and
digital leaders need to understand governments.

06

e-State 2020 – Journey to a digital government

Digital enabler:
data and analytics
Harnessing data, becoming truly data-driven and innovative by design
will be the hallmarks of successful organizations in the digital age. Using
insights from analytics and ‘big data’ can make major contributions to
governments by enabling them to improve operational excellence and
support timely evidence-based decision-making.
The opportunities to use data and analytics to address governments’
priorities are almost limitless. Data and analytics can be used to improve
citizens’ lives, predict needs, for example to deliver more timely and
effective interventions for vulnerable citizens, and direct precious
government resources to where they’re needed most. The challenges
are to embed data and analytics into processes and decision-making –
and to overcome restrictive national legislation that may be holding back
innovation by restricting the sharing of data between agencies.
Atos Codex is a complete portfolio for data-driven business
transformation. Combining deep market knowledge and
technical expertise, Atos designs, builds, runs and secures smart
business services and data platforms. Atos Codex helps public
organizations to unlock the value of the data they own and
generate better outcomes for public services, for citizens and
businesses, and for society at large.

Digital enabler: robotic process
automation and artificial intelligence
Robotic Process Automation (RPA). RPA is increasingly common and is
perfect for automating relatively simple, repetitive tasks.
Artificial Intelligence (AI). While there are many forms, there are four main
types of AI: voice and facial recognition; natural language processing;
machine learning; and deep learning. AI can be used to automate more
complex tasks that require connective, or ‘intelligent’, processes. This kind
of intelligent automation is now in high demand and fast maturing.
While RPA is appropriate for back-office and accounting processes, when
it is combined with AI, any process with administrative content can be
automated. Given this potential, there are a wide variety of uses for RPA
and AI across public services.
Digital enabler example: Citizen vault
In the past, public services occupied physical locations in
communities. Citizens went to those locations, submitted their
information (usually by filling in a form), then the data was validated
by the relevant agency before a decision was made. Today, we go
through a similar process online, by visiting websites, filling in forms
and waiting for data to be processed and decisions to be made.
This is not a digital revolution; it is a marginal efficiency gain.
In contrast, a true e-State understands that citizens should not
be logging into services to pass on their information; services
should be logging into the citizen to facilitate Good Government.
How could this work?
Imagine each citizen had access to a ‘citizen vault’ that secured
the citizen’s individual data. Like today’s banks, these would be
tightly regulated organizations. These citizen vaults have two core
purposes: to only store data they know to be correct and to only
ever act in the interest of the individual who owns that data.
At the simplest level, if I store my name, date of birth and
address in my citizen vault, how will my interaction with public
services is transformed?
1. I wish to register with a doctor. My citizen vault offers me options for
surgeries to register with; I choose one and am automatically enrolled
because my name, date of birth and address are pre-validated. I
can then book my first appointment immediately. Importantly, the
surgery has no need to collect, process or store any data.
2. I would like to buy some alcohol. As I walk out of the store, I
am stopped by a police officer who needs to check my age to
ensure that I haven’t been sold the alcohol illegally. Using a unique
reference number for my citizen vault, they can confirm that I am
over 18. Importantly, they are not provided with my exact date of
birth, nor any ancillary information, such as my name and address,
because it is not central to their enquiry.
3. I want to buy a parking permit from my local council. My
citizen vault knows where I live but doesn’t store the details of
my car. I upload those so I can get my parking permit as well
as pay my road tax. Again, no data is taken from me, processed
or stored by government; it simply confirms my eligibility and
proceeds on that basis.
In this way, I have interacted with three separate arms of government
and no public body has had to pay to collect, validate or store my
data. This has the potential to end huge and expensive IT programs
and repatriate responsibility for data from institutions to individuals.
The test of success will be the point at which governments stop
paying IT suppliers for systems to process data and, instead, start
paying citizens for access to their pre-processed data. This is true
digital transformation and the first e-States will be the ones to adopt it.

Digital enabler:
blockchain
Blockchain is the first technology that offers a way to fully manage digital
assets in a trusted, traceable, automated and predictable way. What
distinguishes blockchain is that each ‘block’ is linked and secured using
cryptography. Trust is distributed along the chain, eliminating the need
for a trusted third party to facilitate digital relationships.
Blockchain is sometimes called ‘The Single Point of Truth, perfectly fit
for registration, identification, verification, authentication – the core tasks
of government. In fact, it could be a key enabler for a transformation of
the relationship between the citizen and the government. Citizens will be
able to possess (not merely own) their own data and grant access to that
data to digital public services.

Quantum
computing

Blockchain

Robotics
AI

AR/VR
Big data
IoT

Machine
learning

Digital enabler example: Blockchain
Although still in its early days, blockchain may have a huge
impact on daily life and subsequent services from government.
The characteristics of blockchain are registration, authentication
and verification of transactions. These are all key elements of
what governments exist to do. Applying this new technology
drastically changes the landscape of typically bureaucratic
handling of public bodies. For example, if socially-vulnerable
families lack the financial resources for their children to be able
to swim in the local pool or pay the fees for the local library/
gym, with blockchain, communities can themselves set up a
credit system where selected families receive credit points that
enable them to go to the pool or borrow a book. This avoids
the need to ask for subsistence from government, which takes
time, waiting, filling in forms, waiting for budgets and finally the
pool or library as well needing declaration forms to receive the
adequate funding. In other works, red tape.
A bigger impact will be when blockchain is used to determine
citizens’ identity (as a resident, as a taxpayer, as an entrepreneur,
as a husband, as a father and so on). If blockchain replaces
that (digital or paper) process with a ledger that is secure and
resilient, the result is truly transformative. We are not there yet –
but reshaping our public space and reinventing the way public
bodies deliver citizen-centric services is at a tipping point.
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About Atos
Atos is a global leader in digital transformation
with 120,000 employees in 73 countries and
annual revenue of € 13 billion. European
number one in Cloud, Cybersecurity and HighPerformance Computing, the Group provides
end-to-end Orchestrated Hybrid Cloud, Big
Data, Business Applications and Digital
Workplace solutions through its Digital
Transformation Factory, as well as
transactional services through Worldline, the
European leader in the payment industry. With
its cutting-edge technologies and industry
knowledge, Atos supports the digital
transformation of its clients across all business
sectors. The Group is the Worldwide
Information Technology Partner for the
Olympic & Paralympic Games and operates
under the brands Atos, Atos Syntel, Unify and
Worldline. Atos is listed on the CAC40 Paris
stock index.
Find out more about us
atos.net
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