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AI is arguably the most important technological leap of our age. 
From Cortana and Siri enabling us to talk to our smartphones to 
more complex applications that can analyse and diagnose  disease, 
AI is starting to permeate our lives. Yet as an enterprise solution for 
organisations, AI is still in its infancy. Investing in the right AI to solve 
real-world business problems, scaling it, managing its impacts and 
embedding it into organisations is an emerging challenge.
 
Organisations across all sectors now need a roadmap for AI 
investment and implementation, with an understanding of its 
wider implications. As AI acts more autonomously and becomes 
broader in its use, there will be important questions – not just 
for organisations, but for society. Public education and dialogue 
are all critical, as is agreed governance and multi-disciplinary 
collaboration between scientists, policy makers, citizens and digital 
leaders.
 
Looking ahead, the success of organisations will depend on their 
ability to learn from and apply data to drive up performance and 
engage citizens and customers in new ways. AI will, in part, help 
define humanity over the next decade and beyond. If we get it right 
we will have harnessed AI as a force for good, ensuring that it helps 
to safeguard and shape our future.

Huge advances in technology have transformed our world, yet 
major challenges remain. AI promises to be a critical means 
to address many of those challenges, in the workplace, in 
communities and even the environment. It has been around 
for over 60 years, even though AI only became a ‘trending topic’ 
more recently - mainly due to the immense compute power we 
now have at our disposal, taking it out of the realm of research and 
making it a viable accelerator in all manner of ways. To ensure the 
responsible evolution of AI, securing trust must be the cornerstone 
of AI adoption. The ethics of AI demand constant examination, 
with compliant solutions that are secure by design and, in the case 
of Governments, even cover national security.
 
As AI evolves, Atos increasingly invests in large neural networks, 
powerful algorithms, advanced analytics and secure systems. At 
our AI Labs, we aim to collaborate with customers and partners 
to prove solutions, bring intelligence to the edge and integrate 
knowledge, maximising AI’s value. It is clear that we are at a new 
dawn – in business and across society – which goes far beyond 
technology. It is about assisting human performance and advancing 
human progress, in order that we may positively transform our 
world, addressing challenges both current and future.

Digital Vision for 
Artificial Intelligence

Adrian Gregory
Chief Executive Officer, Atos UK & Ireland

Julien Bensaid 
Global Head of Codex, Atos
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AI at the heart

‘AI pioneer of the year’
 
National Business Awards 2018 has shortlisted Atos as
‘AI pioneer of the year’

Global value 
$3.5 - $5.8 trillion 
in annual value for the global economy could be created by AI1

UK value £184 billion
 
AI is at the centre of a digital tech sector currently worth
£184 billion to the UK economy2

10% UK GDP
 
AI offers the UK economy an opportunity worth 10% of GDP by 20303

1 Notes from the AI Frontier: Applications and value of deep learning, McKinsey, April 2018 https://www.mckinsey.com/featured-insights/artificial-intelligence/notes-from-the-ai-frontier-applications-and-value-of-deep-learning
2 Artificial Intelligence Sector Deal, UK Government, April 2018 https://www.gov.uk/government/news/tech-sector-backs-british-ai-industry-with-multi-million-pound-investment--2
3 Artificial Intelligence Sector Deal, UK Government, April 2018  https://www.gov.uk/government/news/tech-sector-backs-british-ai-industry-with-multi-million-pound-investment--2
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Household gain +/-£2,300 
from AI
 
AI will generate extra spending power of up to £1,800-£2,300 a year by 2030 
for each household in the UK4

47% know, but...
 
47% of the public know what AI is but do not know how to use it6

Tech-related investments 
+90%
 
in Britain surged nearly 90% last year, more than in France, Germany 
and Sweden combined7

Regional gain +/-5% from AI
 
All UK regions will individually see significant gains from the impact of AI worth 
at least 5% of GDP by 20305

4 The economic impact of artificial intelligence on the UK economy, PWC, June 2017 https://www.pwc.co.uk/economic-services/assets/ai-uk-report-v2.pdf
5 The economic impact of artificial intelligence on the UK economy, PWC, June 2017 https://www.pwc.co.uk/economic-services/assets/ai-uk-report-v2.pdf
6 How the UK can win the AI race, KPMG, September 2018 https://assets.kpmg.com/content/dam/kpmg/uk/pdf/2018/09/how-the-uk-can-win-the-artificial-intelligence-ai-race.pdf
7 How the UK can win the AI race, KPMG, September 2018 https://assets.kpmg.com/content/dam/kpmg/uk/pdf/2018/09/how-the-uk-can-win-the-artificial-intelligence-ai-race.pdf
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The magic of AI: the next leap
Dominique Grelet, Group Vice President, Head of AI Technology & Services, Atos

Although AI encompasses a range of technologies and capabilities, until 
now, much of its value within organisations has been generated from 
one category of AI called ‘supervised learning’. This can revolutionise 
speed and efficiency by automating a relatively simple mapping of A 
to B. So, for example, if A is a picture, then B is the name of the object 
shown in the picture (image recognition). Similarly, if A is an audio clip, 
then B is the text transcript (speech recognition); and if A is an email, 
then B is what kind of email it is (text recognition). These mappings are at 
the heart of successful AI applications such as predictive maintenance, 
IT servicing and support, customer services and marketing. 

Towards unsupervised learning
To implement this kind of supervised learning, enterprises need access 
to plenty of computing power, which advances in computer architecture 
have brought in recent years. They also need large amounts of historical 
data in order to ‘train’ the AI to achieve high levels of accuracy. When it 
comes to industrialising AI, the challenge is that each sector – and each 
enterprise within a sector – has its own processes and terminologies. 
As a result, training AI to optimise a manufacturing or supply chain 
process, for example, can be challenging as the vast amounts of data 
required are not always available. 

For this reason, to fully leverage the knowledge of an enterprise, it’s 
necessary to incorporate other types of AI, including what is sometimes 
called ‘old AI’ (based on symbols and logic programming), as well as 
deep learning, natural language processing, and other techniques. With 
richer datasets and technologies, AI becomes even smarter.

Enterprise Knowledge Integration
At Atos, we are pioneering Enterprise Knowledge Integration, which 
enables a dialogue between the different technologies in the AI family. 
The results from each technology are used to feed the others, creating 
a virtuous circle between supervised learning and symbolic AI. Progress 
with Enterprise Knowledge Integration requires strategic investment 
and focus in three domains.

• Optimising the power of high performance computing and building 
the very large infrastructures capable of running more complex AI 
workloads.

• R&D programmes with industry partners such as Siemens, to 
develop algorithms and models for highly demanding AI use cases 
(such as advanced video recognition and fraud management).

• Establishing a global network of AI labs, mixed teams of Atos 
specialists, partners and customers to collaborate on AI solutions, 
address key business issues, and add value to HR, the supply chain, 
marketing, contract management, finance, and other business areas. 

Looking forward, via digital tools, AI will become more and more 
embedded, and invisible, within enterprises – just as we see with 
everyday consumer tools, particularly smartphones. At the same time, 
AI will become more knowledgeable about the data it is handling; for 
example, it currently may not have much intelligence about the value of 
the things it is recognising (such as knowledge of the object in a picture). 
In the near future, we’ll see more and more semantic understanding of 
the objects that are processed by AI. In other words, AI will become 
more intelligent by merging datasets and continuously integrating its 
knowledge. These kinds of advances are already accelerating because 
while AI has been around for decades, we are, in many ways, just at the 
start of its story.

Success with Artificial Intelligence (AI) will increasingly depend on the ability of organisations 
to integrate knowledge by blending different AI techniques.

06



From how we travel, to how we live and work, AI holds 
transformative implications for every aspect of our lives and 
for every sector of the economy… We want AI-led growth to 
be both empowering and inclusive - and that applies to our 
approach on data. But it also informs our commitment that 
the benefits of AI should be felt across the whole country.
Margot James MP, Minister for Digital and the Creative Industries, DCMS Statement for 
the announcement of the AI Sector Deal, April 2018
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Are we ready for the power of 
Artificial Intelligence?

Kulveer Ranger, VP Communications and Strategy, Atos UK&I

With each leap in human ability to invent and change what we can achieve, we have utilised a 
new ‘power’ – a new energy that has redefined the boundaries of imagination. Steam and the 
industrial revolution; electricity and the age of light; and so, again, we stand on the precipice 
of another seismic leap: Artificial Intelligence (AI). 

The future of AI is not just about what we can do with it, but who will have 
access to control its power. Could AI become ubiquitous, like electricity? 
A technological power capable to drive economic and social change 
for the next generation? In this case, should our political representatives 
already be encouraging an open, public debate on democratic oversight 
of AI?

Limitless potential
Our present view of AI is heavily coloured by how this new power will 
deliver automation and the potential reduction of process-reliant jobs; 
how those who hold the pen on writing the algorithms behind AI could 
exert vast power and influence on the masses; or simply a fear that, if we 
release the AI genie out of the bottle, we may not be able to control it. 
The challenge is that the sheer limitless potential of AI is intimidating. And 
if, like me, you are from a certain generation, these seeds of fear and the 
fascination with artificial computer-based intelligence have been planted 
by numerous Hollywood movies of every genre picking on our hopes, 
dreams and fears as to what AI could do to us. Think of the unnerving 
subservience of HAL in 2001 (1968), the menacing and semi-obedient 
Maximilian from The Black Hole (1979), a fantasy woman created by 
the power of 80s home computing – such as ‘Lisa’ in Weird Science 
(1985) - and of course the ultimate hellish future of machine intelligence 
taking over the world in the form of Skynet in The Terminator (1984). 
These and many other futuristic interpretations of AI helped to fan the 
flames in the minds of engineers, computer scientists and super geeks 
alike to get computers to talk, walk, run simulators or (and it was a great 
achievement!) even beat the reigning world chess champion, Garry 
Kasparov, as Deep Blue achieved in 1997.

Data driven
So why is AI now such a big deal? Well, obviously, the processing power 
and the development of supercomputing has continued, but has now 
converged with our ability to both create and harness vast amounts of 
data. This has been underpinned by the ability to connect everything 
to everything via the internet and voilà – we have the emergence of the 

right meta-ecosystem for data scientists to be able to not just develop 
systems that can replicate human activity but also learn, adapt, predict 
and decide. And this capability can be applied to the whole spectrum 
of machines and services – injecting them with the ability to ‘think’ 
for us. We have poured rules (algorithms) into machines and made 
them ‘thinking machines’ - and we’ve stopped prioritising on trying to 
get robots to look and feel like us, and focused instead on enabling 
them to do more activities for us. In the process, some machines have 
superseded humans in doing things faster and better and, therefore, are 
perceived to be more intelligent than us.

Looking to the future
As we peer into the near future, we see a move from ‘pioneering’ to the 
‘application’ era of AI. We can anticipate that our clothes, our bodies, our 
food, our lives will integrate with this technology as will our environment, 
and we will move from smart cities to thinking cities - with multiple 
integrated systems, sharing and informing each other and enabling 
active management of our activities in real-time. 

So, with all this new power, with so many opportunities and benefits to 
be derived by its application, what should we fear? Well, my answer is not 
one from Hollywood science fiction and does not relate to individuals 
losing control to machines but rather how will we ensure that this power 
remains democratic, accessible and benefits the many. How will we 
ensure that control does not fall in the hands of the few; that wealth does 
not determine the ability to benefit from innovation and that a small set 
of organisations do not gain ultimate global control or influence on our 
lives.

We are at a critical time, when the future power of AI is still being 
understood but we already know that it will shape advancements in 
every field, from science and medicine to space exploration and energy, 
resulting in a remodelling of society. Which is why our politicians must 
appreciate the size of this opportunity, think about the long-term future, 
and start to establish the policy frameworks and new public bodies 
which will work in tandem with those who will design and deliver our 
future world.
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…every aspect of learning or any 
other feature of intelligence can in 
principle be so precisely described 
that a machine can be made to 
simulate it.
John McCarthy, Computer Scientist & 
‘Father of AI’, 1955
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Artificial Intelligence in motion
Ronald van Loon, AI Influencer & Director, Adversitement

Artificial Intelligence (AI) is rapidly growing as an up and coming technology, and considering 
all that it has to offer, there are certainly no doubts regarding its benefits.

The developments in recent years into the field of AI are largely 
unprecedented and have opened the doors towards a lot of new 
pathways – so much in fact that the technology is now at the stage of 
consistent development. 

Within this changing eco system, three core ingredients have led this 
change, all of which have seen key developments in their own area at 
around the same time, enabling AI to develop at an increasing pace. 

• Data: This is the essential fuel of all AI. Without the unprecedented 
wave of data, we wouldn’t be able to implement so many machine 
learning techniques, get predictive analysis, and implement changes. 
Data is the raw material that AI needed to develop. 

• Knowledge: Algorithms play an important part in AI as well. While 
data is extremely important in itself, it is the knowledge that we use 
to extract sense from it that dictates the way into the future. Going 
into the future requires the implementation of unprecedented 
changes and learning methods. Machine Learning and other 
methods have given data the platform it needed to become a source 
of AI. 

• Computing power: This is at the heart of today’s revolution. 
Neural networks have existed since the 90s, but it is the power of 
computers in the world today that has led to a bigger change in AI. 
The fast pace of quantum computing can be accredited with the 
change here, as it has made the smooth running of heavy machine 
learning systems possible.  

A mix of solutions
With these developments, the array of tools and capabilities that make 
up AI provide endless potential to provide a perfect mix of solutions 
across all industries and sectors. Indeed by using these, the world is 
growing hybrid, combining traditional IT, private, managed and public 
clouds. There are many ways in which this is being done, but Atos have 
captured the essence by creating a unique, hybrid experience including 
an amalgamation of on-site computing, private cloud, and edge 
computing (to ensure the security of data in the cloud, it is necessary 
that you incorporate the data with other solutions, to create a hybrid 
setting). 

So how are these intelligent technology solutions being implemented in 
organisations, providing real-time solutions?
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Connected Cooler
Objective: Coca-Cola Hellenic Bottling Company wanted to enhance 
customers’ experience of over 300,000 vending machines in nearly 
30 countries around the world.

Outcome: 

• Unprecedented efficiency by enhanced methods of predictive 
maintenance and placement. 

• Better inventory, product placement, and stock optimization 
using interactive AI methods.

• Increased sales by linking up targeted promotions with the 
connected consumers. 

Prescriptive Maintenance
Objective: The State Department of Virginia was looking for a way to 
protect its technology infrastructure using the next generation of AI-
powered cyber security solutions to identify and limit future attacks.

Outcome: 

• The prescriptive Security Operation Centre recognises hard to 
detect, isolated intrusions and uses the information for further 
detection.

• Detects all the signals left by attacks and alerts security 
managers about possible risk areas, even before the attack 
happens. 

• Provides insight into how cyber attacks are most often carried 
out, and stops them from hindering services using threat 
detection to access point security and vulnerability management.  

Digital Twin
Objective: Through an Atos and Siemens collaboration, the 
objective was to create a cloud-based operating system that allowed 
manufacturers the freedom to connect their physical infrastructure 
and legacy systems, to the digital world. 

Outcome: 

• Using Digital Twin technology (MindSphere platform), 
manufacturers can create a real-time digital replica of all physical 
assets for comparing and analysing them in the future. 

• Creates the ability to find new ways for improving production 
processes. 

• Allows engineers to create a prototype of a large or small product 
inside the digital world and undertake online testing, prior to 
physical testing. 
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The politics of AI
Will Tanner, Director, Onward

This is because, after decades of false starts, AI is finally approaching 
critical mass. The number of global machine learning patents is growing 
at a compound annual growth rate of 34%, big tech companies spent 
an estimated $20 billion on AI R&D and acquisitions in 2016, and 95% of 
business leaders recently told Forbes that they planned to boost spending 
on AI in the coming year. The next industrial revolution has finally arrived. 

With it will come great benefits - this much we know. Autonomous vehicles 
will not only save thousands of lives but also free up millions of hours for 
more productive activity. Intelligent homes will cut energy use by orders of 
magnitude, not increments, as Deepmind has already shown with Google’s 
servers. New drugs will be discovered and invisible diseases treated by 
seeing patterns in unimaginably large datasets.  

But the ethical challenges are equally profound. If an autonomous car 
crashes into a driven vehicle - who is liable, driver or computer? If an 
automated legal decision leads to wrongful imprisonment, who is at fault? 
If algorithms systemically amplify existing bias, how is prejudice challenged 
and diversity encouraged? If algorithms are constantly iterating in order to 
improve, what failsafes can or should we design in to prevent unintended 
or harmful consequences?

The reality is that the policy and legal frameworks for these quandaries 
have not been written, leaving companies so far to largely set their own 
rules. To their credit, many industry leaders recognise the imperative: 
Elon Musk of Tesla, Demis Hassabis of Deepmind, Jaan Tallinn of Skype, 
and numerous other big players have all invested time and resources 
into developing common safety and ethical frameworks for AI. But self-
regulation has natural limits in legitimacy. 

Here, the Government’s new Office for AI and similar steps by Barack 
Obama’s White House are welcome steps towards filling the void. Like the 
growth of internet protocols and systems, if the UK and US can get these 
questions right, we have an opportunity to set the rules not just for our own 
markets, but globally. But this will require developing core principles and 
dynamic protocols that can at least keep up with, and at best stay one step 
ahead of, rapidly changing technologies. There is no value in regulation 
that is outdated before it gets on the statute book. 

To my mind, this means focusing on transparency, user choice and soft 
power, rather than blunt rules that will only strangle industry. Tools like 
sand-boxes, where algorithms are road tested within a safe environment 
using trial data, could be used to assure products before they get to 
market. For consumer products, users could be asked to set or approve 
the principles assumed by autonomous systems, such as how prominently 
different voices appear on social media or how autonomous vehicles 
should drive in certain environments, to ensure humans, not lines of code, 
remain accountable. Public procurement rules could be used to set core 
standards for technology used in public services without imposing heavy 
regulations across the entire economy. 

Most important, though, is that policymakers start a meaningful public 
debate about the level of decision-making we are prepared to delegate to 
machines and in what domains, and which decisions should remain in the 
hands of humans. As with other political debates, this will require weighing 
up public opinion against public benefit: AI approaches to healthcare are 
unlikely to be popular but could save, and extend, many lives. But it is 
essential if the inevitable growth of AI is to retain public legitimacy and for 
people to feel they still have power and control over their own lives. 

The ethics of Artificial Intelligence (AI) is arguably the most interesting debate policymakers 
are yet to have. It is also one of the most urgent. The pace of algorithmic innovation and scale 
of deployment mean it is no longer sustainable for businesses to decide ethical dilemmas in 
isolation. Politicians and regulators must engage. 
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Artificial intelligence provides 
limitless opportunities to develop 
new, efficient and accessible 
products and services which 
transform the way we live and 
work. Today’s new deal with 
industry will ensure we have the 
right investment, infrastructure 
and highly-skilled workforce 
to establish the UK as a driving 
force in the development and 
commercial use of artificial 
intelligence technologies.
The Rt Hon Greg Clark MP, Secretary of State for 
Business, Energy and Industrial Strategy. Statement 
for the announcement of the AI Sector Deal,  
April 2018
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AI: a force for good?
Sue Daley, techUK, Head of Cloud, Data, Analytics and AI

An economic global power 
Historically a global leader in AI, the UK Government has continued to 
show support for the sector by publishing the AI Sector Deal worth 
£1 billion in April 2018. Acting as a blueprint for how to make UK 
businesses and citizens AI ready, it is now estimated that £630 billion 
could be added to the UK economy by 20351.

If you only read these headlines you would be forgiven for thinking that 
AI offers the UK real potential to be an economic power in the global 
AI arms race, and you would be right. techUK sees the huge economic 
potential and value of AI through its ability to increase productivity 
across all industries and sectors - but that’s not the end of the story. We 
also believe that AI can be a power for good and a significant tool to 
help drive social and personal well-being. 

Benefits in the health sector
We don’t have to wait for this to happen. The deployment and use of 
AI technologies, specifically machine learning, is already demonstrating 
the positive social benefits it can offer. For example, Google’s Deepmind 
has recently developed an AI system that detects eye disease quicker 
and just as efficiently as a world leading ophthalmologist. This is a great 
demonstration of how AI could not just support, but also enhance the 
work of our NHS, improving the treatment and lives of people with eye 
disease. Indeed AI language processing is being used across the NHS 
to automate the transcribing of medical notes in healthcare, meaning 
crucial resources including doctors and nurses, can be deployed in 
other areas, saving money and making the system more efficient.

Looking to the impact on wider society
We are also seeing an increase in the use of AI in day-to-day life, with 
AI being used for everything from increasing consumer protection 
against fraud, to being at the heart of the driverless vehicle revolution. 
In addition, it is helping to clean up the planet by training AI algorithms 
to analyse drone footage, and identify plastics and other foreign objects 
floating in seas and oceans which can then be cleared. Everyday, AI 
is transforming our cities and our environment, making them cleaner, 
safer, and more efficient. With this sector developing so fast, these 
intelligent, autonomous, AI-driven systems and tools powered by data 
could also in the very near future, provide the answers to tackling some 
of societies biggest issues, such as managing an ageing population or 
child poverty. 

A public debate
If the UK is to fully embrace this development and realise the social 
and economic benefits that AI offers, there are many profound social, 
legal, and ethical questions that first need to be identified, discussed, 
understood and answered. 

Concerns and fears must be recognised and addressed, and we must 
also acknowledge and promote the positive role that machine learning 
and AI are playing in people’s lives, delivering changes that society and 
its people really want. 

Everyone in society – individuals, employees, families, communities, 
companies, and the nation as a whole – must explore what the future 
of AI will mean. Without a balanced and constructive discussion, we risk 
society not truly understanding the benefits AI can bring. This may then 
unintentionally stifle positive change or prevent organisations across 
the public and private sectors from embracing AI technologies, that 
have the potential to be a real force and power for social and economic 
good in the UK.

Recent headlines in the UK have focused on the economic importance, and value, of Artificial 
Intelligence (AI). Research by the Mayor of London has already shown that London is ahead of 
New York, Paris and Berlin as the preferred location for AI companies to do business. 

1 https://atos.net/en-gb/united-kingdom/industries-uk/banking-uk/artificial-intelligence-financial-services
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The reality is that the development of AI is 
no longer science fiction and the pace of AI 
innovation is increasing. 
Sue Daley, techUK, Head of Cloud, Data, Analytics and AI
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Three pillars of AI: 
fully embracing the revolution

Atos Expert Community, Big Data and Security, Atos

1) Identifying the right use cases
Organisations are typically deploying AI in two dimensions. On the one 
hand, they are using AI to execute the most repetitive actions, such as 
sorting and filing information; on the other, they are using it for actions 
that require a high-level of technical knowledge. In the latter case, AI is 
often used in strategic and critical environments to reduce risks and 
biases. 

The smart city

The City of Berlin wanted to leverage the power of AI in traffic 
management. Using data which is generated by some 12,000 smart 
sensors deployed throughout the city, it is transformed into actionable 
intelligence that allows the city to optimise its traffic flow. Using AI 
solutions, the 4-hour forecast has enabled an accuracy of over 80% – 
a figure extremely high compared to all existing systems deployed in 
other cities. Machine-to-machine potential for traffic light management 
is also leveraged, resulting in faster travel for commuters and better air 
quality.

The cognitive data centre

AI has also been used in the energy sector when a global leader in 
energy, had a cognitive data centre deployed with two objectives. First, 
identifying malfunctions quickly and providing the right diagnosis. 
Second, by looking at the early warning signs, ensuring that the next 
problem could be solved even before it occurs.

As a result, identification becomes faster and much more accurate, and 
in case of failure, AI is also able to reliably predict the root cause and the 
probability of its reoccurrence. A second advantage is the optimisation 
of energy consumption, with the data centre so eco-friendly and 
consuming less energy, it enables the company to reallocate resources 
in the most efficient way.. 

2) Accessing sufficient computing power
While the first AI algorithms were originally developed in the 1950s, 
the current re-emergence of AI is fuelled by the parallel increase in 
data volumes and in computing power. If organisations have access 
to sufficient computing power to process and explore the massive 
amounts of data, these two forces enable companies to finally 
transform data into value by using AI. However, businesses can’t just 
stay in the ‘now’, they also need to be looking forward at the next leaps 
in computing to ensure they continue to capitalise on the fast-paced 
changes.

Edge computing

The goal of the evolution of computing is to provide computing power 
capable of running AI workloads in complex environments. We will 
need more power at the edge, putting the computing power closer to 
complex live environments: that is, closer to the person, the camera, 
object action and so on. Currently in prototype stage for example, the 
Atos Edge Computing Box makes it possible to provide some of the 
AI computing power in close proximity to the users and Internet of 
Things components. If for security or infrastructure capacity reasons 
information transmission cannot be subject to the least fraction of a 
second of lag (for example autonomous car), applications can be 
deployed to address this. The peripheral server is also able to extract 
and process real-time resources, as close as possible to the data source.

Quantum computing

If AI can now rely on unprecedented levels of computing power, its 
fundamentals are still based on a century-old computer science and 
we are currently reaching some of its limits. Looking forwards, quantum 
computing may be one of the most promising solutions to some of 
these problems. For example, the Atos Quantum program has achieved 
some world firsts, such as the simulation of quantum noise to make 
simulation even more realistic.

Every 18 months, the volume of data that is produced doubles, fuelling the Artificial 
Intelligence (AI) revolution. However, organisations need more than just data to fully embrace 
this high-speed change. They also need to consider three key pillars to ensure that when AI is 
deployed, they are tackling an identified problem, with the best solution, to bring the greatest 
value and security.
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3) Ensuring trust and compliance
The world of computing is growing increasingly hybrid, combining 
traditional IT, private, managed and public clouds with an amalgamation 
of on-site computing, private cloud, and edge computing. To fully 
take advantage of AI capabilities, enterprises will need to leverage 
flexibility, scale and incorporate data with other solutions to create a 
hybrid solution. Fusing data across multiple computing environments 
increases the risk of compromise to the availability, integrity and 
confidentiality of such data. 

The challenge for widespread adoption of AI by enterprises is therefore 
trust and confidence in the cloud. Data has become one of the most 
valuable assets for organisations and because of its value, companies 
may still be reluctant to move their data to the cloud. Using cloud, CIOs 
can spend more of their IT budgets on business outcomes, with agile 
technology infrastructures virtualised in cyber space. Organisations 
therefore also need to invest in the security controls needed to 
safeguard their sensitive data, wherever it is located.

Safeguarding the value provided by AI 

Measures to protect data and AI platforms themselves are essential 
both to defend assets from hackers, but also protect against accidents 
and data loss. For AI running in the cloud, while no additional security 
may be needed, integrating all security controls into one overall security 
posture is essential. And as the cyber threat evolves, security must also 
evolve while acting as an enabler for the business value expected from 
that AI investment.

Atos’ approach is to adapt and apply the National Cyber Security 
Centre’s 10 steps to cyber security to AI solutions. We help organisations 
invest in the relevant security controls in the right places quickly, while 
also laying the foundations for prescriptive security and futureproofing 
AI as technologies advance.

Just as edge-based processing and swarm computing offer real 
efficiencies in computing, these must be combined with rapid threat 
diagnosis and context-aware interpretation so that organisations can 
monitor, predict and pre-empt cyber threats as they emerge.

‘Regulation dimension’ of compliance 

The era of ‘data Wild West’ is over thanks to regulations such as the 
General Data Protection Regulation (GDPR). Organisations now need 
to understand and implement these regulations while also having 
guarantees against any form of ‘regulated intrusion’ into their data.

Checklist
When reviewing the security profile of an AI environment, 
organisations should consider the following questions.

• How well do you understand the cyber threat facing your 
organisation, not just the data you process, but also the 
stakeholders you work with and the supply chain that you operate 
in?

• Taking account of GDPR and NIS, are you investing in the right 
places to achieve the correct levels of security for how your 
sensitive data should be protected across the cloud?

• Are your current security controls providing sufficient visibility, 
context and insight to the threat facing your sensitive data?

• How could automation reduce time taken to diagnose, react and 
recover from security incidents that could affect your AI platform?

• How ready is your organisation’s Leadership Board, security and 
commercial teams to manage the consequences of a high-profile 
cyber attack?
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