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“ GDPR has fundamentally changed data privacy and the way we view
data in society. Those who understand how to deal with personal
information and data analytics in line with the regulations will gain the
trust of consumers and, with it, business growth. The role of IT and an
organizational data culture will be the crucial success factors.”
Olaf Badstuebner,
Global Financial Services, Head of Risk,
Compliance & Security at Atos
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In the late 1960s, economist Harvey Leibenstein
put forward the concept of X-inefficiencies. These
occur when enterprises employ more resources
than are actually needed to produce a particular
output. In other words, unused capacity is an
X-inefficiency.
An X-inefficiency is a useful way to frame the
current situation regarding Financial Services
data regulations. No organization wants to
overspend on compliance, data protection,
or digital resources and pay the price of
X-inefficiencies.
Yet a lack of investment in the right inputs could
be the reason why we have seen such low levels
of readiness. Not just for the introduction of GDPR.
Or even balancing the requirements of GDPR
with those of PSD2. But also in establishing a ‘data
culture’ that will ensure Financial Services brands
regain the trust of consumers and deal with
mounting competitive pressures.
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What is
at stake?
Whether restoring it or retaining it, the issue of consumer trust is a major concern for banks and insurers. Especially with the introduction of the
EU General Data Protection Regulation (GDPR). Just six months before it was due to become law, IDC found that only 43% of organizations were
prepared for GDPR compliance . That number inevitably would have decreased in the run-up to implementation. However, meeting the 25 May
2018 deadline for setting up the right processes and technologies to cope with new GDPR obligations was tight – if not impossible – for almost
half of enterprises.
Yet the introduction of GDPR has to be taken in context. For example, the recent introduction of PSD2 and the not-so-distant financial crises of
the late Noughties. If GDPR goes some way to shoring up trust in the financial system, then PSD2 responds to demands for Financial Services to
move with the times and enable third party access to payments data. There is a delicate balance here.
The delicate balance between PSD2 and GDPR
On the one hand, GDPR would suggest the
best data policy is to ‘raise the drawbridge’
to secure data and avoid stringent fines. On
the other hand, PSD2 says that, with the right
permissions, Financial Services providers
must create an appropriate ‘right of way’.

Was the lack of readiness for GDPR identified by IDC – and, in turn, balancing the requirements
of GDPR and PSD2 – down to X-inefficiencies? Did organizations decide against reviewing their
data processes in good time, hiring the right people and investing in new technologies (the
inputs) because it would cost more to meet both regulations (the output)? Or could it be that
Management simply underestimated the scale and complexity of the problem?
Wherever the fault lies, the real question is how do large banks and insurers strike the right
balance to enable third party access and protect data without overcommitting resources?
Especially when return on equity (ROE) is under scrutiny from shareholders more than ever.
Perhaps the best place to start is by looking at what is now required.

The new compliance challenge
It is not news to say that GDPR places increased responsibilities on firms for personal data protection. However, what has come as a surprise to
executives is the magnitude of the shift from previous data protection legislation.
The ‘right to be forgotten’
and the ‘right to restrict processing’
Firstly, there is the level of protection
enshrined in GDPR clauses. Here, we find
that individuals now have not only the ‘right
to be forgotten’ but also the ‘right to restrict
processing’. The ‘right to be forgotten’ allows
an individual to request erasure of their data.
They may also choose to ‘restrict the right
to processing’ where that data is no longer
necessary for the processing purposes for
which it was collected or if they believe the
processing lacks a legitimate basis – for
example, due to the withdrawal of previously
given consent. For banks and insurers, both
scenarios require investments in tools that
help delineate personal data for financial
processing, marketing, and internal modeling
or just financial processing.
The appointment of a DPO
Secondly, GDPR requires organizational
changes. In particular, the appointment of
a Data Protection Officer (DPO). In large
companies there is a sharp spike in demand
for qualified professionals. In fact, some
estimates suggest that there is a shortage of
around 25,000 DPOs. This has implications
for remuneration, training, and the structure
of Risk Management or Compliance
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departments. It is also beginning a huge
change of culture towards the higher level
of data privacy awareness needed in most
financial institutions.
The degree of granularity
Thirdly, the degree of granularity has
increased. Under GDPR, the way a bank or
insurer sources, manages, and processes
data will change. Providers need to commit
resources to reporting how they are ensuring
personal data remains private by design (i.e.
by default).
To detect and to inform
Last but not least, all financial institutions need
sufficient processes in place to detect data
breaches and to inform the authorities “without
undue delay” and “not later than 72 hours
after having become aware of it.” Individuals
must be notified, especially when the breach
is likely to result in a “high risk to the rights and
freedoms” of “natural persons”. With the sheer
complexity of distributed stored data in today’s
financial institutions there is a clear challenge
to ensure that a sufficient breach notification
process is in place. Aside from what is new,
one of the biggest challenges facing banks
and insurers is what is old: namely legacy
systems. Saddled with cumbersome IT and

data warehouses full of information that
is difficult – if not impossible – to search,
companies are at risk of non-compliance.
Put simply, if you cannot trace someone’s
personal data then you cannot protect it, let
alone delete it if required. This can lead to
heavy fines.
Layer all of these GDPR challenges on top of
the resource requirements of PSD2 and it is
clear that there are no quick fixes or off-the-shelf
solutions. Despite fears of X-inefficiencies and
wasted resources, without investing to address
each of these concerns, it is also hard to comply
with the new requirements. But that should not
deter banks and insurers from trying.
In fact, if they don’t they are leaving
themselves exposed in three ways:
1. Non-compliance with PSD2, leading to
penalties dictated by individual EU Member
States.
2. Non-compliance with GDPR, leading to
fines of €20M or four percent of global
turnover.
3. Lack of consumer trust in the brand,
leading to loss of market share.

What must banks
and insurers do in the short-term?
It is important to recognize that compliance
with GDPR alone is not enough as it must be
within the context of PSD2. At the same time,
the nature of Financial Services is changing
– for example, as new digital products and
services are launched. As a result, so is GDPR
and PSD2 compliance activity. So it pays to
consider a dual approach.
On the one hand, on top of PSD2 compliance
there are those requirements that must
be met to be able to demonstrate GDPR
compliance since 25 May 2018.

These include (but are not limited to):
• Undertaking a company-wide Data
Protection Impact Assessment to discover
gaps in data knowledge.
• Establishing a Data Protection Officer
(DPO).
• Recording what personal data is held
on what server and where within the
organization.
• Integrating the software applications that
allow you to trace this data through your
systems (i.e. tracking names, emails, IP
addresses).
• Performing a database cleansing exercise to
ensure customers have opted in to their data
being held in existing records or processes.

• Creating the reporting functionality within
legacy and new systems to provide
management, auditors, and regulators with
details on how processes use personal data.
By implementing these elements, the bank
or insurer – at the very least – demonstrates
to the regulator that it is serious about its
compliance obligations.
On the other hand, Financial Services
providers need to go much further to
incorporate PSD2 provisions, avoid penalties,
maintain the trust of customers as they
become more data-savvy, and use data as
the driver of digital transformation. And this all
comes down to your ‘data culture’.

Why focus on data culture?
At the very core, PSD2 and GDPR
compliance is about having a clear
understanding of your data, your business
processes, and what data can be used for,
including:

Yet even the best tools in the world cannot
help you achieve all this and balance PSD2/
GDPR compliance if you do not know the data
you have, where it is, or how your workflows
depend upon it.

• How to share data within an ecosystem of
partners and suppliers while retaining the
ability to remove it or restrict its use at any
time in the future.

Few people are talking about the need for
an enterprise-wide, integrated data culture
that relies on a new style of data warehouse.
One that gives freedom to navigate individual
details, set parameters, and layer processes
that work within those parameters. That is
because it seems easier to approach PSD2,
GDPR, and consumer trust as individual issues
rather than reviewing – then changing – how
you deal with data across a large and often
siloed global operation.

• Building new products and services on the
open banking model.
• A complete view of all data, all processes,
and all attack vectors and the security
protocol to respond.
• Defined protection for personal data with
meta tags that make it easy to find, restrict,
or remove an individual’s details.
• Easy reporting for management, auditors,
and regulators (including how a new product
– e.g. the connected car – uses data).
• Accurate data that gives auditors,
regulators and, ultimately, customers, trust
in your system.

adds another layer of difficulty. Cloud systems
make it harder to control data sharing and
storage – both in terms of access and security.
Major fines for those who breach GDPR
rules may change this viewpoint. So will the
fact that, unlike PSD2, non-compliance with
GDPR means you are breaking the law. Here,
there are implications for executives with
responsibility for data protection as well as for
the reputation of the brand as a whole. So how
do you go about instituting a data culture?

No wonder IDC found so many banks and
insurers unprepared for GDPR. Most have
evolved over many years and have enveloped
smaller organizations along the way. Their
ecosystems include a complex web of third
party suppliers, partners, and contractors.
As PSD2 opens up the financial system, the
complexity of data sharing increases. On top
of the structural complexity, IT complexity
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The first step is to address technical issues of compliance with GDPR and
PSD2. Legacy systems tend to be slow and sluggish and the data within
them does not usually have the advanced meta tagging that modern
systems do. That makes it difficult to find data, clean up processes, and
share or delete people’s information as required.
Whether developing open banking APIs or
overlaying new protection policies on top
of existing systems, auditors and regulators
expect this as the bare minimum required.

This requires new ways to:

With GDPR for example, interactive dynamic
security log monitoring (i.e. diving into
network and app logs, training the system
to recognize normal patterns, and flagging
abnormal levels of activity at a specific port)
can provide perimeter protection. Yet it is
such a huge job that it requires automation.
Embracing robotic process automation
and advanced analytics that can take feeds
from firewalls and app logs, analyzing them
as it does so, and doing this for all systems,
including regular business process systems,
means a completely different way of working
for many banks and insurers.

• Store and access all personal data,

Even with all that effort, the underlying data
operations and processes will not have
changed. The legacy systems underneath
the new protection layers leave it hard to
navigate or delete data. As Bill Gates has said,
“The first rule of any technology used in a
business is that automation applied to an
efficient operation will magnify the efficiency.
The second is that automation applied to
an inefficient operation will magnify the
inefficiency.” Automation can dramatically
reduce the impact of human X-inefficiencies. It
can also become an expensive white elephant
if nothing else changes.
So the longer-term goal should be to manage
personal data more effectively by creating
a data culture that is based on contractually
bound means of gathering and/or sharing data.
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• Gain a customer’s permission,
• Get that permission via data policies,
• Have corporate-wide, unified master data
and unique identifiers for individuals, and
• Ensure every process (whether PSD2
related or GDPR related) can identify
exactly what permission has been given.
Each of these stages also requires people
within banks or insurance companies to
recognize the value of data. Whether it is
about increasing openness under PSD2 or
asking to use data under GDPR, consumers
want to know what they get back for giving
their permissions. Digitally-savvy consumers
expect more than a personalized promotional
email. They want something of value, like a
better risk profile of their private investments.
In the context of GDPR and PSD2, this means
explicitly giving permission (required under
the former) for third parties to access personal
financial data (enabled by the latter) to turn
that data into increased wealth creation
opportunities.
Once employees understand the potential
of data, use systems correctly, and prove
they are doing so within the bounds of the
regulations, then the data culture within the
organization can change. It becomes the basis
for trust between the brand and the consumer.
For Financial Services providers, committing
to a data culture might be considered a bold
move. Especially when you consider how
many still rely on the old way of doing things.

But it is worth noting the rapidity with
which the landscape of Financial Services
is changing. Just a few years ago,
groundbreaking technologies – wearables,
Internet of Things, Artificial Intelligence,
connected cars, machine learning, robotic
processing automation, and others – were
not considered viable in Financial Services.
FinTechs, InsurTechs, and RegTechs are
convincing us otherwise.
Balancing PSD2 openness and GDPR data
protection needs to accommodate such
technological changes (and the ones that
follow). For example, the open data sharing
under PSD2 might allow you to access health
information from a smartwatch to link it to a
person’s insurance policy. However, the right
to restrict processes under GDPR might mean
you are not able to put the same information
into a chatbot system and talk to the person
about ways to change their policy.

Banks and insurers that embrace a new data culture understand
the subtle differences here. They are the ones that can balance PSD2,
GDPR, and consumer demands because they have invested in the
right foundations – data analytics, data protection, and a companywide data culture.
For the others that still have an over-riding aversion to
X-inefficiencies, the future looks much bleaker: A failure to meet
PSD2, potential fines under GDPR, and a missed opportunity to
restore or retain consumer trust.
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