Directive on digital
transformation:
Manufacturing
3rd Edition

Report

02

Introduction
Following the success of
the previous two years’
Transforming Manufacturing,
Embracing Digital roundtable
events and positive
responses to the first two
editions of the Directive
on Digital Transformation:
Manufacturing report, Atos
and The Manufacturer hosted
a third roundtable event at
Atos’ Business Technology and
Innovation Centre in London on
4 October 2017.
Hosts Mukesh Parekh (VP,
Manufacturing and Retail, Atos)
and Henry Anson (Managing
Director, The Manufacturer)
were joined by a cross-section
of high-profile figures from
manufacturing organisations,
industry bodies and technology
partners to debate some of
the latest challenges and
opportunities preoccupying UK
manufacturing decision-makers.

Using the key directives
identified last year, the
attendees focused on personal
experiences and real-world
examples as they discussed
the impact on the sector of:
Industry 4.0; digital business
transformation; data security,
trust and compliance; and the
STEM brain-drain.
This edition of Directive
for Digital Transformation:
Manufacturing presents
an overview of this year’s
discussions and provides
further key directives for
consideration as you navigate
your own journey through digital
transformation.
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Industry 4.0
While the impacts of Industry 4.0 are still emerging, the entry of the Internet of
Things into the mainstream is a game-changer. In the new hyper-connected
world, it’s no longer good enough just to have a great product. Manufacturers
need to consider Industry 4.0 and IoT as inextricably linked, get beyond the
hype and redefine how their products and customers interact.
We asked attendees:
A product is a product, not a service! What steps have you taken to realise the value of
relationship of the product with the customer?

‘There will be
a digital aftermarket
– a digital thread
through aspects
of life.’
Discussions reflected the scale and scope of
Industry 4.0: it will revolutionise supply chains,
business models, relationships – and change
society itself.
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‘This is actually
about deciding
what kind of society
we want to live in.’

‘There are
opportunities
for collaboration
right across the
supply chain.’

Product…
or service?

Collaborating along
the supply chain

There was unanimous agreement that manufacturers need to reexamine their value to customers and that the lines between ‘product’
and ‘service’ are shifting.

There was a lot of discussion about new collaborations along the
supply chain, accelerate times to market for new products and to
improve product design.

One group took printing as an example. Customers could pay for a
lease or buy a service package with remote diagnostics in-built. The
challenge is how to add value to the customer and lock them in at
the same time by optimising ink usage and so on. A manufacturer
could supply the printer and ink using diagnostics and dispose of
old ink bottles (albeit transferring risk from the customer to the
company, if ink is miscalculated or the pump fails, for example). Across
a whole range of industries, from food, to bottling to pharmaceuticals,
manufacturers could deliver printing all the way along the supply
chain: bottles, boxes and printed labels onto pallets of boxes.

Companies can track assets after they’ve left the factory to deliver
service and support, with data on spares provision and replacement
requirements (for example, in the armed forces).
One attendee introduced the idea of the ‘digital aftermarket’ using
digital twins. Recreating digital representations of every setting and
component along a supply chain will not only ensure traceability,
but make it possible to transform and extend service models and
lay a ‘digital thread’.
There was, however, awareness that manufacturers could be
prevented from being able to make rapid changes to products (such
as aircraft parts) because of the need to comply with essential
safety legislation.

Triangular relationships

New economy of data

With the Internet of Things, new triangular relationships open up
between manufacturers, users and third parties, closing the loop
between product, customer and service.

In fact, every group had concerns about data access and control.
Ownership of data once products have left the factory needs to be
clarified and aligned. Yet where does data sharing stop? The more
devices that get connected, the harder this could be to control, so
access control technologies become even more important.

One group explored how health monitoring devices can connect
patients, doctors and manufacturers, with real-time data for advising,
treating, and even preventing problems happening. This has societal
implications because patients are more empowered to look after
their own wellbeing. At the big data level, health services will
have advanced analytics for commissioning, planning and
targeting services.

As one attendee pointed out, the buying and selling of anonymised
and non-anonymised data is already a multi-billion-dollar business for
the global digital giants. There are new moral questions surrounding
the data trails we leave. Transparency is key – and if users receive
benefit and/or incentives, users will be more willing to give consent
based on legitimate needs (provided data is protected).

Again, current regulations will restrict transformation. Equally, what
level of monitoring do people actually want – not just in healthcare but
in all domains? While ‘digital natives’ may be less resistant to sharing
their data, who owns it and how can it be protected from any misuse
in future? Opinions were divided (around 50/50) on whether people
would want their health and medical data shared.

In conclusion
The combination of Industry 4.0 and the Internet of Things extends well beyond the factory gate and out into the
world of the customer. This is about connecting to what the end customer wants and reacting quickly and flexibly.
Data ownership and transparency will be a challenge. Significant changes in legislation will be needed; and those
industries that could benefit the most, such as aerospace, are probably the most regulated. Data ethics also need
to evolve as part of corporate social responsibility. Digital twins and real-time digital aftermarkets release huge
new potential. Yet rather than focusing on the latest technologies, manufacturers need to concentrate on where
their products and customers meet and how they can collaborate with suppliers and customers. This is a top-five
boardroom topic – and a journey that is only just beginning.
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Digital business transformation
Digital transformation will fundamentally change engineering and
manufacturing design, assets and operations. Yet with only 5% of
manufacturing executives said to be happy with their digital initiatives*
there is clearly some way to go.

We asked attendees:
Is the manufacturing industry guilty of merely replicating digitally, existing ways of doing
business, rather than taking full advantage of new technology enablers? What good examples
are there, and what opportunities haven’t yet been exploited?

‘We know
digitalisation would
be good. We just
don’t know how.’

* Top Digital Transformation Trends in
Manufacturing, Futurum Research, August
2017
While conversations underlined widespread
enthusiasm and a recognition that the future
of manufacturing is digital, there was general
agreement that digital transformation has not
yet taken hold.
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‘It is vital
we understand
where we are,
before we look
to move forward.’

‘Technology is
changing incredibly
fast – there’s a fear
that newly-invested
in technology will be
obsolete after a year.’

Getting clear

Making the leap

Discussions touched on the potential of automation, augmented
reality and virtual reality to transform the industrial landscape.
However, many attendees talked about current haziness – both about
how to access technology and around current operations. Digital can
be associated with jargon (‘buzzwords’), which perpetuates ambiguity.

Fear and trust were words that surfaced a few times. As attendees
pointed out, ‘we need to encourage inspiration as opposed to fear
of technology’ and ‘because we cannot predict the future, it makes it
difficult to trust’.

Clearly, there is some lack of understanding about what digital really
means and how to move forward. This has made it difficult to identify
and promote realistic opportunities.

Culturally, there may until now have been fear of change or risk – for
corporations (in terms of who along the supply chain will benefit) and
at a personal level, with the possible implications of risk-taking for
career success.

One attendee pointed out that companies tend to think that others
are doing better, yet cannot point to major concrete examples. Other
attendees talked about ‘the need to get a greater understanding of
processes’, to ‘get away from metrics and focus on real data’ and ‘to
work out where we are before we can move forward’.

The sheer pace of technological change is another barrier. When
technology is moving at such an exponential rate, how do you justify
investment – and when? As one attendee said, ‘there is a constant fear
that you will fall behind and that the technology will not have a great
impact’.

Investment planning

Think big, start small

There was consensus about the reasons for any slowness to
transform, with the speed of technological change and the constraints
of existing operations both creating uncertainty about investment.

While innovation has been happening on the factory floor, there has
yet to be large-scale root-and-branch change or radical reinvention of
business models.

The pace and scale of technological change impact strategy and
planning. One key barrier may be the mis-match between digital
strategy and planning cycles (typically around 18 months) and
traditional investment planning, where major investments are made
with long-term depreciation over years. This disconnect may be
hindering digital transformation strategy and planning.

While many assets are outdated, attendees could see huge
constraints associated with the cost of replacing assets and making
major technology investments – especially if investors perceive that
the benefits will be felt elsewhere. Instead, there was recognition that
change might need to be incremental, starting with smaller, more
manageable options to prove and deliver value early and then moving
onto larger investment.

Senior sponsorship is key to this, and many companies need new
ways to evaluate returns on investment and mitigate risk. This, in part,
depends on the ability of senior staff to balance commitment to new
investments with other concerns.

There were a few observations about the need to be truly innovative
rather than simply digitising existing processes. Making incremental
change to deliver early value might well be the right path – and getting
beyond optimisation within the factory and towards looking at how to
integrate data and implement change across the whole organisation.

In conclusion
While manufacturing leads the way in industrial technologies and point solutions, business reinvention needs
to be more joined up and systemic. Clearly, companies have to embrace transformation in an age when change is
continuous and the traditional ‘as is/to be’ states no longer even exist. In particular, any disconnect between traditional
(and current) investment planning and new digital investment cycles needs to be addressed. At the same time,
focusing on ‘digital’ and ‘innovation’ as preoccupations creates noise that can act as a distraction for manufacturers.
Instead, companies need to keep their line of sight on the business objectives they want to achieve – for instance, to
maximise available production time/minimise unplanned outages – and decide how to build a case for investment,
and at what pace.
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Data security, trust and compliance
With rapid advances in information and operational technologies, their
interconnectivity and need to electronically connect consumers and an
ecosystem of directly connected parties is growing exponentially.

We asked attendees:
Can any form of secure IT/OT interface be achieved without a strong baseline of robust Identity
and Access Management on both domains?

‘If you get too bogged
down in security,
it can end up
stifling innovation.’

‘Don’t just have
the security team
as a gatekeeper;
you need them as
part of the team.’

There was widespread consensus that strong
Identity and Access Management (IAM) is
vital to limit the exposure of manufacturing
IP, client data, financial and legally privileged
data to a wide range of potential threat
sources, including connected partners and
internal staff. Experience in the wake of major
cyber attacks in 2017 further reinforced
the need for IAM in operational technology
networks as well as IT.

Many companies are seeking to realise
value from rapidly growing volumes of
manufacturing data (for example, for
supply chain optimisation, predictive and
preventative plant maintenance, production
quality assurance and so on) through big data
and analytics. GDPR is also focusing attention.
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‘How do you keep
responding, being
proactive and
pre-empt security
problems, instead of
simply reacting to
issues that arise?’

Evolving threats

Is it still IT versus OT?

Given today’s increasingly complex and diverse cyber security risks,
threats that attendees were concerned about included the following:

There was widespread agreement that differences between the
IT and OT worlds remain in terms of structures and practices. One
attendee pointed out that more standards in OT are needed to ensure
a minimum level of security at all levels. ‘OT was never designed to be
open to the internet, but this needs to happen in order to digitise.

• The routes used to hack data tend to come through the supply
chain.
• Cyber criminals getting into IT services only, then gaining unlimited
access across the factory or the enterprise.
• Mobile devices plugged into laptops as a route into systems.
• The limited scale of IT security teams which can limit the number of
people who can fix security issues, so that problems are not always
addressed as quickly as they should be.
• Problems with ensuring integrity of the data received from the plant
and field systems.

Many attendees could see that in the connected world, convergence
between IT and OT is inevitable. However, the differences (and
possibly a dislocation) between the two might make this difficult, with
work required to build trust and develop a common language.
Attendees commented that ‘some companies need to migrate onto
more sophisticated platforms than Windows XP to improve security
and efficiency.’ Windows XP is still prevalent in many embedded
process controllers found in plant systems, yet it went out of formal
support by Microsoft in April 2014, putting systems increasingly at risk.
Attendees pointed to the need to merge Operations, IT and Security
to maintain data security, trust and compliance – a move that is
already becoming more common among larger companies.

An enabler, not a constraint

Towards predictive security

A number of attendees were interested in the balance between
maintaining security and retaining flexibility. ‘Too heavy a focus on
security can hinder successful operations and innovation’ and ‘Making
data security ‘too secure’ or ‘focusing too much time on security’ can
make systems very hard to integrate or use effectively.’

As organisations, customers and devices become more connected,
‘we need to develop an end-to-end service management approach
that safeguards increasingly distributed and inter-connected operations.’

Things are changing: ‘Engineers are much more aware of the issues
surrounding security – it is becoming much more of a priority when
designing systems.’

While, as one attendee pointed out, manufacturers are starting to
have security teams on site for patching and so on, some discussions
looked towards the introduction of more proactive, automated
security operations. ‘It’s becoming less and less about people and
more about systems, enabling you to respond in a more dynamic
way without needing people in the loop as a failsafe.’

So, the questions were: how do you get an end-to end-security wrap
and know that you are safe in a way that is dynamic? Moving security
closer into the business is key, with the security team ‘advising rather
than keeping watch.’ Another attendee pointed out that security
policies need to be based on robust, ongoing assessment of risk: ‘how
often do manufacturing companies have security updates?’

In conclusion
While direct connectivity allows for real-time ordering and just-in-time supply, it also presents many more cyber
threats to the connected manufacturing business. Being sure who is connecting to your networks, why and with what
permissions is one of the most important security considerations facing the industry. It is critically important to scan
for vulnerabilities and patch them promptly, especially in systems traditionally not directly or indirectly connected
to the internet. Legacy process controllers in 24/7 plants where downtime is an expensive commodity are most
likely to remain unpatched, but also represent the largest financial impact if they are taken down. New approaches to
maintaining cyber security are required. At the same time, taking an active look at vulnerabilities and using the huge
volumes of logged performance and other data to detect poor configuration of active intrusions – increasingly in real
time – is essential to avoid outages and protect revenues.
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STEM brain-drain
With the seemingly ever-increasing pace of technological change, it’s
harder than ever to anticipate and plan for jobs of the future. And with 43%
STEM vacancies not filled*, there is a gap between supply and demand that
is forecast only to widen.

We asked attendees:
How can industry overcome the increasing challenge of the high demand and limited availability
of STEM talent? What are the essential skills for the next 10-20 years?

‘There is a problem
[with STEM
awareness] at preschool; fundamental
changes are needed
in the curriculum.’

Overwhelmingly, there was consensus that
with the future hard to predict and the pace
of change only accelerating, what is most
important is to develop a workforce with
the ability to adapt within a fast-evolving
operating environment rather, stay with a
particular specialism or skillset.

*UK Commission for Employment and Skills Report July 2015.
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‘Industry needs
to influence
what we can
and drive it rather
than wait for
government.’

‘We need the ability
to adapt and
appreciate
what opportunities
are available.
It’s the attitude
not the skillset.’

Changing education

A partnership approach

There was agreement that fundamental change and ongoing
evolution are needed in the curriculum at all stages of education, from
early years through to technical colleges and universities.

A better partnership between government and industry was
discussed. Government needs to play its part by making more
apprenticeships available. Yet many agreed that companies too should
get more actively involved with education and mentoring within
communities to promote the STEM industry. This includes doing more
to systematically capture expert knowledge for the future (within
industry not just education).

Instead of the current tendency to educate and train people to
specialise, we need to produce ready-to-learn, adaptable, multi-skilled,
agile engineers. ‘Education needs to produce curious people who can
think for themselves’ and ‘the digital world makes more information
available to children at a very young age.’
One attendee pointed out that there is little funding available to
open children’s minds about what the education they’re receiving
will help them achieve. Many agreed that much greater interest in
STEM is needed within schools. There was also the view that parents’
perceptions of manufacturing need to broaden and change.

Suggestions included ‘manufacturing days’, during which companies
open up factories to schools ‘to create a buzz’ (as happens in the
US) and technology centres located within schools themselves to
encourage curiosity and raise awareness.
With open source and free software now readily available to schools
and universities, industry-led innovation challenges and competitions
(such as the Atos IT Challenge) are crucial in motivating young people
to experiment and problem-solve. This connects STEM experts
and industry leaders with schools and embeds mentoring into the
curriculum. Moreover, it is a mutually beneficial relationship, with
learning and inspiration flowing both ways.

Cultural shifts
There was a common view that a wider change in culture is needed,
given that the term ‘engineering’ in the UK has a relatively narrow
focus and an image that is not always positive. Other countries, such
as the US and Germany, lead the way in this. In Germany, the term
‘engineer’ has broader connotations that are closer to ‘ingenious’
(versus the associations with ‘engine’ in the UK). And as one attendee
pointed out, ‘the UK could emulate Germany’s cultural view of
engineers, who are viewed as prestigiously as doctors.’
One attendee made the distinction between creating in the UK an
‘expert community’ rather than ‘community of experts’: in other words,
a community can solve problems collectively and adapt rather than
relying on experts.
Another attendee pointed out that some start-ups are focused more
on fast income generation than on building sustainable manufacturing
companies, and that this attitude needs to change to avoid problems
with economic sustainability longer term.

In conclusion
The UK has key strengths: a strong university base, a robust public and private sector digital infrastructure and an
innovative and naturally entrepreneurial academic and industrial community. However, to succeed in the global
market, much more needs to be done to bring together the public and private sectors to grasp opportunities and
accelerate the pace of change. There are opportunities for industry to catalyse innovation programmes between
large and small manufacturers and technology companies, with strong leadership and peer pressure to maintain
momentum. With new generations of ‘digital natives’, the UK must capitalise on their potential and help them develop
into ingenious innovators and wealth creators who see technology as so much more than a space to share the latest
Instagram. There needs to be more participation, signposting and partnership between industry, the community,
government and education. Ultimately, industry must do more to attract and retain new generations of adaptive, multiskilled leaders, engineers, scientists and innovators.
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Key directives
Based on the discussions at the roundtable event, here are three key areas
in which manufacturing industry leaders and influencers could focus their
attention in driving forward digital transformation.

Become
a connected enterprise
The cultural and operational impacts of the next digital shockwaves
look to be wider than any previous digital disruption. They will affect
not only in-plant operations: they will transform traditional models of
selling, delivering and maintaining products and services through life.
We are entering the age of the connected enterprise, both internally
(through vertical and horizontal integration) and out into the world.
Multiple, complex connectivities are forming between people, objects
and systems, up and down the supply chain and across the IT and OT
worlds. With supply chains highly disaggregated, only the most agile
connected enterprises will be positioned to respond to, and pre-empt,
changing conditions and requirements up- and down-stream.
As markets and the digital landscape evolve, collaboration will be
essential. And while businesses may traditionally have been selfsufficient in terms of intellectual property and talent, this may no
longer be the best strategy. Finding ways to share ideas and cooperate is a means to access the smartest STEM talent and ideas
across and between connected enterprises.
For any business, understanding and exploring your own connected
community is now a huge opportunity. Manufacturers should think
‘out of the box’ about who and what they want to connect to.

Turn data into value
As products, customers, objects and systems become ever more
connected, huge volumes of real-time and near-real-time data will
continue to flow. The key for manufacturers is to work out which data
is the value-add.
While businesses may traditionally have held onto their data as
Intellectual Property, in the connected world this no longer makes
sense. Data on product usage, conditions, performance and customer
behaviours all has latent value which manufacturers can leverage.
As more and more companies sell services not just products, the
opportunities for sharing data between manufacturers, retailers and
third parties grows exponentially.
Industrial data platforms are emerging, with access via Application
Prototype Interfaces (APIs) to lakes of data generated through the
Internet of Things. In these new ‘API economies’, data generates value
when it is unlocked and shared with others along the supply chain
who will pay for it.
Today, manufacturers need to be thinking about classifying the
types of data they hold and how to monetise them. This may be a
challenging cultural change; yet in the connected world, some data
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will have as much, if not greater, value than physical assets.

Bridge the physical
and virtual worlds
Automation together with machine learning and virtual and
augmented realities will transform manufacturing design, production
and maintenance processes. By creating rich digital simulations of the
real world, manufacturers can reinvent every stage, from pre-sales
through to design and onto predictive and pre-emptive maintenance.
Yet as the physical and virtual converge and as OT becomes as
connected as IT, this creates more vulnerabilities, with the potential
for cyber-attack and data leakage that have the potential, for example,
to bring down power plants. Assessing cyber security risk and
implementing an effective cyber security strategy is an imperative.
With digital twins as the bridge between the physical and virtual
worlds, any connected enterprise can collaborate with others
to transform the supply chain, for example using full digital twin
renderings of objects to sub-contract their manufacture or operation
to a third party.
Forward-looking manufacturers can think creatively and think big. If
you have a digital representation of the physical world, what can you
simulate, how can you optimise design, increase sales and marketing
and create new opportunities to connect, collaborate and turn data
into value?
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Atos is the trusted partner for your Digital Journey.
As technology continuously disrupts the norms,
our clients can rely on us to guide them through
a successful digital transformation.
At Atos, we embrace this journey, striving
to remain the trusted partner that delivers
digital empowerment to our clients.
uk.atos.net
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The Manufacturer is the leading industry website
and publication which speaks directly with board
level manufacturing executives on issues of policy,
leadership, business strategy, competitiveness and
best practice. The Manufacturer aims to set industry
concerns in a global context and offers businesses
the opportunity to engage with the industrial
community.
themanufacturer.com
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About Atos
Atos is a global leader in digital transformation
with approximately 100,000 employees in
72 countries and annual revenue of around
€ 12 billion. European number one in Big
Data, Cybersecurity, High Performance
Computing and Digital Workplace, the Group
provides Cloud services, Infrastructure &
Data Management, Business & Platform
solutions, as well as transactional services
through Worldline, the European leader
in the payment industry. With its cuttingedge technologies, digital expertise and
industry knowledge, Atos supports the
digital transformation of its clients across
various business sectors: Defense, Financial
Services, Health, Manufacturing, Media,
Energy & Utilities, Public sector, Retail,
Telecommunications and Transportation.
The Group is the Worldwide Information
Technology Partner for the Olympic &
Paralympic Games and operates under the
brands Atos, Atos Consulting, Atos Worldgrid,
Bull, Canopy, Unify and Worldline. Atos SE
(Societas Europaea) is listed on the CAC40
Paris stock index.
Find out more about us
uk.atos.net
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