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Foreword

Public space surveillance is never far from the top of the public agenda and 
has become part of everyday life. Making sure we have an effective and 
proportionate national surveillance strategy is an ongoing challenge.  
A balance must be struck to keep our country safe while implementing  
a level of surveillance that respects our rights to privacy.

The Surveillance Code of Practice and Third Party Certification are essential 

foundations. We are working with public agencies and voluntary adopters to ensure 

high standards, alignment and compliance. New digital technologies, big data and 

cyber security are also important. By better connecting systems and people, and by 

more deeply analysing and integrating data, we can keep evolving and improving the 

UK’s response capability.

The surveillance space is evolving fast. With smart cities, there will be more integrated 

surveillance which in turn will be integrated with other networks and capabilities. I 

can see a time in the near future when sensors could detect somebody on a terrorist 

watch-list pushing a trolley containing explosives through an airport, which would 

alert a camera and use automatic facial recognition to notify authorities directly and 

enable police deployment in near real-time. What is important now is to build public 

awareness and debate about surveillance and how it is conducted on our behalf.

I believe that the principles of surveillance should, like those of counter-terrorism, be 

treated like a Ming vase – with care and respect. Proportionality and transparency 

are key, with a clear assessment of whether there is a pressing need and a legitimate 

aim. Partnership is needed within the surveillance community and between local 

authorities, intelligence services, public agencies, the public and the private sector. 

Together, we can develop and agree how as a nation we maintain our security while 

preserving our current way of life.

Tony Porter 

Surveillance Camera Commissioner,  

England and Wales



Surveillance challenges 

There are six million surveillance cameras in the UK, with around 300 cameras and 30 systems in 
an average town. With technology such as automatic facial and number plate recognition, body 
worn video, gait analysis and other new innovations, these numbers are rising. As the world keeps 
changing, surveillance needs to adapt in five key domains.

Balancing public appetite 
with need for surveillance. 

Public trust and consent for 
surveillance needs to be balanced 
with our needs and expectations 
for personal protection and 
privacy, as well as requirements 
for national security.

Multiple public and private sector stakeholders. 

Effective surveillance involves and relies on a number of stakeholders, from 
government and local authorities to commercial companies and voluntary 
adopters – each with their own priorities and surveillance propositions. Yet 
for citizens and criminals, geographical and organisational boundaries are 
irrelevant – especially in the event of a threat. 

Rapid advances in technology. 

Automatic facial recognition, gait analysis and number-plate recognition have 
quickly become mainstream and generate huge volumes of data. Drones, both 
commercial and for personal use, are proliferating and bring new regulatory 
challenges. Accelerated emergence of new technologies such as audio will raise 
new questions and opportunities. These technologies aren’t used solely for 
security purposes; increasingly organisations such as transport operators use 
them for operational reasons, for example asset management or management  
of passenger flows. 

Regulations and 
compliance.

The regulatory environment 
continues to evolve to keep pace. 
The General Data Protection 
Regulation (GDPR) coming into 
force in May 2018 will have 
further impacts, especially 
around the issue of consent to 
surveillance.

Limited resources. 

Inevitably there are constraints 
on human, technological and 
financial resources across all 
agencies and organisations, and 
yet the threat landscape keeps 
changing and growing. 



Joined-up approach

The  Surveillance Camera Code of Practice (introduced by the Home Office  in June 

2013) and the National Surveillance Camera strategy for England and Wales launched 

by the Surveillance Camera Commissioner in March 2017 underpin the principles of 

surveillance and ensure that surveillance data is gathered and stored legally. They 

include Third- Party Certification for local authorities, retailers, universities, transport 

operators and many others to demonstrate compliance with the Code of Practice.

Yet with 425 local authorities, 43 police forces, plus the intelligence agencies and 

private sector surveillance across the UK – all with different surveillance postures and 

systems – a more joined-up approach could deliver even better results for society at  

a lower cost. These would come through economies of scale, better co-ordination and 

more joined-up resources and information.

Finding opportunities to take an integrated and joined-up approach could drive cost 
savings and improve:

 T surveillance standards and compliance through sharing  
of best practice

 T quality of surveillance equipment and data through sharing of data 
and resources

 T clarity of regulations through increased communication and exchange

 T proportionality and effectiveness of response through more informed 
and timely decision-making and activities.



Question of trust
Surveillance is a sensitive and complex issue. While there’s broad consensus that it is necessary, 

public perceptions of risk and attitudes to proportionality can be especially difficult to navigate. 

Even though the intent and objectives may be clear and sound, careful public engagement is 

needed around the requirements and approach to surveillance. Processing of big data needs to 

be transparent, with clearly communicated benefits to the public. 

Critical to the success of any surveillance-related initiative is transparency and public awareness, 

as enshrined in the 12 guiding principles set out in the Surveillance Code of Practice.

Vision: an integrated surveillance platform
Data volumes are exploding; there is an almost boundless wealth of structured and unstructured 

surveillance data in multiple formats, collected and stored by different organisations using 

different systems, methods and standards. The value of this data would dramatically increase 

if these systems could communicate with each other to build a more complete picture and 

be used in collaboration to identify unusual events and patterns. That value would increase 

exponentially if ‘meta-data’ could place data in a wider picture (for example, if automatic number-

plate recognition systems could automatically raise a flag when registering a specific vehicle).

To maximise the value of data in safeguarding the UK, all existing surveillance capabilities and 

systems could be joined together through one integrated platform. This would connect existing 

systems and allow meta-data queries and alerts to be shared in real time (similar to the insurance 

industry sharing claims and banking ATM systems). The creation of one mega surveillance 

system which collects and assimilates all data is not required.

Having access to this type of platform would enable security organisations and agencies  

to maximise the potential of all the data they already collect. It could be used to track  

potentially threatening individuals and integrate various data sources to prevent a security 

incident from occurring.

An integrated platform would be required to adhere robustly an individual’s right to privacy.  

Any collection of data would have to be thoroughly reviewed in relation to this, and  

respecting individual privacy would need to remain a priority throughout the development  

of any such platform. 

Benefits of an integrated platform include:
 T fewer cameras, thanks to economies of scale and 

multiple use of existing devices

 T better regulated, more transparent surveillance

 T more predictive analysis and targeting of 
resources

 T more efficient use and prioritisation of resources

 T better deployment of resources on the ground

 T more flexibility and responsiveness in the case of 
an emergency



Triggers to deploy 
forces on the ground.

A full, joined-up intelligence picture 
is needed in order to identify the 
trigger factors that would indicate 
the need for extensive surveillance.

Privacy by design to 
protect citizens’ rights.

More transparency than ever 
before – with a trail of how, 
when, for what and by whom 
data is used.

Automated rules for storing, using, 
accessing and destroying data (for 
transparency and consistency).

Situational intelligence for decision-
making commensurate with the threat.

Aggregated data to identify 
patterns, generate flags, and 
trigger human or automated 
actions in real time.



Conclusion

Today we leave data-trails almost everywhere we go. A flow of 
real-time data is captured from sensors and cameras in our public 
spaces; via the internet and mobile phones, there are traces of 
who we talk to, where we travel and what we buy and see online.

As inhabitants of this hyper-connected world, we expect to live, work 

and travel freely and safely. For local authorities, intelligence agencies, 

the police, transport authorities and others, the challenge is how to 

harness these huge volumes of surveillance data to meet citizens’ 

needs and expectations while operating with limited resources. Big 

data, high performance computing, analytics, automation and cyber 

security are all vital enablers in this. They offer immensely powerful 

capabilities to get actionable insights from data in an instant that 

would previously have taken years of scanning and analysis. 

At Atos, we recognise the vital importance of trust and transparency 

in the way surveillance is done. We also understand the immense 

challenges authorities face in managing a complex threat landscape. 

We can see an opportunity to more closely connect and support 

agencies through a secure, integrated platform to improve 

transparency while increasing the ability to pinpoint and respond to 

potential threats. 

We believe that harnessing digital technologies to more easily share 

and analyse big data is essential to underpin effective, efficient and 

proportionate use of the technologies, both for surveillance and 

operational purposes. Working with stakeholders and partners, we can 

support central and local government, transport organisations and 

other agencies to join up and maximise the value of data to achieve 

their operational and security goals.

Claus Larsen 
Global Head, Homeland Security, Atos

We believe that harnessing digital 
technologies to more easily share 
and analyse big data is essential 
to underpin effective, efficient 
and proportionate use of the 
technologies...

Thank you to everyone who took part in our seminar to explore challenges and opportunities 
for Supporting the UK’s national surveillance strategy. 

Particular thanks to Tony Porter, Surveillance Camera Commissioner, and the Information 
Commissioner’s Office as well as the other organisations who contributed: ADS, Crossrail, Chubb, 
Dell, Home Office, Ministry of Defence, Ministry of Justice, Metropolitan Police Service, Public CCTV 
Managers Association, Tech UK, Transport for London, Vigilant Research, WCCTV. 
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