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Ransomware: $1b‘.]fi"m

2016 ! 1,5 million
+300% V82015 open jobs by 2019
4000 ransomware $1trillion cybersecurity: i
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Cyber cri;hne costs quadrupled

from 2013 to 2015, projected
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Atos launches the world-first
Prescriptive Security Operations Center
with automated response

AtOS



Shows only results of predefined correlation rules

Collects structured & normalized data from selected devices

Filters predefined events and correlates them

NSOC watch floor circa 1985

Retrieves information across Data Lakes

Unstructured Intelligence (Social Media, Dark Web, Deep web)

Derives behavior pattern as baseline to detect deviation

SupcSing attacks &

'-‘f“) neutralize 1t
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Anticipate the end of
Moore’s law regarding
physical limits with
quantum computing

0 ik Ant1c1pate the end of

The quantum disruptions
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{-RSA cryptography
Wlth homomorphlc
quan'fum safé solutions
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Quantum | =

Learmning
Maching

Atos launches and markets

the most powerful quantum simulator

in the world

AtOS



DEFINE GATE qft2 = QFT[2]
DEFINE GATE qftl® = QFT[5]
BEGIN
qubits 3
QFT q[e],q[1]1,q[2]
H q[e]
S ql1]
T q[2]
CNOT q[0e],q[1]
GATE ex q[1]
X q[2]
CNOT q[1],q[2]
IQFT q[e],q[1],q[2]
DAG(CTRL(RX[PI/2]1)) ql[2]1,q[@]
DEFINE GATE qft2 = QFT[2]
DEFINE GATE qftl® = QFT[5]
BEGIN
qubits 3
QFT q[e],q[1],q[2]
H q[e]
S q[1]
T q[2]
CNOT q[0e],q[1]
GATE ex q[1]
X q[2]
CNOT q[1],q[2]
IQFT ql[e],q[1],q[2]
DAG(CTRL(RX[PI/2])) q[2],q[e]
DEFINE GATE qft2 = QFT[2]
DEFINE GATE qftl@ = QFT[5]
BEGIN
qubits 3
QFT q[e],q[1],q[2]
H q[e]

Developing quantum applications today

Immediate development of quantum software, training,
and experimentation.

Simulation of a quantum computer with the execution
of a “classic” computer.

Much superior simulation capabilities than any other
affordable appliance.
AtoS
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at the heart

Philippe Vannier,
Atos group advisor for technology
Chairman of the European cybersecurity organization = At®S



Atos Technology Days:

Strenghtening Technology Leadership

May 31 JunelS July 3

Atos Quantum Atos includes ARM UK Ministry of Defense

World-renowned processors with new selects Bull Sequana

Scientific Council Bull Sequana X1310 to support research

® & @ @ ®
Junel5 June 23 July 4
Atos to provide Hoox for Atos launches the most powerful
GENCI with one Mission quantum simulator in the world
of the most
powerful Atos launches world-first
supercomputers prescriptive SOC with
in the world automated response

A0S
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' Highlight Quantum

Learning Machine
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Atos Quantum Learning Machine

A new ultra-compact supercomputer,
the same size of an enterprise server

Qubits in memory Unique firmware

speed up processing optimizing the data exchanges

Specific hardware components

to accelerate specific quantum calculations exchanges

AtOS



The Atos QLM is a
complete appliance:

- A specific hardware infrastructure, with large
iIn‘memory capacity

- An extensible quantum circuit model

- An universal quantum assembly programiming
language: Atos Quantum Assembly Language
(akaaQasm)

- A high-level quantum hybrid language, built on
top of the popular Python language

Atos Quantum Learning Machine

Atos
Quantum
Learning
Machine

Atos
Quantum
Assembly

‘ Hybrid high-level

quantum language
— w w
’ Generator ‘ Parser

‘ Other languages

‘ Quantum Assembly Language

Optimized In-memory Infrastructure

A0S



+ - (Auniversal pfbgramming language: aQasm

The teams working in the Atés Quantum

laboratory have developed a universal language

" (Atos Quantum Assembly Language)

100% quantum

|« Configurable Standardized
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Prescriptive Security Analytics

Atos Prescriptive SOC p db
Intelligence Drive Cyber Security Detection & Response Ower.e ) "
Bullion' |
Threat Artificial s/ Automation & igData 47" \| -BigDataCapabilities I § '
Intelligence . Intelligence & - #Orchestration OCapabilities¢ | -Scalability —=
Machine Learning = 2/ : 2 -Machine Liearning -
LY - -Data visualization
. b Y S O L -One Platform for all
14 Security Codex for Improved Leverage Aﬂgs oWn » MonitorIE, OT & 3 , h services
Operation Security Detection& — R&DINAI/ -  IoTenvironments . :
Centers Response " Machine Léaming . 36b° Security View % v
worldwide _ Time | /)7 ' . A ¢
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Threat Behavioral |- - ). } Automaticresponse:
Intelligence for analytics&Data | .~ detect, reactand neutralize
a360 view visualization | . “int ns with velocity
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Wearable heartbeat authentication - Bull Evidian

Secure access
todataand
critical
applications

Multi-factor Immediate sessions/

authentication Hands-free applications logout

using the | signin when the bracelet is
NymiBand | removed

A0S



Protect IoT
deployments by adding
“security by design”

IoT Security - Bull Horus

Secure data in transit
from theloT to the
systems

AtOS
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Atos Defense Security footprint
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Tactical Combat Industrial Intelligence Cyber
Communications Management Solutions &Reconnaissance Security
Linking missionteams  Sharingtactical situation Enhancingreadinessof Providingintelligencefor Securing strategic assets
securely on the battlefield combat platforms combat missions & organizations
Support & Back Office Missions \

Designing, building and running global support & back office information systems

AtOS



Tactical Communications

Securing intervention forces: Hoox for mission

4G / LTE advantages Hoox Smartphone

Ultra-secure Android phone with
mission-oriented user interface

- Use data-intensive mission information (photos, map, videos ..)
-Share the tactical situation in reflex time
- Best-of-breed for handheld device

+

Critical communication features

-Resilience of communications

|

«.I

o Hoox Hub

Carry-on module switches transparently to
appropriate communication: public LTE,
private LTE, device-to-device

Hoox for mission
critical communications

- Security of communications Hoox LTE Bubbles
- Critical user features (push-to-talk, blue force tracking) Deploy local, secure private
LTE communication

AtoeS



End-to-end cybersecurity capabilities

Atos Consulting Atos Prescriptive
Security Risk Assessment Operations Center
Audits & Penetration tests Privacy
Regulation Compliance A holistic approach Cyber Emergency Response Teams
CrisisManagnctd Can fhundorel | ManagedSecurity Services

CyberInsurance
Data Security

Bull Trustway Identity & Access

. Management Solution Suite
IoT security Bull Evidian
Bull Horus powered by Bullion '
Comnsﬁjcnl:{::tions &DA%iégls;dfc:‘lﬂ%l Aws !









