
Is the service offering a McAfee Centric and exclusive solution?

No.  The service is centered around McAfee Enterprise Security Manager, which supports over 2,000 devices and data sources that may exist 
in a corporate network.  Additionally, McAfee’s Data Exchange Layer (DXL) will extend interoperability capabilities to integrate supported 3rd 
party vendors.

Customers do not have to replace their end-point products; however, there may be limitations compared to a fully 
integrated McAfee native solution, which can optimize the security protection and remediation.   
Atos highly recommends to assume management of the end point solution to provide maximum benefits,  
but it is not required. 

My company owns a non-McAfee end-point solution.  Would I need to replace it in order to subscribe to 
Atos Prescriptive Security?  Would Atos need to assume management of the end-point solution?

Atos  
Prescriptive Security
frequently asked questions

My employer currently has a Threat Intelligence feed subscription.   
Could Atos integrate that feed into the service offering infrastructure?

Yes, through the Data Exchange Layer (DXL), external Threat Intelligence sources can be integrated into the service offering.

My company policy requires that any services provided by 3rd parties are hosted internally and no 
information to be shared outside our organization.  Could the service be an on-prem dedicated solution?

My company has a high Mergers and Acquisitions (M&A) history.  Would the service accommodate for the 
changes, either increase or attrition, related to M&A activities?

Yes. Atos’ service model provides a consumption up and down flexible model ideal to our customers.  Our solution, built on top of the best-in- 
class, high-end computing bullion platform, scales and contracts on demand to satisfy real world situations.  The service offering is the only true 
Cloud Managed Security Service (MSS) with elastic performance to bridge the merger activity by providing a single pane of glass between the 
merging entities and maintaining a strong security posture during the transition.

Yes, however the benefits will be considerably limited, including cost savings.  By maintaining a “closed” service offering implementation, your 
organization will miss the benefits of receiving “real-time” threat intelligence and information that our cloud service provides.  The Global 
Data Exchange Layer (DXL) requires bi-directional communications, thus requiring an anonymous level of information sharing.  The offering 
is fine tuned to leverage our bullion platform avoiding bottlenecks and waste, related to dedicated Hardware/Software, providing maximum 
investment savings and best in class performance.
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Frequently Asked Questions
What are the main differentiators of the Atos Prescriptive Security offering?

It is the first true Globally Integrated service that combines Threat Intelligence, Threat Analytics, 7x24 Traditional and Automated Incident 
Response.  The service offering is also the first true elastic, scalable Managed Security Consumption Service based on actual usage and 
demands, and not limited or fixed by Hardware or Software.  Built on top of the Atos bullion server platform, the service offering delivers 
the benefits of Big Data by integrating analytics of unstructured data in the near future breaking another milestone for the offer: the first 
Prescriptive Security service in the market.

My company is global - do we need to manage security globally while still adhering to local law  
and legislation?

Why is Atos delivering the service on McAfee technology?

As a managed Service Provider, Atos has decided to go with the future technology for connecting Security services. As a Systems Integrator, 
Atos has the needed capabilities to connect other technologies to the McAfee Architecture by leveraging the DXL-Bus technologies as well as 
interfacing the bus from other technologies in IT,  OT and IoT .

Does the Prescriptive Security service help with compliance? HIPAA? How?

Yes, with pre-developed compliance reporting capabilities, it helps demonstrate that you have control over your data. Due to compliance 
issues, there is often the demand to validate that services are operated according to the appropriate rules and to provide a report for technical 
issues. Atos Prescriptive Security can be used by customers to automate the gathering of compliance data from the appropriate event sources 
and produce reports adapted to existing rules, regulations, and laws.

Where do I get more information?

You can get more information on our website at: atos.net/en/north-america/prescriptive-security. Or make a request by going to:  atos.net, click 
on the mail icon (top right corner), and fill out the form. 

How long would it take to get up and running with the new security service offering?

The onboarding process varies from customer to customer.  A typical customer gets onboarded within 90-120 days.

Can I see a demo?

You can request a demo at any time through your Atos account executive,  or make a request by going to atos.net, click on the mail icon (top 
right corner), and fill out a contact form.  We are excited to show what we can do for you!

I work for government/military.  Is this service ‘approved’ for use?  Security accreditations?

Although Atos processes are built on ISO 27000 and NIST guidelines, the service has not been certified for US Government and Military/Defense 
applications.  We expect to start certification and accreditation process early 2018.

Atos Prescriptive Security enables local and global SOCs to operate as one unit, while still offering the ability to leave the data in each region.
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