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Do more, risk less.
Today and for the foreseeable future, your business is done online. 
How can you protect your company and your investments while 
allowing 24x7 access to information and networks? Preparing for 
today’s risks effectively and efficiently requires a different approach to 
security, one designed for today’s unique threats.

It’s hard running a successful business. 
There are so many things you have to  
do to maintain a competitive position.  
This includes driving down costs and driving 
up growth, increasing customer retention 
and fostering innovation. Of course you 
know that maintaining information security 
is mandatory, so you have some solutions 
in place. But just how prepared is your 
company to deal with today’s cyber threats? 
From the ever-widening proliferation  
of active, malicious threats to the  
ever-expanding number of channels 
by which privileged information can be 
exfiltrated from your company either 
intentionally or accidentally?

Atos believes that the overwhelming majority 
of businesses simply do not have the key 
skills to combat today’s complex threats. 
Many of our customers realize that keeping 
pace with the latest security innovations and 
risks is a formidable task that can distract the 
business from its core mission. Rather than 
listening to customer concerns, you may find 
yourself sitting in yet another meeting trying to 
understand the latest threats and the newest 
solutions to combat attacks. 

Atos has also found that many businesses 
emphasize detection without always thinking 
through response and remediation.  
Detection is only useful if a business can 
act – and act effectively – once an attack 
has been detected. Accordingly, Atos Cyber 
security services are built to both detect and 
respond to attacks. Atos CSIRT has been 
designed to enable near real-time response 
to attacks, as well as to anticipate them and 
forensically dissect them. This layer of security 
is mandatory in today’s threat environment.

Prepare for cyber threats in a  
time of ‘always on’ business
Legacy security solutions such as firewalls 
simply were not built to deal with advanced 
persistent threats – not any more than 
Facebook was designed to handle ‘snail mail.’ 
Facebook, Android, and iPhones have changed 
both business and the risks businesses face. 
Agility and workforce satisfaction may improve, 
but the types and complexity of risks has 
changed dramatically. In this environment you 
need to be prepared for anything. And you 
need to be able to respond to anything.  
This requires a more complete solution – 
delivered by someone with the specialist skills, 
tools and resources (and proven success) to 
protect you against today’s threats. In an age 
of unknowns, you need an experienced guide. 
Atos is that trusted, experienced guide.  
Our end-to-end security solutions makes you 
not only more secure, but also more able 
to predict and reduce new threats without 
interruption to your core business.  
Atos improves your protection against threats 
while you and your workforce can focus on 
what you do best—your business.

Our track record
Atos has more than 25 years of experience  
of providing robust, comprehensive and  
fit-for-purpose security solutions and services 
for organizations across all business sectors.  
We have a proven ability to deliver solutions for 
companies and organizations with extremely 
rigorous security requirements. A clear 
example of where we have demonstrated  
this ability to predict and deal with cyber 
threats while ensuring smooth successful 
operations is our work for the International  
Olympic Committee.

Games IT Systems, Security Information and Event Management Statistics.

The Atos SIEM platform received over 255 million syslog messages during the Olympics

From these raw messages 4,5 million signi�cant events were identi�ed

SIEM raised internal incidents for 5,324 of these events for SOC assessment

Of these internal incidents 686 were raised to venues as tickets

During the London 2012 Olympic Games 0 security incidents impacted live competition
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Atos CSIRT provides near  
real-time mitigation for 
security incidents. We don’t 
merely detect; Atos responds.

The Olympic Games – four  
billion people watching, zero 
security breaches
As Worldwide IT partner of the International 
Olympic Committee, we have designed, 
integrated and managed the multiple IT 
systems of every Games since 2002.  
The Olympics is not only a security challenge  
but also a Project Management challenge.  
How many of your projects experience delays? 
The Olympics is unmovable in terms of start 
and end date; each event needs to begin at its 
exact scheduled time. Atos has consistently 
met every deadline required by the Olympics to 
ensure the Games operate like clockwork from 
an IT and security point of view.

At the latest games in London and Sochi, with 
more than four billion people watching on any 
device, anywhere, anytime, cyberspace threats 
were at the highest level ever recorded. It was 
the first ‘Social Games’ – with an unprecedented 
level of social media activity, creating new 
sources of unknown cyber threats.  
However, because of our approach, we ensured 
that no threat, whether known or unknown, 
affected the smooth running of the Games or 
threatened critical information.

How we did it
We followed our proven approach from 
previous Games throughout the project 
lifecycle, putting in place an IT security 
architecture that ensured that security was 
pervasive throughout the Games IT systems. 
This included our Atos High Performance 
Security (AHPS) managed SIEM service – 
which combines the in-depth knowledge 
of our security experts with a purpose-built 
24x7 Security Operations Center. This service, 
developed as a direct result of our involvement 
in the Olympic Games, is able to react to threats 
in real time, 24x7 – and enable forensic analysis. 
Potential events are analyzed and correlated 
based upon their business risk profile, and 
escalated when there is clear evidence that 
they fall into a high-risk category. This solution, 
put in place along with consistent security 
policies and behavioral procedures, minimizes 
the chances of activities being interrupted by 
‘false alarms’. It also creates true ‘situational 
awareness’ across the entire IT architecture.

 

Our approach ensured that during  
London 2012 and Sochi 2014 – the most 
social, cyber threat exposed Games to 
date – no threat was allowed to damage 
IT or affect the Games.

 

“ With the support of Atos, all the Olympic Games since 2002 have  
been  securely designed, built and operated without a single  
IT-related incident. A perfect score.”
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It’s complicated...
From the ‘outside’ running a business may seem simple. You create 
products and/or services and sell them to customers. But, as shown 
in the rich picture below, today’s businesses operate in a complex and 
challenging environment, an environment of mobile workers, regulations, 
cyber criminals, malware, cloud computing, identity management, supply 
chain management and cost cutting. Each of these areas presents your 
business with challenges and opportunities as described below.
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Customers
This is what your business is all about. In the 
rich picture, customers occupy only a small 
part of the picture. Other activities, in a sense, 
could be seen as a ‘distraction’ from your core 
goal – retaining and increasing customers. 
Those ‘distractions’ are not unimportant 
though – in fact, your entire business may 
depend upon them. Regulators may find you 
noncompliant; hackers may steal priceless 
private data; networks may go down. And there 
are new risks arising daily. For example, today’s 
customers demand access from anywhere, at 
any time, from any device.

They ‘want an app for that.’ Yet at the same 
time, a security breach can have devastating 
consequences for your brand image, share price 
and customer retention. And the more widely 
you make information available, the more risks 
you may face.. Atos provides security services 
today to clients all over the world who, like you, 
face challenging environments.

Globally we provide security services to secure 
networks, identities, endpoints, and applications. 
We offer the broadest range of identity and 
access management solutions in the industry, 
including the well regarded Evidian brand.

In the UK, over 18 million citizens use our 
services, in the form of the Government 
Gateway, to do everything from apply for a 
driver’s license to file their taxes. The system 
is powered by Atos’ unique transaction 
capability, providing secure and 99.99% 
trouble-free processing for the largest 
requirements. It handles close to 500,000 
tax-related transactions on its busiest days.

“ …the Government Gateway is a 
major government asset…and, 
with over 18 million users, it has 
become a linchpin in the delivery 
of public sector eServices to 
citizens and businesses alike.  
We have achieved this by 
focusing on the quality of 
the service provided to our 
customers whilst keeping 
up with ever-changing 
requirements to ensure the 
Government Gateway is  
well positioned for the future 
and continue to be at the 
heart of the Transformational 
Government agenda.” 
UK Government eDelivery Team

Exploring the key threats
Our rich picture outlines the extraordinary environment that 
businesses operate in. Described below are five key areas where your 
efforts to offset cyber threats may have the greatest impact.
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Hackers and Cyber threats
Today’s hackers use sophisticated malware  
sold online and, perfected over time.  
These advanced attacks are difficult to detect, 
targeted, persistent, and sometimes funded 
by foreign governments. The value at stake 
has never been greater – corporate IPR, credit 
card information, government emails and even 
weapon system design.

To meet the unique threats posed by APT’s 
and zero-day malware, Atos offers. Atos High 
Performance Security (AHPS). It has been 
developed for clients through our globally 
renowned IT security services defending the 
Olympic and Paralympic Games. The Games 
are a target for hackers globally, yet to date the 
Olympics have not suffered a single IT security 
related breach.

AHPS does not rely on any single security 
product but instead gathers information from 
multiple sources and analyzes and correlates 
that data. Suspicious events are investigated 
in near real-time by trained personnel who are 
able to react and, as needed, remediate. 

As shown right, AHPS allows Atos to filter the 
noise from millions of potential incidents into a 
manageable set of ‘trouble tickets’, and resolve 
those down into zero actual security events. 
This kind of multilayer defense is a requirement 
to combat today’s most targeted threats.

“ By deploying the Security 
Information and Event 
Management (SIEM) solution, 
Atos was able to effectively  
and efficiently manage the  
large number of IT security 
events that were recorded 
during the Olympic Games 
to ensure that there was no 
disruption to the Games  
IT infrastructure.” 
Jean-Benoit Gauthier – Director of 
Technology and Information – IOC 

255
million 5324 0

Filtered 
events

‘Trouble 
tickets’

Security incidents 
impacted live 

competition

Actual figures from the London 2012 Olympic Games
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Cloud Computing
The cloud is here to stay and will  
exponentially grow. The cloud’s always-on, 
data-anywhere model of computing and 
storage introduce numerous new security 
considerations, and Atos has found that many 
enterprises have justifiable concerns about 
guarding their data and information in  
cloud environments.

A key pillar in protecting cloud assets is  
identity management – ensuring that data,  
wherever it resides, is accessed only by  
appropriate personnel. At the same time, these 
personnel want to avoid re-entering passwords 
for each cloud resource. Atos has a portfolio of 
Identity Management solutions and services to 
help address cloud security concerns.

Users can log on to different applications, either 
inside the enterprise or in the cloud, using the 
same authentication credentials. With Atos’ 
Evidian Identity and Access Management and 
Single Sign-On, cloud security and accessibility 
are performed inside the Enterprise along with 
the security of internal applications. Thus, the 
access policy is coherent and can be controlled 
and audited with the same tool.

The benefits of this become obvious. For one  
healthcare client, Atos provides Single  
Sign-On combined with self-service password 
reset and multifactor authentication.  
Roaming medical staff benefit from  
kiosk-based secure access with clinical 
applications immediately available. This enables 
rapid access to information—particularly 
important in a hospital environment.

For Barclay’s France, Atos provides a solution 
that combines SSO with biometrics – making 
access to digital assets secure, rapid  
and convenient.

The Mobile Workforce
Yesterday’s workforce used locked down, 
hardened computers where unapproved 
software could be kept out of the corporate 
environment. But today’s workers are not 
merely mobile but also operate in a  
‘wide open’ manner. 

They carry their preferred endpoint, they visit 
untested web sites, their preferred operating 
system is not Windows but named after a 
confection like ‘KitKat,’ and they download 
untested apps (which may or may not leak your 
confidential data out to unapproved servers). 
How is a business to function normally and 
securely in this new environment?

One solution Atos has developed in 
partnership with Digital Guardian combines 
data loss prevention (DLP) with privileged 
user management (PUM). This solution is used 
today by one customer to bring together the 
best features of both DLP and PUM. From a 
DLP perspective, there is continuous auditing 
of what actions are performed on data as well 
as ‘built in’ responses to data movements (for 
example, blocking attempts to send data to 
dropbox). At the same time, PUM is used to 
provide highly granular access rights only to 
appropriately authorized personnel. Today, this 
Atos solution provides highly secure, audited 
access to one company’s critical SAP systems, 
helping to ensure critical content remains 
only in the hands of authorized personnel—
wherever they may be.

Governance and Compliance
For the reasons just cited, compliance, 
regulation and governance have never been 
more important.

Especially today, customers and shareholders 
need assurance that your company is following 
recognized international standards. 

Atos helps companies understand and achieve 
compliance. Our compliance specialists 
are experienced in Security Policies and 
Accreditation, Identity Management, PCI DSS, 
ISO27001, HIPAA compliance and certification, 
Business Continuity and Security awareness 
training. For one aircraft manufacturer, Atos 
provides global support to the Information 
Assurance department for the certification and 
accreditation processes for aircrafts. 

Atos’ cross-functional expertise for this 
company includes everything from PEN 
testing to advisory on security policies, as well 
as participation in the security accreditation 
processes, such as Common Criteria. 

For another example, Atos provides security 
services for a secure email system used by 
nearly 500,000 legal personnel in Germany. 
This solution ensures compliance with laws for 
the promotion of electronic legal transactions. 
Atos provides high system availability, 
compliance, and protection of confidential  
and sensitive information.

Our clients include government agencies 
all over the world and as such, we have 
documented expertise in analyzing and 
deploying IT services that meet both local  
and internationally recognized standards.  
We’re experienced in delivering compliance 
solutions in every sector from Governments  
to Retail, Oil and Financial Services.

Each sector may have its own unique 
regulatory requirements and Atos specialists 
can help you determine how best to meet  
the regulations within your particular  
sector – without exceeding your budget.

Today Atos offers a unique solution 
combining Data Loss Prevention and 
Privileged User Management—a ‘double 
layer’ of security for particularly  
sensitive content.

Atos helps nearly half a million legal 
specialists with a solution to send secure, 
legally compliant email—enabling real-time 
business without jeopardizing compliance.
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Why Atos?
Do more, risk less. Cyber security and compliance management 
are core business to Atos. Our experience in all markets and 
understanding of industry specific business processes and  
operating models enables us to deliver the solution you need  
in a cost-effective way. 

A global cyber security leader

A world leader in integrated cyber security,  
Atos is unique in providing an end-to-end 
protection, encompassing:

 �Global security lifecycle management, 
from consulting to managed cyber security 
services, with more than 4500 security 
specialists worldwide and eight 24x7 Security 
Operations Centers across the world

 �Global IT/OT security expertise across digital 
value chains, from connected objects and 
cloud applications to back-office platforms 
and critical IT infrastructures

 �Global business security expertise across 
specific markets, from manufacturing, retail 
and transports to finance, telco, media, 
utilities, public and health.

 

Atos’ expertise builds on more than 25 years of 
experience in providing robust, comprehensive 
and fit-for-purpose security solutions and 
services for the most demanding organizations. 
It also builds on the acquisition of Bull in 2014, 
a recognized player in defense and Big Data, 
with advanced solutions in identity and access 
management, security analytics, encryption, 
and critical systems for defense and aerospace. 
As a result, Atos  not only offers the largest 
set of security technologies to build and run 
appropriate, custom and business-driven 
security solutions, thanks to its vast ecosystem 
of partners. It also provides breakthrough 
technologies when high-end and sovereign 
security solutions are needed.

A key player in cyber  
security practice 
All of Atos’ security experts continually refresh 
their knowledge and best practices through 
active participation in national and international 
forums. Atos is a corporate founder member 
of the Institute of Information Security 
Professionals (IISP). We are also a member of 
many of the independent organizations created 
to unite vendors, providers and regulators to set 
standards and work on regulations, including:

 � International Cyber Security Protection 
Association (ICSPA) – fighting cybercrime  
and driving training

 �European Cyber Security Protection 
Association (CYSPA) – helping the industry 
protect itself

 � Information Security Forum (ISF) addresses 
key issues in information risk management 
through research and collaboration

 �European Organisation for Security (EOS) 
provides a platform of collaborative work for 
its members

 �The Cloud Security Alliance (CSA) promotes 
the use of best practices for providing 
security assurance within Cloud Computing.

And, of course, our extensive client list across 
industry sectors proves we can deliver. 
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Prepare for the unexpected – now
Today’s world contains potential cyber threats 
that you may not anticipate. To deal with them 
you need more than security products: you 
need a trusted, experienced partner.

Why not attend one of our assessment or 
innovation workshops - where you can learn 
how we have helped other organizations to 
tackle new kinds of exposure, and hear more 
about the latest best practice in cyber security?

Or apply for one of our free consultations, such 
as the Atos Security Scan. In these sessions we 
can assess the current state of your security 
position and determine whether it is fit for 
purpose given current and emerging threats.

The time to act is now
To find out how Atos could be the partner you 
need, contact us now at security@atos.net
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For more information, contact: security@atos.net
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About Atos
Atos SE (Societas Europaea) is a leader in digital 
services with 2014 pro forma annual revenue of 
€11 billion and 93,000 employees in 72 countries. 
Serving a global client base, the Group provides 
Consulting & Systems Integration services, 
Managed Services & BPO, Cloud operations, Big 
Data & Security solutions, as well as transactional 
services through Worldline, the European leader in 
the payments and transactional services industry. 
With its deep technology expertise and industry 
knowledge, the Group works with clients across 
different business sectors: Defence, Financial 
Services, Health, Manufacturing, Media & Utilities, 
Public Sector, Retail, Telecommunications  
and Transportation. 

Atos is focused on business technology that 
powers progress and helps organizations to create 
their firm of the future. The Group is the Worldwide 
Information Technology Partner for the Olympic 
& Paralympic Games and is listed on the Euronext 
Paris market. Atos operates under the brands Atos, 
Atos Consulting, Atos Worldgrid, Bull, Canopy,  
and Worldline. 

For more information, visit: atos.net/security


