Protecting
Information Assets for the
Financial Services & Insurance Industry

Your business technologists. Powering progress

Guarding critical
content from today’s
multiple threats
Protecting information assets is a pervasive challenge for
banking and insurance organizations. There can be few
industries with more sensitive data – indeed Financial
Services itself is ranked amongst the top four target
industries for cyber-attacks.1

On average, it takes an organization 2002 days to find out it has been compromised.
Financial companies cannot afford this kind of lag time. You need compliance and
protection – simultaneously – and with real-time response.

Retail Banking

Insurance

Wealth Management

Personally Identifiable Information (PII),
Personal Credit Card Information (PCI)

Personally Identifiable Information (PII),
Personal Credit Card Information (PCI)

Personally Identifiable Information (PII)

£
£

£
£

Distribution of leaks by data type
Data is the cyber criminal’s target, and with the
volume of sensitive data expanding every day,
the threat is at an all-time high. Critical data to
protect naturally includes customer data, but also
trading algorithms, pricing information, M&A
activities and more.

Types of data most at risk in Financial Institutions
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Regulatory Changes in Data Protection

11.7%

New and upcoming regulations and standards
– like PSD II for the Payment Services Industry, the
reform of the data protection legal framework in
the EU, or the Dutch Law on Notification of Data
Leaks – outline the importance of data protection.
The question is, how do you protect your
information assets from leakage or misuse and,
consequently, how do you avoid lawsuits, protect
revenue, and maintain brand equity?

Payment Service Directive II
(PSD II)

Payment Service Providers have to ensure
that user data is transmitted through safe
channels, and that such data is only shared
with the user’s consent.

Once the PSD II has been adopted,
Member States will have two years
to transpose it into their national laws
and regulations. Expected enforcement
in 2016.

Reform of the data protection
legal framework in the EU

The European Commission is about to
reform the EU’s 1995 data protection
directive (Directive 95/46/EC) to strengthen
online privacy rights and boost Europe’s
digital economy.

A single law will also do away with
the current fragmentation and costly
administrative burdens, leading to savings
for businesses of around €2.3 billion a year.
Expected enforcement in 2016.

Dutch Bill on Notification of Data Leaks
will enter into force on January 1, 2016
(see Dutch Government Gazette (Staatsblad)
publication 2015-281).

and affected individuals, and will
significantly increase fines for violations
of the Dutch Data Protection Act
(Wet Bescherming Persoonsgegevens).
The Breach Notification requirements
will not only impact all Dutch organizations,
but will also impact the contractual
relationship between companies in The
Netherlands and their foreign customers.

80.5%

Atos provides absolute confidence in protection
from data & information loss, leakage and misuse.

Personal data and payment information
Commercial secret, know-how
State secret
Undetermined

Dutch Bill on Notification
of Data Leaks

Source: http://infowatch.com/report2014

Source: 1. http://www.theinquirer.net/inquirer/news/2428385/uks-education-energy-and-financial-services-under-cyber-attack
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The law will introduce an obligation on data
controllers in the Netherlands to notify the
Dutch Data Protection Authority (College
Bescherming Persoonsgegevens)

Source: 2. http://intheblack.com/articles/2015/06/01/improve-your-data-security-and-keep-the-hackers-out
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Our approach
DLP Assessment
& Advisory
What is the maturity of
your data & information
protection strategy,
processes and technology?

Benefits

Visibility Study

What is really going
on with your data and
information assets?

Stage 1: DLP* Assessment
and Visibility Study
Our specialist consultants help you to determine
the level of maturity of your current data and
information protection strategy, processes
and technology, in relation to your business
objectives. We recommend undergoing the
DLP Assessment in conjunction with the
Visibility Study, during which we will help you
to outline a strategy to protect your data and
sensitive information assets sufficiently.
The Atos Visibility Study is designed to provide
actionable intelligence on policy compliance,
privileged user and insider activity, as well as
potential targeted cyber-attacks. On a selected
group of up to 100 users, we will show you over a
period of four to six weeks what is really going on
with your data and sensitive information assets.
The Visibility Study is non-intrusive and provides
you with in-depth insights of the maturity level
of data protection at your environment.

On-premise
DLP integration
How to avoid data
leakage and misuse
of information assets?

Our data protection experts will help you
review the reports, identify risks, and advise
actionable steps to help manage potential
threats throughout the engagement.

Stage 2: On-premise DLP*
integration
If weaknesses have been identified in your
current data protection strategy, processes
and technology, we will help you to evolve.
Together with our Gartner Magic Quadrant
Leader technology partner, Digital Guardian,
we will provide you with a future-proven
solution with a host of unique differentiators:

DLP as a Service

How to save capex and be
fast in data and information
asset protection?

Stealth mode, Tamper resistant
Broadest controls to stop data
egress/ingress and data sprawl
Ability to correlate multiple events
on endpoint in real time

Compliance requires transparency. Protection requires control.
Atos’ Data & Information Protection offers both.
Your company will immediately get the right
level of confidence by knowing where your
sensitive data resides, who accesses it,
and how it is used.
Atos covers data protection and protection
of sensitive information assets in Financial
Services and Insurance end-to-end, from
Consulting & Advisory to Systems Integration
and Cloud based DLP services
Atos’ Data & Information Protection
Service provides the only true European
Cloud Information Protection service –
and because it is cloud-enabled, it provides
instant data protection

Protection for your full environment,
including Windows, OS X and Linux endpoints.
It is the only service that offers both Data
Loss Prevention and Endpoint Detection
and Response simultaneously
Atos’ Data & Information Protection can permit,
advise or block end-user activity depending
upon policy. This happens right on the endpoint
(the point of risk) — so no complex integration
with network devices is required
Fastest time to value of any data protection
solution because of our Automatic
Data Classification

Deployment is easy and options are very
flexible—including Cloud, fully managed 24x7,
or on-site deployment
Only data protection solution that scales to
350,000 users with one management console
For small to medium sized Retail Banks, we
also provide network monitoring to prevent
data from leaving the corporation. It is deployed
extremely rapidly (in one day in some cases)
and requires minimal support time, as well as
keeping cost and complexity low.

Full platform coverage (Windows,
Mac, Linux, Mobile app, Cloud)

Stage 3: DLP* as a service
To avoid high capex cost and to give you the
advantage of a flexible and fast deployment,
Atos can provide DLP as a Managed Service
to you.

Automatic data classification
(context and content based)
Complete visibility on endpoints of system
and user behavior without pre-defined policies
Fast and accurate rule tuning based on
broad visibility

* Data Loss Prevention
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The Atos and Digital
Guardian Partnership

About Atos
Atos is a leading digital business
and IT services company with
93 000 employees in 72 countries.
With a strong focus on Financial Services,
Atos provides Risk Management,
Compliance Management and IT Security
services to leading banks and insurance
companies, our portfolio covering:
Financial Crime Management

This partnership brings together the best of two
leading security organizations: Atos – a Global
leader in Security Services as acknowledged by
Forrester, Gartner and our many customers – and
Digital Guardian’s Gartner Magic Quadrant leader
data protection software.

Enterprise Risk Management
Enterprise Governance & Compliance
Regulatory Reporting
Cyber Security
For example, one of the leading USbased rating agencies is using our full
scope of security services.
The Group is also the Worldwide
Information Technology Partner for the
Olympic & Paralympic Games, ensuring
notably the security for these mission
critical events with such global visibility.

Digital Guardian (DG)
management server

About Digital
Guardian
We are the data protector of choice
in Financial Services because we focus
on one thing: DATA.

Reporting
None of Your Sensitive Data is in the Cloud
With Digital Guardian’s secure, cloud based
delivery option, no sensitive data is ever
transmitted, recorded, or stored. Reports are
based on metadata, which is encrypted, hashed,
and digitally signed before secure transfer to
Atos hosting facilities via FIPS 140-2 certified
messaging protocol.

Encrypted
Metadata

52 million terabytes of sensitive
data is protected daily by over
2.5 million Digital Guardian agents
across 54 countries.
The next generation data protection
platform purpose built to stop data theft
Leader in Gartner Magic Quadrant
for DLP
The industry’s broadest coverage,
including Window, OS X and
Linux endpoints
Automatic data classification
(context and content based)
Used by the Who’s Who
of global organizations

DG Agent
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About Atos
Atos SE (Societas Europaea) is a leader in digital
services with 2014 pro forma annual revenue
of circa € 11 billion and 93,000 employees
in 72 countries. Serving a global client base,
the Group provides Consulting & Systems
Integration services, Managed Services &
BPO, Cloud operations, Big Data & Cybersecurity solutions, as well as transactional
services through Worldline, the European
leader in the payments and transactional
services industry. With its deep technology
expertise and industry knowledge, the Group
works with clients across different business
sectors: Defence, Financial Services, Health,
Manufacturing, Media, Utilities, Public Sector,
Retail, Telecommunications, and Transportation.
Atos is focused on business technology that
powers progress and helps organizations to
create their firm of the future. The Group is
the Worldwide Information Technology
Partner for the Olympic & Paralympic Games
and is listed on the Euronext Paris market.
Atos operates under the brands Atos, Atos
Consulting, Atos Healthcare, Atos Worldgrid,
Bull, Canopy, and Worldline.
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