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Risk analysis framework for a cloud specific environment

Abstract

Security and compliance are the most intensively discussed topics
in the evolving Software as a Service (SaaS) and Cloud Computing
market for corporate customers. As with any new technology, new
risks evolve from Cloud Computing, some of them potentially capable
of jeopardizing the future of a whole company.
Surveys show that security and privacy
are seen as blocking points for adoption of
Cloud technology, but the discussion about
them is often biased. While it is surely right
to take a cautious approach to a technology
as revolutionary for IT operations as Cloud
Computing, it must be remembered that it also
offers great new opportunities – especially for
the small and medium business sector – and
these are often understated.
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To take the hysteria out of the debate, a wellfounded approach towards assessing the risks
associated with Cloud Computing is needed.
A first valuable step has been taken by a report
from the European Network and Information
Security Agency (ENISA), which examines
the range of risks associated with Cloud
Computing security [1] in general.
This white paper is presented by Atos to help
organizations move towards a Cloud specific
risk assessment.
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Assessing the risk
Simple but challenging answers
How should the risk associated with a specific
Cloud service be assessed? The answer is
as simple as it is challenging: like any other
security-related business decision, the basis
for assessment has to be a solid quantification
of the associated business risk versus the
economic effort that it would take to mitigate
or avoid this risk (Figure 1). The economic
effort has to include opportunity cost – for
example, not realizing a potential saving or
business improvement – to reflect the
complete dimension of the decision.

How to determine risk
There are many risk assessment
methodologies, but they all require similar
steps to be carried out. Figure 2 shows the
steps used in the National Institute of Standards
in Technology (NIST) risk assessment
methodology, described in its SP800-30
NIST SP 800-30: Risk Management Guide for
Information Technology Systems [2].

The taxonomy exhibits the same two top-level
factors of risk also mentioned by ISO 27005 [7]:
likelihood of a harmful event (here expressed as
“loss event frequency”) and its consequences
(“probable loss magnitude”). The subfactors
of the probable loss magnitude on the righthand side are an enumeration of the factors
influencing the ultimate cost of a harmful event.

Optimum

Over implementation

High

Under implementation

The International Organization for
Standardization ISO 27005 [7] defines risk as
“the potential that a given threat will exploit
vulnerabilities of an asset or group of assets
and thereby cause harm to the organization”,
and adds that it is measured in terms of a
combination of the likelihood of an event
and its consequences. A useful overview of
factors contributing to risk as described by
The Open Group’s risk taxonomy [4] is
presented in Figure 3.

The subfactors of the loss event frequency
shown on the left-hand side can be explained.
A loss event occurs when a threat agent
(e.g. a hacker) successfully exploits a
vulnerability. The frequency with which
this happens depends on:
The frequency with which threat agents try
to exploit a vulnerability. This frequency is
determined by the threat agent’s motivation
to carry out an attack action (“What can he
gain with an attack?”, “How much effort does
it take?”, “What is the risk for him?”, etc.) and
the degree of access (“contact”) that the
threat agent has to the attack target
The difference between the threat agent’s
attack capabilities and the strength of
the system to resist the attack. The Open
Group’s risk taxonomy defines vulnerability
as: “the probability that an asset will be
unable to resist the actions of a threat agent.
Vulnerability exists when there is a difference
between the force being applied by the
threat agent, and an object’s ability to
resist that force.”

Step 1

System characterisation

Step 2 Threat identification
Step 3 Vulnerabilty identification

Risk/cost

Total cost for
information security

Step 4 Control analysis
Step 5 Likelihood determination

Expected risk/damage
per year

Low

Step 6 Impact analysis
Step 7 Risk determination

Investments in measures for
information risk management

Minimum

Step 8 Control recommendations

Predefined security measures

Figure 1: risk/cost optimization using information risk management.
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Maximum

Figure 2: Assessment activities according
to NIST SP800-30.
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Risk assessment is carried out by determining
the top-level factors of probable loss frequency
and magnitude, based on an examination of
these low-level factors that constitute the
top-level factors.
Returning to the steps of NIST’s assessment
methodology as displayed in Figure 2, we see
that Steps 2-5 deal with an assessment of loss
event frequency, Step 6 examines the probable
loss magnitude, and Step 7 combines this
information into a risk determination. Step 8
then recommends controls that reduce risk
to an acceptable level.
For supporting a Cloud specific risk
assessment, we have to examine which
risk factors are changed by using a Cloud
Computing infrastructure rather than a
traditional infrastructure.

From a Cloud customer perspective, the
probable magnitude of future loss (righthand side of the risk factor tree of Figure 3) is
not changed at all by Cloud Computing: the
consequences and – ultimately – cost of, for
example, a breach of confidentiality, is exactly
the same regardless of whether the data
breach occurred within a Cloud infrastructure
or a conventional IT infrastructure.
For a Cloud service provider, things look
somewhat different. Because Cloud Computing
pools systems on the same infrastructure
that were previously separated, a loss event
may entail a considerably larger impact.
This fact is easily grasped and incorporated
into a risk assessment: no conceptual work
for adapting impact analysis to Cloud
Computing seems necessary.

Cloud specific modifications of the risk
assessment approach must therefore apply
to the left-hand side of the risk factor tree of
Figure 3, the loss event frequency.
Cloud Computing may change the probability
of a harmful event occurring. The most drastic
changes, if there are any, must concern
the factor “vulnerability”: moving to a Cloud
infrastructure may change the level of access
for an attacker as well as the effort and risk
associated with an attack action. So these
factors must be considered, but for supporting
a Cloud specific risk assessment, it seems
most profitable to define and examine
Cloud specific vulnerabilities.
A prerequisite for understanding this is a
comprehensive definition of Cloud Computing:
only then is it possible to pinpoint which
vulnerabilities are Cloud specific.

Embarrassment
Productivity
Competitive adv.
Control strength

Vulnerability

Primary loss
factors

Risk

Threat
compatibility

Asset loss

Value

Sensitivity

Volume

Cost

Legal/regulatory
General

Access
Less event
frequency

Profitable loss
magnitude
Threat loss

Random
Regular

Competence

Misuse

Action

Disclose

Internal vs. ext.

Modify
Deny access

Contact
Timing

International
Threat event
frequency

Secondary loss
factors

Organizational

Asset value
Level of effort

Due diligence

Containment

Response

Remediation

Detection

Recovery

Action
Detection

Risk

Legal and regulatory
External

Competitors
Media
Stakeholders

Figure 3: Factors contributing to risk according
to The Open Group‘s risk taxonomy.
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An abstract view of
Cloud Computing
NIST defines Cloud Computing as follows [9]: Cloud Computing is a model for enabling
convenient, on-demand network access to a shared pool of configurable computing
resources (e.g. networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider
interaction. A deeper understanding of Cloud Computing can be reached by examining
(1) essential characteristics of Cloud Computing, (2) a Cloud Computing reference
architecture, and (3) core technologies of Cloud Computing.
Essential characteristics of
Cloud Computing

A reference architecture of
Cloud Computing

NIST [9] identifies the following essential
Cloud characteristics:

The stack of Cloud service models for Software
as a Service (SaaS), Platform as a Service (PaaS)
and Infrastructure as a Service (IaaS) is well
established. Several extensions/refinements of
this stack towards an “ontology” or “reference
architecture” have been proposed (e.g., work
carried out at UCLA and IBM [6] or by the
Cloud Security Alliance [8]). Atos has designed
a reference architecture with a special focus on
(1) making the most important security-relevant
Cloud components explicit, and (2) providing
an abstract yet complete overview of Cloud
Computing as the basis for the analysis of
security issues.

User

Resource pooling
Computing resources used to provide
the Cloud service are realized using a
homogeneous infrastructure which is
shared between all users of the service.
SaaS

PaaS

Cloud (web) applications
Cloud software environment
Computational
resources

Storage

Communications

IaaS
Cloud software infrastructure

Provider

Measured service
Resource/service usage is constantly metered,
supporting optimization of resource usage,
usage reporting to the customer and pay-asyou-go business models.

Network

IAAA mechanics

Rapid elasticity
Resources can be scaled up and down rapidly
and elastically.

Front end

Management access

Ubiquitous network access
Cloud services are accessed via the
network, usually the Internet, using standard
mechanisms and protocols.

Services and API’s

On-demand self-service
Users can order and manage services
without human interaction with the service
provider, using, for example, a web portal
and management interface. Provisioning and
de-provisioning of services and associated
resources occur automatically at the provider.

The reference architecture shown in
Figure 4 is based on the work carried out
at UCLA and IBM [6]. It inherits the layered
approach, where layers may encompass
one or more service components. Here,
“service” must be understood in the broad
sense of providing something that may
be both material (such as shelter, power,
hardware, etc.) as well as immaterial (such
as a runtime environment). For two layers,
namely “Cloud Software Environment” and
“Cloud Software Infrastructure”, the model
makes the three main service components
of these layers – computation, storage and
communication – explicit.

Kernal
Hardware
Facilities
Service consumer

Cloud-specific infrastructure

Supporting (IT) infrastructure

Figure 4: NIST Cloud Reference Architecture
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It is important to note that the services in the
top layer can be implemented on the basis
of layers further down the stack as well, in
effect skipping intermediate layers. For
example, a Cloud web application can still
be implemented and operated in the
“traditional” way, namely running on top
of a standard operating system without
making use of dedicated Cloud software
infrastructure and environment components.
Note that layering and compositionality imply
that the transition from providing some service/
function in-house versus sourcing the service/
function can take place between any of the
layers exhibited in the model.
In addition to the original model, supporting
functions that have relevance for services in
several layers have been identified and added
to the model as vertical spans over several
horizontal layers.

Risk analysis framework for a cloud specific environment

Our Cloud Reference Architecture (see Figure
4) exhibits three main parts:
Supporting (IT) infrastructure
These are facilities/services that are common to
any IT service, whether or not they are a Cloud
offering. We include them in the reference
architecture, because we want to provide the
complete picture: a complete treatment of IT
security must also take non-Cloud specific
components of a Cloud service into account.
Cloud specific infrastructure
These are the infrastructure components
that are indeed Cloud specific: Cloud specific
vulnerabilities and corresponding controls will
be mapped mostly to these components.

Cloud service consumer
In order to provide a complete picture, the
Cloud-service customer is included in the
reference architecture, as it is of relevance for
an all-encompassing security treatment.
The network that separates the Cloud service
consumer from the Cloud infrastructure is also
made explicit: the fact that access to Cloud
resources is carried out via a (usually untrusted)
network is one of the main characteristics of
Cloud Computing. A detailed description of
the service layers and supporting functions
contained in the reference architecture is
featured overleaf.
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Reference model
components: service layers
Facilities

Hardware

Kernel (OS/Apps)

Ultimately, any type of service must be
physically housed somewhere; in the case
of computational services, the underlying
hardware must be housed and provided with
power, cooling, and network access. “Facilities
as a Service” such as the act of renting server
space at a data center are commonplace.
However, “Facilities as a Service” cannot really
be viewed as a Cloud service because service
delivery has at its heart a physical component
that cannot be carried out via the Internet:
somebody has to drive the server to the
data center and have it installed there.

All Cloud services run on top of physical
hardware such as servers and the network
components connecting the servers with each
other and outside networks. Also “hardware
as a service” (HaaS) is as commonplace as
non-Cloud service: hardware is rented using
traditional methods of closing a contract and
service delivery.

Hardware by itself is useless without a kernel
that enables the operation of software on the
hardware. The most common instance of such
a kernel is an operating system running directly
on top of a given piece of hardware.

8

However, there may be room for HaaS
as a Cloud service in cases where special
requirements make virtualization-based IaaS
offerings undesirable or impossible. Cloud
HaaS would mean that for example servers
can be rented and managed with the same
methods known from IaaS services such as
Amazon EC2. It should be noted, however, that
HaaS providers have to address a number
of technical challenges in operating and
managing their services [6].

Recent developments in virtualization
technology have introduced the concept of a
hypervisor, a kernel that basically provides API
access to hardware that is utilized by one or
more operating systems running on top
of the hypervisor.
When a hypervisor is used, usually one of the
operating systems that run on top of it has
special rights over the hypervisor, and is used
for managing the hypervisor infrastructure.
Again, the provisioning of servers with installed
(and managed) operating systems as a service
is well-established but is unusual as a Cloud
service for operating systems running
directly on physical servers rather than
in a virtualized environment.

Risk analysis framework for a cloud specific environment

An operating system without an application
running on the OS is rather useless: we
therefore include “applications” in this layer.
Thus, the “kernel” layer is the top layer of the
supporting IT infrastructure. At least one of
the higher layers of the Cloud infrastructure
must be implemented directly as an application
running within this layer. Depending on which
of the higher layers is present in a given Cloud
Computing stack, this may be an application
realizing a virtualization environment, providing
a runtime environment for web services and
applications, implementing a web service, etc.

Cloud software environment

Cloud software infrastructure

Cloud web applications

The Cloud software infrastructure layer
provides a level of abstraction for basic IT
resources that are offered as services to higher
layers: computational resources (usually in
the form of virtual machine environments),
storage, and (network) communication. These
services can be used individually, as is most
often the case with storage services, but are
often bundled so that servers are delivered
with certain network connectivity and – often –
access to storage. This bundle (with or without
storage) is usually referred to as IaaS. While the
“computational resources” service component
of IaaS is already well developed, it seems that
“communications as a service” is only now
becoming more sophisticated.

A web application uses browser technology
as a front end for user interaction.
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While the “Cloud software infrastructure” layer
provides services on the operating system
level, the “Cloud software environment” layer
provides services at the level of an application
platform: (1) a development and runtime
environment for services/applications written
in one or more supported languages, (2)
storage services (more as database interface
rather than file share) and (3) communication
infrastructure such as Microsoft Azure’s
service bus.

With the increased take-up of technologies
for browser-based computing such as
Javascript, Java, Flash and Silverlight, a web
Cloud application falls into two parts: (1) an
application component operated somewhere
in the Cloud and (2) a browser component
running within the user’s browser. Technologies
such as Google Gears will increasingly be
used in the future to allow offline usage of a
web application’s browser component for
cases in which constant access to remote
data is not required.
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Service consumer
and network
Network

Front end

User

One of the essential characteristics of Cloud
services is that they are accessed via the
network – usually the internet. In most cases,
the network is untrusted, i.e. the presence of
attackers who may try to attack the Cloud
infrastructure or communication between the
Cloud customer and the Cloud infrastructure
must be assumed.

As mentioned on page 9, web Cloud
applications fall into two parts, one of which is
running on the user’s client, usually within the
web browser and its plug-ins. The technologies
and vulnerabilities of these front end
components are therefore relevant for
Cloud service technologies and the risks
associated with them.

It is well known that security cannot succeed
without taking the user into account. The
Cloud customer is therefore included in the
reference architecture as the basis for an
all-encompassing security treatment.
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Reference model
components:
supporting functions
Services and APIs
All layers of the Cloud infrastructure offer
services, but for examining Cloud infrastructure
security, it is worth thinking specifically about
all service and application programming
interfaces that are present in the infrastructure.
Most services are likely to consist of web
services (which share many vulnerabilities
with web applications) – indeed, the abovementioned web application layer may be
realized completely by one or more web
services so that the application URL would only
serve for provisioning the user with a browser
component. Apart from web services, there
may also be service interfaces and APIs of a
different nature.

Management access
As NIST’s definition of Cloud Computing states:
one of the central characteristics of Cloud
services is that they can be rapidly provisioned
and released with minimal management effort
or service provider interaction. Consequently,
a common element of each Cloud service
is a management interface which in most
cases takes the form of a web application.
Increasingly, web service based APIs are
also offered.

Identity, authentication,
authorization and
auditing mechanisms
All Cloud services, and the management
interface for each, require mechanisms
for identity management, authentication,
authorization, and auditing (IAAA). To a certain
extent, parts of these mechanisms may be
factored out as a stand-alone IAA service to
be used by other services. Two elements of
IAAA that cannot be factored out and must be
part of each service implementation are the
execution of adequate authorization checks
(which, of course, make use of authentication
and/or authorization information received
from an IAA service) and auditing of the
Cloud infrastructure.

Provider
The service provider of a Cloud Computing
service can be seen as a supporting function
spanning the whole Cloud Computing stack.
We include the provider in the model so as
to define a location for issues that specifically
concern the fact that a service is outsourced.

Core technologies of
Cloud Computing

Currently, we consider the following
technologies as Cloud core technologies:
Web Applications and Services SaaS and
PaaS is unthinkable without web application
and web services technologies: SaaS
offerings are typically implemented as web
applications, and PaaS offerings provide
development and run-time environments for
web applications and web services. Also for
IaaS offerings, associated services and APIs
such as management access for customers
are typically implemented using web
application / service technologies.
Virtualization IaaS offerings have
virtualization techniques at their very
heart. Because PaaS and SaaS services
are usually built on top of a supporting
IaaS infrastructure, the importance
of virtualization also extends to these
service models. In the future, we expect
the resources offered by virtualization to
develop from virtualized servers towards
computational resources that can be used
more readily for executing SaaS services.
Cryptography Many security requirements
for Cloud Computing can only be
solved using cryptographic techniques.
Cryptography therefore must be considered
a core technology of Cloud Computing.

Certain technologies must be considered
as core technologies of Cloud Computing,
in the sense that Cloud Computing builds
heavily on the capabilities available through
these technologies.

Risk analysis framework for a cloud specific environment
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Cloud specific
vulnerabilities
Based on the abstract view of Cloud Computing presented in the previous section, we
can move now towards a definition of what constitutes a Cloud specific vulnerability.
A vulnerability is Cloud specific, if at least one of the following indicators is true. It:

uIs
u intrinsic to or prevalent in a core technology of Cloud Computing
uHas
u
its root cause in one of NIST’s essential Cloud characteristics
uIs
u caused by Cloud innovations making tried and tested security controls hard or
impossible to implement
uIs
u prevalent in established state-of-the-art Cloud offerings.
In the following section, we examine each of these four indicators.
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Vulnerabilities intrinsic
to core technology of
Cloud Computing
The core technologies of Cloud Computing – web applications/services, virtualization,
and cryptography – have vulnerabilities that are either intrinsic to the technology or
prevalent in state-of-the-art implementations of the technology.
These are a few examples of vulnerabilities:

Virtual machine escape
vulnerability
The possibility that an attacker may succeed
in escaping from a virtualized environment lies
in the very nature of virtualization. Hence, this
vulnerability must be considered as intrinsic to
virtualization and is obviously highly relevant
to Cloud Computing.

Session riding and session
hijacking
Web application technologies have to
overcome the problem that the HTTP protocol
by design is a state-less protocol, whereas web
applications require some notion of session
state. There are many techniques to implement
session handling and – as any security
professional knowledgeable in web application
security will testify – many implementations
of session handling are vulnerable to session
riding and session hijacking.
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One can argue whether session riding/hijacking
vulnerabilities are intrinsic to web application
technologies or “only” prevalent in many
current implementations. In any case, these
vulnerabilities are certainly relevant for
Cloud Computing.

Because broad take-up of Cloud Computing is
unthinkable without the use of cryptography
to protect confidentiality and integrity of
data in the Cloud, vulnerabilities concerning
insecure and/or obsolete cryptography are
highly relevant for Cloud Computing.

Insecure/obsolete cryptography
For all cryptographic mechanisms and
algorithms there is the danger that advances
in cryptoanalysis may render them insecure by
attackers finding novel methods of breaking
the cryptography. It is even more common
to find crucial flaws in the implementation
of cryptographic algorithms that turn a very
strong encryption into a very weak encryption
(or sometimes no encryption at all).
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Vulnerabilities with root
cause in an essential
Cloud characteristic
As described above, the essential Cloud
characteristics according to NIST are:
On-demand self-service
Ubiquitous network access
Resource pooling
Rapid elasticity
Measured service.
There are vulnerabilities that can be said to
have their root cause in one or more of these
characteristics. Here are examples:

Unauthorized access to
management interface
The Cloud characteristic “on-demand selfservice” requires a management interface that
is accessible to users of the Cloud service.
Unauthorized access to the management
interface therefore is a vulnerability that
must be considered especially relevant for
Cloud systems.
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The probability that unauthorized access
could occur is much higher than for traditional
systems where the management functionality
is accessible only to a few administrators.

Intranet protocol vulnerabilities
The Cloud characteristic “ubiquitous network
access” states that Cloud services are accessed
via the network using standard protocols. In
most cases, this network is the Intranet and
thus must be considered as an untrusted
network. Intranet protocol vulnerabilities, e.g.,
vulnerabilities that allow man-in-the-middle
attacks, are relevant for Cloud Computing.

Data recovery
The Cloud characteristics “pooling” and
“elasticity” lead to a situation where resources
that have been allocated to one user may be
re-allocated to a different
user at a later point of time.

In the case of memory or storage resources,
it may therefore be possible to recover
data written by a previous user – hence a
vulnerability that has its root cause in the
Cloud characteristics.

Metering/billing evasion
According to the Cloud characteristic
“measured service”, any Cloud service has
a metering capability at some level of
abstraction appropriate to the type
of service (e.g., storage, processing, active
user accounts, etc.); and metering data is
used for optimization of service delivery as
well as billing. Vulnerabilities regarding the
manipulation of metering/billing data or billing
evasion therefore have their root cause in this
particular characteristic of Cloud Computing.
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Vulnerabilities caused by
defects of known security
controls in a Cloud setting
As discussed above, a vulnerability exists when a threat agent’s attack capabilities
exceed the strength of the system to resist the attack. Hence, the weakness or absence
of security control, i.e. a counter measure against certain attacks, constitutes a
vulnerability. Vulnerabilities concerning problems with standard security controls
must be considered Cloud specific, if Cloud innovations directly cause difficulties in
implementing these controls.
We refer to such vulnerabilities as “control
challenges”. Here are some examples
of control challenges:

Insufficient network-based
controls in virtualized networks
By the very nature of Cloud services, the
administrative access to IaaS network
infrastructure and the possibility of tailoring
network infrastructure are usually limited:
hence, standard controls such as IP-based
network zoning usually cannot be applied.
Standard techniques such as network-based
vulnerability scanning are usually forbidden
by IaaS providers, for example, because
“friendly” scans cannot be distinguished
from attacker activity.
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Finally, technologies such as virtualization lead
to a situation where network traffic occurs
not only on physical networks but also within
virtualized networks (e.g. for communication
between two virtual machine environments
hosted on the same server). All in all, this
constitutes a control challenge, because tried
and tested security controls at network level
may not work in a given Cloud environment.

Poor key management
procedures

Security metrics not adapted
to Cloud infrastructures
Currently, no standardized Cloud specific
security metrics exist that could be used by
Cloud customers to monitor the security
status of their Cloud resources. Until such
standard security metrics are developed and
implemented, controls with respect to security
assessment and the audit and accountability
are more difficult/costly or may even be
impossible to employ.

As pointed out in a recent study by ENISA [1],
Cloud Computing infrastructures require the
management and storage of many different
kinds of keys. Because virtual machines do not
have a fixed hardware infrastructure and Cloud
based content tends to be geographically
distributed, it is more difficult to apply standard
controls, such as hardware security module
(HSM) storage, to keys on Cloud infrastructures.
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Vulnerabilities
prevalent in state-ofthe-art Cloud offerings
Although Cloud Computing is a relatively young topic, there already are myriads of
Cloud offerings on the market. Hence, the three indicators of Cloud specific
vulnerabilities presented above can be complemented with a fourth, empirical
indicator: if a vulnerability is prevalent in state-of-the-art Cloud offerings, it must
be regarded as Cloud specific.
Obviously, most such vulnerabilities should also
fit one of the other three indicators. Indeed, the
following examples are also typical for the core
technology web applications and services:

Insufficient/faulty
authorization checks
If the implementation of an application carries
out insufficient or faulty authorization checks,
then service/application users may be able to
view information or carry out actions for which
they are not authorized. For example, missing
authorization checks are the root cause of URLguessing attacks in which users modify URLs
so that they point to information regarding a
different user account – missing authorization
checks then allow the user to view content
of a different user. Security assessments of
current Cloud Computing offerings show
that faulty/missing authorization checks
occur frequently in state-of-the-art Cloud
SaaS offerings.
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Injection vulnerabilities
Injection vulnerabilities are exploited by
manipulating input to a service/application so
that parts of the input
are interpreted and executed as code against
the intentions of the programmer. Examples
of injection vulnerabilities are:
SQL injection: the input contains SQL code
that is erroneously executed in the database
back end
Command injection: the input contains OS
commands that are erroneously executed
via the operating system
Cross-site scripting: the input contains
Javascript code that is erroneously executed
by a victim’s browser.

Weak authentication schemes
Many widely used authentication mechanisms
are weak. For example, the use of usernames
and passwords for authentication is weak
because of (1) insecure user behavior
(users tend to use weak passwords, re-use
passwords, etc.) and (2) inherent limitations
of one-factor authentication mechanisms.
The implementation of authentication
mechanisms may also have weaknesses
allowing, for example, the interception and
replay of credentials.
The majority of current web applications
used in state-of-the-art Cloud services
employ usernames and passwords as
authentication mechanisms.

Security assessments of web components
of current Cloud offerings show the
prevalence of injection vulnerabilities
in state-of-the-art offerings.
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Mapping vulnerabilities
to controls
Having identified Cloud specific vulnerabilities,
a Cloud specific risk assessment can
further be supported by identifying security
controls that can be used to counter these
vulnerabilities. This mapping of vulnerabilities
to controls should be based on existing control
frameworks such as NIST’s report SP800-53
recommended security controls for federal
information systems [3] or the information
security standard ISO 27002 [5]. As an example,
Figure 5 gives an overview of the 17 control
families described by NIST SP800-53 – each of
these control families contains descriptions of
controls related to the security functionality
of the family.
Mapping of a Cloud specific vulnerability to
mitigating controls should consist of a list of
relevant controls and a brief description of
why each control is relevant.

Revisiting the “Injection Vulnerabilities”
described in the previous section, a mapping
to NIST controls could look like this:
When programming web applications/services,
sound security engineering principles must be
used (SA-08) and security must be embedded
into the development lifecycle (SA-03); tests
should be performed during development
(SA-11) and possibly complemented with a
security assessment (CA-02).

List of NIST SP800-53 controls:
AC-04 information flow enforcement
AC-16 security attributes
CA-02 security assessments
SA-03 life cycle support
SA-08 security engineering principles
SA-11 developer security testing
SI-04 information system monitoring
SI-10 information input validation

Technical means to prevent injection
vulnerabilities are information input validation
(SI-10) and flow control on user-input (AC04); depending on the way flow control is
implemented, tagging with security attributes
(AC-16) of user input may be necessary.

Identifier

Family

AC

Access control

AT

Awareness and training

AU

Audit and accountability

CA

Security assessment and authorization

CM

Configuration management

CP

Contingency planning

IA

Identification and authentication

IR

Incident response

MA

Maintenance

MP

Media protection

PE

Physical and environmental protection

PL

Planning

PS

Personnel security

RA

Risk assessment

SA

System and service acquisition

SC

System and communications protection

SI

System and information integrity

PM

Program management

Figure 5: Overview of NIST SP800-53 control families.
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Putting it all
together
Current publications about Cloud Computing
security often present the following problems:
Not every issue that is raised is really specific
to Cloud Computing, which makes it hard to
determine the “delta“ that Cloud Computing
really adds with respect to security issues
The quality of advice about “things to do” or
especially important controls is often hard
to assess, because proper risk analysis is
missing. Which vulnerabilities are mitigated
by such advice and how relevant are they
really? Are there relevant vulnerabilities that
have been overlooked? The very same
questions arise when carrying out a
Cloud specific risk assessment for a
given Cloud service.

Carrying out the steps described above,
Atos has identified around 40 Cloud specific
vulnerabilities (nine of which are control
challenges), and mapped these vulnerabilities
to mitigating controls out of NIST’s
recommended security controls for federal
information systems [3]. Furthermore, each
vulnerability has been positioned in relevant
layer(s) and supporting function(s) of the
Cloud reference architecture. Thus, a cloudspecific risk assessment following, e.g. the steps
outlined in Figure 2 is supported as follows:

System characterization
By positioning relevant system components
in the Cloud reference architecture, a
standardized abstract view on a system
under evaluation can be achieved.

Vulnerability identification
Because all identified Cloud specific
vulnerabilities have also been positioned in the
Cloud reference architecture, it is immediately
clear, which vulnerabilities are relevant for the
system under consideration (and which system
components may be affected). Thus, the
usually time-consuming process of vulnerability
identification can be carried out very efficiently.

Control analysis and control
recommendations
The mapping of vulnerabilities into controls
provides a sound basis for control analysis
and control recommendations.
Atos has created this framework as the basis
of a well-founded approach to assessing and
treating Cloud related risk. Comprehensive
assessments based on this research are
currently carried out in the Atos development
process to ensure transparency and an
adequate level of protection for our customers.

Outlook
Cloud Computing is in constant development.
We are certain that additional Cloud-specific
vulnerabilities will be identified; other
vulnerabilities will become less of an issue as
the field of Cloud Computing matures. Using
a precise definition of what constitutes a
vulnerability as provided by The Open Group’s
risk taxonomy [4], and the four indicators of
Cloud specific vulnerabilities identified in this
white paper, will provide a level of precision and
clarity that the current discourse about CloudComputing security often lacks.
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The kind of vulnerability termed “control
challenge” in this paper is of special interest for
further research into Cloud Computing security:
control challenges point to situations where
security controls that have been successfully
used for many years cannot be effectively
used in a Cloud setting. Indeed, many current
developments in Cloud Computing, such as
the development of security metrics as carried
out by a working group of the Cloud Security
Alliance (CSA), or the move towards virtualized
network components, directly address some of
the control challenges identified in this report.

Finally, an analysis of mappings of Cloud
specific vulnerabilities to security controls
can provide information about which
security controls are especially relevant for
Cloud computing infrastructures, which is a
first stepping stone towards Cloud specific
certification and audit schemes.

Risk analysis framework for a cloud specific environment
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