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convenient authentication
One Time Password generation with CardOS

A product for sophisticated requirements –  
CardOS SmartOTP offers a simple and 
highly secure method to calculate One Time 
Passwords with CardOS smart cards. 
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Overview
CardOS® SmartOTP offers an efficient and user 
friendly, easy to use software application for 
generating One Time Passwords (OTP). The  
calculation is performed securely on CardOS 
smart cards, based on established standards. 

CardOS SmartOTP is a member of the CardOS 
product family. One Time Passwords, valid for  
a single login to a server or application, provide 
a secure authentication solution. 

CardOS SmartOTP offers a simple and user-
friendly solution to calculate OTPs on CardOS 
smart cards and thus allows fulfilling the 
demand for 2-factor authentication. 

Following the standard RFC 4226 (HOTP / OATH)    
the generated OTP can be applied to a number 
of standard authentication services.

CardOS SmartOTP will be available for all  
common operating systems. 

CardOS SmartOTP, combined with the secure 
smart card operating system CardOS, offers   
an efficient and secure solution for the creation 
of authentication credentials. 

CardOS SmartOTP can be used with CardOS 
cards enrolled for the sole purpose of OTP  
generation, as well as with cards used for  
general ID purposes like employee IDs at  
companies and organizations, student batches 
and signature cards.

Software Pack 
The CardOS SmartOTP provides an easy  
installation. The graphical user interface of 
CardOS SmartOTP can be branded with an 
customized image. 

Description
CardOS SmartOTP provides an effective 
implementation for OTP generation. The OTP 
calculation is implemented according to RFC 
4226. For that purpose the CardOS smart card 
receives a special OTP application, holding the 
OTP information shared with the authentication 
service for which the OTP is to be generated.  
This shared information (shared secrets and 
synchronization information) is stored on 
the card during card persona lization and the 
synchronization of the user’s card with the 
authentication service. 

One CardOS card can hold the information for 
several authentication servers. The CardOS OTP 
application can not only be stored on a pure 
OTP card, but as well on a PKI card holding 
cryptographic keys and certificates for encryp-
tion and signature purposes as well. So the use 
of e.g. employee batches is possible. 

CardOS SmartOTP provides the GUI to start the 
OTP generation and operates the highly secure 
on-card OTP calculation. The on-card OTP calcu-
lation ensures the most secure OTP generation. 
The shared secrets used for the calculation are 
protected by the powerful security mechanism 
of the CardOS operating system. The ownership 
of the smart card together with the PIN secured 
access to the smart card ensure the safe  
2-factor authentication. 

License
The software license is required in order to 
install and use the CardOS SmartOTP.  
The number of licenses corresponds to the  
total number of systems on which CardOS 
SmartOTP is installed. In the case of terminal 
servers, the number of licenses corresponds  
to the maximum number of concurrent  
users for each terminal server.  

Current Version 
CardOS SmartOTP V1.0 for Windows 

Technical Data
Supported Standards:

 ` RFC 4226 / HOTP 

Supported Operating Systems:
 ` Windows 7 (SP1)
 ` Windows 7 x64 (SP1)
 ` Windows 8
 ` Windows 8 x64
 ` Windows 8.1
 ` Windows 8.1 x64
 ` Windows 10 

Supported smart card Operating Systems:
 ` CardOS V5.0 
 ` CardOS V5.3
 ` CardOS DI V5.3 

Supported Smart Card Connectivity:
 ` PC /SC compatible smart card readers 
 ` NFC- smart card connectivity  
with CardOS DI V5.3  

Supported Languages:
 ` English 

Supported Authentication Services:
 ` Servers supporting HOTP / OATH (RFC 4226), 
e.g. Atos DirX Access

Further Information  
for Integration
Shared Information for OTP generation 
needs to be stored in the respective backend 
authentication service, e.g. Atos DirX Access  
or other backend service supporting  
HOTP / OATH (RFC 4226).

Great convenience by supporting 
technical standards
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Legal remarks
 
On account of certain regional limitations of 
sales rights and service availability, we can- 
not guarantee that all products included in  
this document are available through the Atos 
sales organization worldwide. Availability and 
packaging may vary by country and is subject 
to change without prior notice. Some/All of the 
features and products described herein may 
not be available in the United States or Japan.

The information in this document contains  
general technical descriptions of specifications 
and options as well as standard and optional 
features which do not always have to be pre-
sent in individual cases. Atos reserves the right 
to modify the design, packaging, specifications 
and options described herein without prior 
notice. Please contact your local Atos sales  
representative for the most current information.

Note: Any technical data contained in this  
document may vary within defined tolerances. 
Original images always lose a certain amount  
of detail when reproduced.

About Atos
Atos SE (Societas Europaea) is a leader in digital 
services with 2014 pro forma annual revenue of 
circa € 11 billion and 93,000 employees in  
72 countries. Serving a global client base, the 
Group provides Consulting & Systems Integration 
services, Managed Services & BPO, Cloud 
operations, Big Data & Cyber-security solutions, as 
well as transactional services through Worldline, 
the European leader in the payments and 
transactional services industry. With its deep 
technology expertise and industry knowledge, the 
Group works with clients across different business 
sectors: Defense, Financial Services, Health, 
Manufacturing, Media, Utilities, Public sector, Retail, 
Telecommunications, and Transportation.

Atos is focused on business technology that 
powers progress and helps organizations to create 
their firm of the future. The Group is the Worldwide 
Information Technology Partner for the Olympic 
& Paralympic Games and is listed on the Euronext 
Paris market. Atos operates under the brands Atos, 
Atos Consulting, Atos Worldgrid, Bull, Canopy, and 
Worldline.

For more information, visit: atos.net




