Problem fixing

Fixing problems more quickly is the other half of the
availability discussion — downtime depends both on
the number of incidents and the time taken to fix them.
Our study identified factors that would have reduced
the resolution time. There are three stages to resolving
problems:

Identification that a problem has occurred

In the worst case this happens when a user raises a
trouble ticket. However this is not acceptable in most
modern environments and some sort of automatic
detection is needed. There are a number of types of
automation:

» End-user experience tools are an innovative
development in this area. Here the response time
and availability seen by the end-user is directly
and continuously measured from analysis of traffic
travelling across the network. Advanced tools can
identify not only the application in use but also
the individual transaction enabling very granular
monitoring of services — and to raise an alert when
something goes wrong.

» Alert based performance monitoring tools. These
tools monitor all of the individual elements of the
infrastructure and raise alerts when something
malfunctions. They are good at detecting hardware
and operating system failures but typically have no
understanding of applications.

» Application and middleware monitoring tools have a
deep understanding of the application environment.
These are becoming more important as the
development technologies become more complex
and the use of middleware grows.

» Logical corruption is the most difficult problem
to detect automatically. This will usually require
the application to detect an anomaly and raise an
exception. This may also occur within the database
particularly if there are extensive validation rules
within the database itself.
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Triage

Having identified that a problem has occurred the next

step is to understand the root cause and hence how to

resolve it:

» Correlation is an essential element of triage. When
a problem occurs there is often a flood of alerts;
consider for example if a router fails which would
in turn cause alerts from the entire infrastructure
that is at the ‘far’ side of the router. Reducing this
flood of alerts is a complex process to automate
as it requires both knowledge of the topology of
the infrastructure® (the devices and connections
between them) and the ability to define policies.

A well set-up correlation engine will reduce the
number of alerts to perhaps 1.5 per incident.

» Knowledge management is very valuable
particularly for legacy applications where skills
have been lost over time. Documenting common
problems and their resolution saves time and
improves quality.

» Automation is an increasingly interesting approach.
This can take several forms. Some standard tools
will respond to an alert by automatically following
a diagnostic path and polling individual devices in
order to establish the root cause. In other cases
the management tool can raise a trouble ticket but
also append diagnostic information obtained from
suspect devices.

Resolution

Having established what the problem is the resolution
is often relatively straightforward. However in fixing

a current problem there is a great risk of introducing

a new problem — particularly when staff are under
pressure to restore service quickly. It is essential that
formal processes are followed and documented so that
there is an audit trail should any other problems occur.

Much has been written about autonomic approaches
whereby the whole process of identification, triage and
resolution is automated. Whilst simple examples have
been implemented such as re-starting a ‘hung’ server,
in general this is not worthwhile — the complexity

of the diagnosis® and the need to have something

that reliably works 100% of the time requires a lot of
investment and testing™.

8 As found in a CMDB — see white paper ‘Advanced Configuration and Asset Management'.

9 Additional problems can occur if an automated ‘fix’ is incorrectly initiated due to incorrect triage.

0 1t is interesting to note that, while in general technical failures are less common, they tend to take longer to fix. This is partly because better design has resulted in the ‘easy’
problems no longer occurring — leaving a rump of more complex problems. The other reason is that support staff have less practice in resolving problems.

IN FIXING A CURRENT PROBLEM THERE IS A
GREAT RISK OF INTRODUCING A NEW PROBLEM




65% OF PLANNED DOWNTIME IS DUE TO APPLICATION
AND DATABASE MAINTENANCE WHILST THE OTHER 35%
IS DUE TO HARDWARE, OPERATING SYSTEM, DATA

CENTRE AND OTHER WORK

PLANNED DOWNTIME — REDUCTION BY DESIGN
The industry view is that 65% of planned downtime is
due to application and database maintenance whilst
the other 35% is due to hardware, operating system,
data centre and other work. Opportunities to reduce
planned downtime include the following:

Application upgrades

The disruption that occurs whilst implementing a
new version of software is largely in the hands of the
developers. Packaging to enable fully automated
deployment reduces downtime and also the risk of
human error. Structuring the system so that a new
version can be installed and configured whilst the
existing version is running is desirable — the new
version coming into operation when the system is
restarted. If no database changes are required then
this opens the possibility of installing the new version
across a load-shared cluster of application servers
and then restarting them one at a time — without any
disruption to service.

Operating system and database patching

These patches typically require a restart thereby
causing downtime. By spreading applications and
databases across multiple servers this can be done
sequentially, thereby maintaining end-user availability.

Reorganising data

This process was traditionally required to reduce disk
fragmentation but now occurs as part of Information
Lifecycle Management (ILM) where data is moved
between different storage tiers to meet performance
and cost objectives. The latest storage virtualisation
technology can permit this move to occur without
disrupting service.

Backups

One of the main reasons for planned downtime is the
need to take backup copies of data. Traditionally this
required the application to be unavailable whilst the
backup was taken (the so called ‘backup window’).
More recently it has been possible to create a
‘snapshot’ of the data during a brief (a few seconds)
period of unavailability and the backup is then taken
from the snapshot whilst the application is available.
However the fundamental reasons for taking backups
are being revisited:

» As hardware becomes more reliable and resilient
the need to fully restore a system following a

hardware failure becomes increasingly uncommon.

» The most common reason for restoring data is to
recover a single file or mailbox — typically because
a user has accidentally deleted some data or
corrupted it.

» The key remaining reason for backup is to be
able to restore in case of operations error (e.g.
accidental deletion of the wrong files or tables) or
application error (e.g. the database got corrupted
due to software errors and needs to be restored to
a point in time when it was still valid).

» Applications are becoming increasingly
interdependent and hence restoring all related data
to a common consistency point is often impractical.
SAP, for example, specifically recommends that
their systems should never be restored.

Best practice is therefore emerging that minimises the
role of the traditional tape backup to being purely a
recovery mechanism of last resort. Techniques such
as replication provide the means to recover systems
quickly in the unusual event of hardware failure.
Another approach is to backup to disk — often using a
Virtual Tape Library (VTL). Restoring individual files and
mailboxes should be accomplished without system
downtime.

The need for hardware upgrades

This is a common cause of planned downtime.
Hardware vendors have worked hard to design

their enterprise-class equipment to be capable of
non-disruptive changes. Hence additional equipment
such as processor boards, disk storage and SAN
ports can all be added without downtime. It should
be noted that these features are often only available
on the larger enterprise-class equipment. Another
technique in a clustered environment is to upgrade
the passive device, failover to the upgraded machine,
upgrade the primary machine and then fail-back.

A related cause of downtime is the need for operating
system and firmware upgrades. These are still
necessary. Enterprise class operating system vendors
are working to minimise the proportion of upgrades
that necessitate downtime — for example 50-60% of
upgrades to the kernel of the latest version of IBM’s
AIX operating system can be performed ‘hot’.

Server virtualisation is a good way to obviate this
type of downtime. Virtualised servers can be moved
non-disruptively (using VMware VMotion for example)
prior to work being undertaken on a physical server.

Physical changes to the data centre

These are an infrequent but sometimes unavoidable
cause of planned downtime. This normally only applies
to the lower tiers of data centre and is most frequently
associated with upgrades to the electrical supply, air
conditioning and switchgear.
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WHAT ARE THE OPTIONS?
The investment in a service has to be proportionate to its business value — which
will often determine the required availability. Decisions to invest in particular
technologies, processes or software will therefore be based upon the impact that
they will have on availability. There is no general level of availability at which each
type of investment is worthwhile; however experience shows that they become

viable at different levels as shown in the following diagrams.
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THERE IS NO UNIVERSAL APPROACH — THE INVESTMENTS
IN HIGH AVAILABILITY NEED TO MATCH THE BUSINESS
REQUIREMENTS FOR A PARTICULAR SYSTEM

SUMMARY

And so we have seen that:

»

»

»

»

»

»

»

Understanding the business requirements for

service availability is essential — both to ensure

mission-critical systems support the business and

also to ensure value for money.

As technology has got more reliable the primary

causes of downtime are related to software and

human factors. Modern development techniques

(such as SOA) have raised the proportion of

incidents due to software.

Improving availability is a combination of three

things:

- Less scheduled downtime

- Fewer incidents

- Resolving incidents more quickly when they
occur.

Improving service availability is a costly matter —

particularly as permitted downtime approaches

zero. Not all systems have the same business need

for availability and therefore should have different

SLAs. But highly-available systems cannot be

allowed to be dependent on systems with lower

availability.

There are many causes of downtime and attempts

to improve availability have to take a holistic view

of a system. Many of the improvements will require

significant investment in areas such as automation

and testing regimes. Naturally these are best

implemented as part of the initial implementation

rather than a remedial exercise.

There is no universal approach — the investments

in high availability need to match the business

requirements for a particular system.

Modelling is a valuable technique to evaluate

the overall availability of systems prior to

implementation.
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APPENDIX — MODELLING AVAILABILITY

It is no accident that products in everyday use are

as reliable as they are. Engineers have for many

years used system modelling techniques to analyse
product reliability and then focus investment on the
areas that have the most overall impact. Although the
underlying mathematics are complex the approach
has been embodied in software packages that are
straightforward to use. These approaches can be used
to model IT services with similar effect.

A service is modelled by considering all of the things
that can cause it to fail. Each of these is represented
by a block on the diagram below. Many of these blocks
are ‘single points of failure’ — if they fail then the service
also fails. However resilience can remove single points
of failure and can be employed in two ways:

» Using load sharing
In this case there are two or more identical devices
that share the workload equally. Availability is

» Using failover clustering
In this case a duplicate device is provided that is
normally idle. When the primary device fails this
is identified and system management brings the
duplicate device into action. It should be noted
that the system management function is itself a
single point of failure, although not part of the prime
delivery path.

The parameters of each block need to be assessed —
in simple terms how often it fails and how long it takes
to fix it when it breaks:

- The MTBF of a device is a well established
concept and is usually measured in months or
years.

- The MTTR is again measured in terms of time.

It follows that the expected availability of a block
(a percentage) is given by:

improved as a device can fail without the service Availability = 100 x MTBF
necessarily being impaired — the remaining devices y= MTBF + MTTR
just share the extra workload. The devices must
have spare capacity for this to work of course —
typically running at a maximum of 50% or 66%
under normal conditions.
An availability model (drawn using ReliaSoft BlockSim 7)
Web
server
Application [A]
server Database
server
Human Data DNS/ LAN Firewall Web SAN Storage
factors centre DHCP server array
server
Application [S:]
server Database
server
Web
server
Web farm Application Database
(load balanced) server (failover cluster)
(load balanced)
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The availability of individual blocks is used to calculate the availability of a service. Availability of individual blocks following analysis
This is a mathematical calculation based on probability theory™. It can be seen by ReliaSoft BlockSim 7

that the availability of a service deteriorates rapidly as it becomes dependent on

more individual devices. So for example a service that depends upon 10 devices,
which individually are 99.9% available, will only be 99% available. This clearly Data centre 99.99%
de'monsltratles an intuitive result — that the more complex something is the less DNS/DHCP server 99.99%
reliable it will be.
LAN 99.96%
At this point it is important to ask the question ‘what is a block’? For example is it: Firewall 99.71%
SAN 99.97%
A server?
0
The server plus the software running on it? Storage array 99.88%
The motherboard of the server (with the other components treated as separate Web farm (load balanced) 100%
blocks)? Application server (load balanced) 100%
) ) ) _— Database (failover cluster) 99.95%
The answer is that it could be any of these — depending on the availability of data. .
Manufacturers can usually provide MTBF figures for hardware devices whilst data Human factors 99.89%
for software will need to be obtained from existing users. It is usually best to model

using the highest level blocks for which data is available - treating the data centre
as one block for example rather than separating it into power supply, cooling and all
of the other constituent parts.

The data centre is an example of a block that is not a hardware component. This
will have an availability figure of its own — which can be modelled like any other
physical component. The effect of splitting infrastructure between two ‘twinned’
data centres can then be modelled — essentially a load balanced configuration as
modelled earlier.

The modelling of software is a separate discussion and again depends upon the
availability of data. A service will depend upon many individual pieces of software.
However it is not helpful to model these individually as availability figures will not
normally be available for them. In practice it is easiest to treat all the software on a
server as one entity and derive an availability figure based on operational experience
(this may or may not include the hardware availability). Hence a mature package will
typically have a much higher availability than a recently developed piece of bespoke
software. In some cases the only data will be for the complete service in which case
a single block is used rather than modelling on individual server blocks.

It then remains to add the effects of human error. This is in inverse proportion to the
degree of deployment of the various techniques referred to earlier. Having produced
a model it can be used to analyse the relative impact that each block has upon the
overall service availability. So in the following hypothetical example (using the blocks
in the earlier diagram) investment should clearly be targeted at initiatives to reduce
failures due to the firewall and storage array.

" So if there are ‘n" devices that all have to be working for the overall service to be available then the availability of the service is:

Availabil 100*( A )( ho ) (—An )
vallability = 10 100 / "\ 100

Where A, is the availability of device (1) The management of service availability 17




The model can also be analysed using Monte Carlo'? methods to simulate the performance over time.
It is interesting to notice that resilient blocks fail but that the overall service does not.

Simulation of failures over time using ReliaSoft BlockSim 7

Web server (I !

Web server |

Web server | | 1 |

Web farm (load balanced) L
Storage array T | N

SAN T ——

LAN [+

N
.

(

Failure of

(resilient) web
Human factors i server does

Firewall | not cause overall
DNS/DHCP server | — system failure

Database server | | ,I

Database server 1
Database (failover cluster) switch 1

Database (failover cluster)

Data centre —*

Application server (load balanced) —*

Application server | I | |

Application server = ,I | |

System | 1 ( gl 111 11 1 1

0 10,000 20,000 30,000 40,000 50,000

Block

Simulation time (hours)

The notion of a failure criticality index is relevant as it highlights the blocks that have the greatest overall impact
on service availability.

Failure criticality analysis using ReliaSoft BlockSim 7

29.167

Failures per 50,000 hours

Human Firewall Storage
factors block array

So it is possible to model the reliability of a service — and hence ensure that it meets the SLA at minimum cost.

2 Monte Carlo methods use random numbers to model the time that each block fails (based on the specified MTBF) and the time to repair it (using the specified MTTR).
These also make assumptions about the distribution of failures — the normal method is to assume that a failure is equally likely to happen at any time — an exponential distribution.
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